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 IT:    Informaton Technology

IS:     Informaton security 

FW:   Fire wall

APT:   Advance Persistent Threat

IPS:    Intrusion preventon system

DDOS:   Distributed denial of service

DLP:   Data lose preventon

HLD:   High level design

PMI:    Product manufacturing informaton

DHCP:    Dynamic hot control protocol

OSI:   Open system interconnecton

ISMC:   Informaton security management comity

CIO:     Chief informaton oocer

CISO:    Chief informaton security oocer

CSMM:   Cyber security maturity matrix

ISO: Internatonal standardizaton organizaton

PCSA:    Pakistan Cyber Security Associaton

CIRT:   Computer Incident Response Team

ISACA:  Informaton system audit and control associaton

OWASP:   The open web applicaton security project 
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ISC2:   The internatonal informaton security system certicaton consortum 

SANS:   System admin audit network and security 

SOP:     Standard operatng procedure

DSS:       Data security standard

ISMS:    Informaton Security Maanagement System

DBIR:     Data Breach Investgatons Report 

ISTR:    Internet Security Threat Report 

PECA:   Pakistan Electronic Crimes Act (2016)

NAC:      Network admission control

DMZ:      Demilitarized zone 

SCAP:     Security Content Automaton Protocol

CIS:       The center of Internet security 

DISA:   Defense informaton system agency

STIG:   Security Technical implementaton Guide

CVE:     Common Vulnerabilites and exposure

NVD:    Natonal Vulnerability data

OTP:    One tme password

DMARC:   Domain-based Maessage Authentcatono Reportng and Conformance

SPF:    Sender Policy Framework

DKIM:   Domain Keys Identied Maail

DEP: Executon Preventon
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DNS:    Domain Name System

WIDS:   wireless intrusion detecton system

EAP/TLS:   Authentcaton Protocol-Transport Layer Security 

WAF:        Web Applicaton Firewalls 

COBIT:     Control Objectves for Informaton   Related Technology

CMMI:     Capability Maaturity Maodel Integraton

SDLC:       systems development life-cycle


