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Information Security (CS205)

"Question: 1 (Marks: 1)
An attack, in which attacker alters the system resources 15 called !
" Choices:

Active attack &
o SOLVED BY PRINCE ALVI

PRINCEALVI9222@GMAIL.COM

Passive attack £
O

Direct attack A
O

Indirect attack 2
@)

Information Security (CS205)

“Students are not allowed to bring cell phones in exam hall ™ is an example of 8
! Choices:

Security policy a
3 SOLVED BY PRINCE ALVI

PRINCEALVI9222@GMAIL.COM

Secunty control 2
O

Security mechanism .
@)

Secunity service A
@)

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

are the three pillars of information secunty. &
v
@
Confidentiality, integrity and avalability o
o SOLVED BY PRINCE &LVI
PRINCEALVI9222@GMAIL.COM
....................... v
People, process, and technology o
O
Preventive controls, detective controls, corrective controls ‘
O
L
Risk management, internal audit, incident management i
O
v

Information Security {CS205)

Jue
Ransomware is 2
.................................................................................................................................................................. v
" Choices:
type of hacker who acts as a criminal and steals information e
O
......................................................................................................................................................... v
atype of attack that encrypts data on computers and servers ~
'® SOLVED BY PRINCE ALV
PRINCEALVI9222@GMAIL.COM
aform of kidnapping being carried out recently for ransom 2
O
........................................................................................................................................................................... v
freeware or opensource =
O
W

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Ou estin
NESSUS tool 15 used at layer in information security transformation =
framework.
L
" Choices:
Secunty governance &
O
W
Secunty engineering o
O
Vulnerability management 2
. SOLVED BY PRINCE ALVI
PRINCEALVI9222@GMAIL.COM
............................................................................................................................................................... v
Secunty hardening &
O
v

Information Security (CS205)

means effective management of the security program =

! Choices:

Security hardening a
@)

S iy v ~
. R SOLVED BY PRINCE ALVI

PRINCEALVI9222@GMAIL.COM

Vulnerability management &
L]

Secunty engineering A
@)

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Which of the following will be considered the most specific standard/framework A
applicable only to a specific type of industry?
" Choices:
IS027002:2013 ¥
O
COEBIT £
O
PCI-DSS e
“ SOLVED BY PRINCE ALVI
L
PRINCEALVYI9222@GMAIL.COM
IS027001:2013 o
@)

Information Security (CS205)

Which of the following may be applied to any type of industry/company in which 5
information technology is being used?
! Choices:
IS027002:2013 a
o SOLVED BY PRINCE ALVI
PRINCEALVYI9222@GMAIL.COM
COBIT AND ISMS 2
@)
COBIT, ISMS, and PCI S
O
PCI-DSS and ISMS A
@)

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Juestio
are the challenges of information secunty =
" Choices:
Lack of budget & insufficient resource allocation ¥
O
.................................................................................................................................................................... v
Highly specialized and continuously changing technology £
O
Cloud and IoT 2
N SOLVED BY PRINCE ALVI
L
PRINCEALVI9222@GMAIL.COM
Lack of ownership, department silos, missing security hardening o
@)
v

Information Security (CS205)

There are main steps in information security life cycle 2
" Choices:

& ~
@)

? ~
5 SOLVED BY PRINCE ALVI

PRINCEALVI9222@GMAIL.COM

9 ~
O

11 o
@)

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Eegionally, the most well developed cyber security strategy and framework developed by -
Malaysia is at rank
" Choices: -
l -~
O
5 7
O
3 ~
SOLVED BY PRINCE ALVI
O PRINCEALVYI9222@GMAIL.COM
4 ~
O

Information Security (CS205)

1g prevention of the unauthonzed use of a resource. 2
" Choices:
Access control L
o SOLVED BY PRINCE ALVI
PRINCEALVI9222@GMAIL.COM
Data integrity £
O
Non-repudiation A
O
Availability 2
O

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

The next-generation firewall should be placed at -
...................................................................................................................................................................... W
" Choices:
Inside the data center 2
O
Wherever it is physically secure <
O
Inside the DMZ &
O
Atthe network perimeter and at the entrance to the data center a
o SOLVED BY PRINCE ALVI
PRINCEALVI9222@GMAIL.COM

Information Security {CS205)

]
Major secunty functions performed by the penmeter MG firewall are A
...................................................................................................................................................................... v
" Choices:
Web secunty and email security el
O
Malware filtering, access lists for traffic filtering, bandwidth filtering
O
Wan interfaces
O
Apt attack prevention
" SOLVED BY PRINCE ALV
0
PRINCEALVI9222@GMAIL.COM

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

The key challenge with mobile technology 1s that A
" Choices:
It is leading to wastage of time and distractions !
O
Traditional enterprise secunty perimeter and boundary has disappeared
O
Location of the user can be tracked
O NOT SURE
Apps on the mobile devices may be Trojans
9

Information Security {CS205)

The recommended manner to protect sensitive data within a VMis to

" Choices:

Encrypt data stored on workstations e
O

Encrypt data stored on virtual and cloud servers ~
A SOLVED BY PRINCE &LVI

PRINCEALVI9222@GMAIL.COM

Encrypt data stored on USB 2
O

Encrypt data stored on file servers A
O

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

]
One of the main challenges in small-sized organizations related to security 8
18
" Choices:
Lack of a good data center o~
)
v
Lack of budget and resources allocated for secunty ”
SOLVED BY PRINCE ALVI
)
PRINCEALVI9222@GMAIL.COM
Lack of secunty vendors &
O
b
Lack of secunty devices &
O
Information Security {(CS205)
T B e
Atwhich point a malicious entity/black hat hacker attacks for website defacementin an e
IT network?
v
"Choices:
Edge router or edge firewall e
O
Web server in DMZ 2
. SOLVED BY PRINCE ALVI
L
PRINCEALVI9222@GMAIL.COM
Email gateway A
O
........................................................................................................................................................... v
Datacenter switch ki
8]
v

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

How web and email can be secured against malware and attacks in an Enterpnise IT 2
network?
v
" Choices:
By blocking unauthorized traffic at edge A
. SOLVED BY PRINCE &LVI
PRINCEALVI9222@GMAIL.COM
.............................................................................................................................................................. v
By keeping a good and updated solution =
O
v
By using web security and email antipsam gateway 2
O
......................................................................................................................................................................... v
By uaing malware protection at edge (o
O
.............................................................................................................................................................................. v

are the main phases/steps in a business continuity lifecycle. a
.................................................................................................................................................................. v
" Choices:
Analysis, design, implementation and validation A
3 SOLVED BY PRINCE ALVI
PRINCEALVI9222@GMAIL.COM
........................................................................................................................................................... v
Identify, analyze, design, execute ko
O
v
Identify, analyze, design, execute, measure s
O
Analyze, implementation and validation L’
O
v

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Question: Marks
enterprises have their own vulnerability scanner ;‘-

w

90% W
@)

75% S
@)

50% A
O

5% -

SOLVED BY PRINCE &LVI

o PRINCEALVI9222@GMAIL.COM

Information Security {CS205)

- Questio
project sequence is followed in transformation projects 8
! Cholces:
Establish track, pilot, implement across IT s
O
Filot, implement across IT, continuous improvement 4
O
v
Establish track, MSB, pilot, implement across IT, continuous improvement .
@) SOLVED BY PRINCE ALV
______________________________________________________________________________ PRINCEALVI9222@GMAIL.COM %
Establish track, MSE, implement across IT 2
O

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

category has maximum number of CIS benchmarks A
" Choices: -
Operating system &
. SOLVED BY PRINCE &LVI
.l PRINCEALVI9222@GMAIL.COM
Mobile devices 2
O
Network devices 2
O
Cloud providers &
O

Information Security {(CS205)

Question

category has minimum number of CIS benchmarks, e

" Choices:

Multifunction print devi el

e e SOLVED BY PRINCE ALVI

2 PRINCEALVI9222@GMAIL.COM

Mobile devices 2
@)

Metwork devices A
O

Cloud providers ki
L)

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

§
What does audit explain about control in CIS benchmark? i
! Choices: -
Describes the control &
O
Describe the benefit of implementing control =
O
Tells how to check the control =
o SOLVED BY PRINCE ALVI
L
PRINCEALVI9222@GMAIL.COM
Tells how to apply control 2
O
Information Security (CS205)
PP e e e
According to applicability CIS divides controls in categories 2
" Choices:
Level 1 &level 2 ~
. SOLVED BY PRINCE ALVI
PRINCEALVI9222@GMAIL.COM
Scored & un scored 2
O
Cat1,cat2,cat 3
O
High entical, low cntical 2
@)

For any query feel free to ask princealvi9222@gmail.com
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Information Security {CS205)

Frequency of updating the signature files of antivirus program must be set &
o

" Choices:

Doaily basis -
5 SOLVED BY PRINCE &LVI

PRINCEALVI9222@GMAIL.COM

Weekly basis “
O

Fortnightly basis "
O

Monthly basis s
O

Information Security (CS205)

There are three main pillars related to implementation of information security. Mention "
the names.
" Answer:
IMAlls [1]u][=[=[=]=]a]a (o]0 [ofla ]|l
v

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)

Enlist the first five CIS controls that eliminate the vast majority of your organization’s s
wvulnerability

" Answer:

|AAlls 2y ][EEEE Ll alalla] ol 1Al

Information Security (CS205)

Wnite the names of any two famous SIEM sclutions that are available in market

Al zu]=EEEE% |[Llalalalellal] | &
|

For any query feel free to ask princealvi9222@gmail.com
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Information Security (CS205)
Question: 31 (Marks:5) Attempted Questions: 30  Total Questions: "sfl'_"f'

Write the names of different stakeholders that will conduct the Secunty Hardening?

" Answer:
Ala[v]EEEE% lLaslalo[o]al |

For any query feel free to ask princealvi9222@gmail.com
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The direct console user interface should be

ee——

For any query feel free to ask princealvi9222@gmail.com
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A program or device that can monitor data traveling over a network is called

For any query feel free to ask princealvi9222@gmail.com
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How many dfferent veruons SSH protocol suppont? Wnite names

ML e AR ——

ssh version 1

ssh version 2

For any query feel free to ask princealvi9222@gmail.com
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ot ernational:;

For any query feel free to ask princealvi9222@gmail.com
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R e edin informa -
equeed o write the tames e, ransfommatio framew ory) P ——

VTR, e —

1. Security hardening 2. Vulnerability management
3. Security engineering 4. Security governance

For any query feel free to ask princealvi9222@gmail.com
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Information secunty 15 a combination of
-_____--_-_——-—‘_-_-_—'

For any query feel free to ask princealvi9222@gmail.com
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Under whach cmegory of CIS benchmarks MS Mndows servers fall”

For any query feel free to ask princealvi9222@gmail.com
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T ——

OWASP, Cloud Security Alliance 1ISACA and |

SC2 are examples
of

II,- Sl e . . - -
k Cyber secunty govemment Ofganizationy’

]
o

& Cyber secunty professional associations
e ‘\

. Research Organizations

.
Bl
|

.

-

- latema;

- onal :

eCunty Operation, Centers
1
L\

For any query feel free to ask princealvi9222@gmail.com
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— B T ————

¥ ou are required to identify and write the names of three main Pillars of lnform

&C“nt Y

ation

A Al o) T T —

onfidentiality — You need to know your data is protected from
nauthorized access.

tegrity — You have to be able to trust your data.

railability — You need to be able to access your data.

For any query feel free to ask princealvi9222@gmail.com
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Which of the following will be considered the most specific standard'framework
applicable only to a specific type of industry?

k&
lsoz?m —
.55
COBIT _
1 X
..

! T

180110012013

For any query feel free to ask princealvi9222@gmail.com
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. ey

The recommended manner 1o protect sensitive data within a VM is to

Ewm

—— T .

| Encrypt data Stored on vintual and cdloud servers

For any query feel free to ask princealvi9222@gmail.com
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- ~y

B T
| —_ CHegory of CIS benchamark

-t

For any query feel free to ask princealvi9222@gmail.com
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For any query feel free to ask princealvi9222@gmail.com
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E——
e ———

R ———

DISA gives us the following feature
& ISEITe 5ot as compared 1 CIS

.

o szed TEauzanog,

For any query feel free to ask princealvi9222@gmail.com
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formation Secrity (CS205) | T

N 1 e (S -
o ——

For any query feel free to ask princealvi9222@gmail.com
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nt bﬂl mOdd n ak.l
stan to Cﬁtcu\'d\' ﬂd¢ ess 'CAK
p \ he w eaknesses in cyber security is to

— ——

~

e ey g
..! \

| COBIT

mw“f“ﬂchnxh

For any query feel free to ask princealvi9222@gmail.com
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‘_ﬂ,
——— — —_— e
. 18 & technique used to gain unsuthorized access to comg

intruder sends messages with a source [P
messages are coming from a trusted host

uters, whereln the
address that has been forged 1o indicate that the

Man in the middie

. 1
|

Dmi.al of the eTVic c\
|

For any query feel free to ask princealvi9222@gmail.com
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The key and most important element in the risk management process is

For any query feel free to ask princealvi9222@gmail.com
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'ﬁ

are the challenges of informaton secunty

Lack of budget & insufficient resource allocation e

[

Hi \ :
ghly specialized and Continuously changing technology

i

| Cloud and 10T

For any query feel free to ask princealvi9222@gmail.com
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strategy and framework developed by

Malaysa is at rank

For any query feel free to ask princealvi9222@gmail.com
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18 the first layer in information security transfor mation framew ork

tinance ——

Security engineering

%
)

Vlllnﬂ'lhhly m“G‘MC at

Security hardening

\

For any query feel free to ask princealvi9222@gmail.com
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D Secucky (CS205)

Purpose of the SIEM solution is

b

enng, access lists for vaffic :

filtering, bandwidth filtering

Malware filt

'Y
4

For any query feel free to ask princealvi9222@gmail.com
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= -"’n I ‘
-*_--—-_.-_-___- ; :
are the 4 layers of vansformation model i sequen
ce

o

For any query feel free to ask princealvi9222@gmail.com
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__—'ﬁ

Sum\mngly n of all organizations in Palastan (all types and sizes), security
posth:hasbem found to be deficient ‘

For any query feel free to ask princealvi9222@gmail.com
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B L 5 el T ——

¥ a system enters mto state, it 1s a security violation

For any query feel free to ask princealvi9222@gmail.com
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The key challenge with mobile technology is that

e —

-

hulclﬁng 1o wastage of time and PR S —

Traditional et
uwl“ sm“\' pﬂ‘melu an
' 4 boundary has &
‘appeared

\

Lmdm“ﬂmhum

Apps on
h mt ﬁ\'ﬁce‘ ‘.’ be T[Qj-‘

For any query feel free to ask princealvi9222@gmail.com




CS205 MIDTERM CURRENT PAPER 2023 SOLVED BY PRINCE ALVI

For any query feel free to ask princealvi9222@gmail.com
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N+1 redundancy Pattern is sometimes referred as =
‘_‘___-‘—‘_‘_h.

For any query feel free to ask princealvi9222@gmail.com
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—eSa ol

Ptop_le,ploccss, and
Tnawd

are together refemed to as the Information Security

| Standard

Procedure

For any query feel free to ask princealvi9222@gmail.com
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=g

Qne of the man challenges in small-si;

P ed organizations related 1o secyrity |

e —

For any query feel free to ask princealvi9222@gmail.com




