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Interaction Diagrams:

An interaction diagram is a visual representation that illustrates how objects interact in
a system or program.

A series of diagrams can be used to describe the dynamic behavior of an object-
oriented system. This is done in terms of a set of messages exchanged among a set of
objects within a context to accomplish a purpose.

purpose of Interaction diagrams is to:

e Model interactions between objects

e Assist in understanding how a system (a use case) actually works

e Verify that a use case description can be supported by the existing classes

e Identify responsibilities/operations and assign them to classes

UML provides two different mechanisms to document the dynamic behaviour of the
system.

Sequence diagrams which provide a time-based view

Collaboration Diagrams which provide an organization-based view of the system’s
dynamics.

The Sequence Diagram:

These diagrams illustrate how objects interacts with each other and emphasize time
ordering of messages.

The focus of sequence diagrams is on objects (and classes) and message exchanges
among them to carry out the scenarios functionality. The objects are organized in a
horizontal line and the events in a vertical time line.




The Notation:

The boxes denote objects (or classes), the solid lines depict messages being sent from
one object to the other in the direction of the arrow.

Lecture # 21
Message Types:

Sequence diagrams can depict many different types of messages. These are:
Synchronous or simple

Asynchronous

Create

Destroy

Synchronous E—
Asynchronous ——m

Cre a te <<create>>
Destroy

<<destroy>>
———

Synchronous Messages:

Synchronous messages are “call events” and are denoted by the full arrow. They
represent nested flow of control which is typically implemented as an operation call.
In case of a synchronous message, the caller waits for the called routine to complete
its operation before moving forward.

Asynchronous messages:

Asynchronous messages are “signals,” denoted by a half arrow. They do not block the
caller. That is, the caller does not wait for the called routine to finish its operation for
continuing its own sequence of activities.

Asynchronous messages typically perform the following actions:

e Create a new thread

e Create a new object

e Communicate with a thread that is already running




Object Creation and Destruction:

An object may create another object via a <<create>> message. Similarly

an object may destroy another object via a <<destroy>> message. An object may also
destroy itself. One should avoid modeling object destruction unless memory
management is critical.

Sequence diagrams and logical complexity:

Collaboration diagrams:

Collaboration diagrams can also be used to depict the dynamic behaviour of a system.
They show how objects interact with respect to organizational units (boundaries!)
The sequence of messages determined by numbering such as 1, 2, 3, 4, ... This shows
which operation calls which other operation.

Components of Collaboration diagrams:
» Objects (Objects exchange messages among each-other)

» Messages

Collaboration diagrams can also show synchronous, asynchronous, create, and destroy
message using the same notation as used in sequence diagrams. Messages are
numbered and can have loops.

Comparing sequence & collaboration diagrams

Sequence diagrams Collaboration diagrams

Sequence diagrams are best to see the flow | Static object connections are best
of time. represented by collaboration diagrams

Sequence of messages is easy to Sequence of messages is more difficult to
understand. understand.

Object organization with control flow is
best seen through collaboration diagrams.




It may be noted that complex control is difficult to express anyway but collaboration
diagrams can become very complex very quickly.

Evaluating the Quality of an Object-Oriented Design:

Judging the quality of a design is difficult. We can however look at certain object
oriented design attributes to estimate its quality. The idea is to analyze the basic
principle of encapsulation and delegation to judge whether the control is centralized or
distributed, hence judging the coupling and cohesion in a design. This will tell us how
maintainable a design is.

Lecture # 22

Software and System Architecture

Introduction:

Software architecture can be explained as the blueprint or structure of a
software system that outlines how different components work together to achieve
the desired functionalities and behaviors. Just like how a building’s architecture
defines its layout and design, software architecture defines how the different
parts of a software system interact and function.

When building a house, the architect, the general contractor, the electrician, the
plumber, the interior designer, and the landscaper all have different views of the
structure. Although these views are pictured differently, all are inherently related:
together, they describe the building’s architecture. The same is true with software
architecture. Architectural design basically establishes the overall structure of a
software system.

The design process for identifying the sub-systems making up a system and the
framework for sub-system control and communication is architectural design. The
output of this design process is a description of the software architecture.

Software Architecture Definitions:

Architecture is the organizational structure of a system. An architecture can be
recursively decomposed into parts that interact through interfaces, relationships that
connect parts, and constraints for assembling parts. Parts that interact through
interfaces include classes, components and subsystems.

Garlan and Perry, guest editorial to the IEEE Transactions on Software
Engineering, April 1995:




IEEE Glossary Architectural design:

Shaw and Garlan

The architecture of a system defines that system in terms of computational
components and interactions among those components. Components are such things
as clients and servers, databases, filters, and layers in a hierarchical system.

Why is architecture important?

Barry Boehm says:

“If a project has not achieved a system architecture, including its rationale, the project
should not proceed to full-scale system development. Specifying the architecture as a
deliverable enables its use throughout the development and maintenance process.”

Why is architecture important? Fundamentally, there are three reasons:

» Mutual communication.

Acts as a common language for developers, stakeholders, and team members
to discuss and understand the software design and its implementation. It
facilitates effective communication and collaboration among different
stakeholders involved in the project.

Early design decisions

This refers to making important choices about the software's design early in the
project. By deciding on key aspects early on, it helps guide the rest of the
development process and can prevent problems later.

Reuseable abstraction of a system

This means creating a general model or design that can be used again in
different parts of the software or even in different projects. It's like having a
blueprint that can be applied to various situations, saving time and effort by
reusing tried-and-tested solutions.




Architectural Attributes:

Software architecture must address the non-functional as well as the functional
requirements of the software system. This includes performance, security,
safety, availability, and maintainability.

Following are some of the architectural design guidelines that can help in addressing
these challenges.
» Performance:

Performance can be enhanced by localizing operations to minimize sub system
communication. That is, try to have self-contained modules as much as possible
so that inter-module communication is minimized.

Security— Security can be improved by using a layered architecture with critical
assets put in inner layers.

Safety— Safety-critical components should be isolated.

Availability— Availability can be ensured by building redundancy in the
system and having redundant components in the architecture.

Maintainability— Maintainability is directly related with simplicity. Therefore,
maintainability can be increased by using fine-grain, self-contained
components.

Architectural design process:

» System structuring
This step involves organizing the system into different parts or components.
Think of it like breaking down a big project into smaller, manageable sections.
Each part has a specific role, and together they make up the whole system.
Control modelling
This is about figuring out how different parts of the system will interact and
communicate with each other. It's like creating a map or a flowchart that shows
how the control or flow of data and commands will move through the system.
Modular decomposition
This means dividing the system into separate modules or sections, each with its
own specific function. It's similar to organizing a complex task into smaller
tasks, where each module can be developed and tested independently but will
work together as a whole system.




Architectural Views

Software architecture defines the high level structure of the software by putting
together a number of architectural elements in an organized fashion.

Perry and Wolfe proposed the following formula for software architecture: Software
architecture = {Elements, Forms, Rationale}

That is, a software architecture is a set of elements which have a certain form. These
elements are further divided into three categories. These are: data elements,
processing elements, and connecting elements. The data elements contain the
information that is used and transformed in the system; the processing elements
process the data elements and specify the transformation functions, and connecting
elements connect different pieces of architecture together.

Krutchen proposed that the software architecture model should be composed of
multiple views as a software architecture deals with abstraction, with decomposition
and composition, with style and esthetics as well as requirements from different stake
holders. His architectural model is known as Krutchen’s 4+1 architectural view
model. As evident, this model proposes the development of 5 main views namely.

Logical view: The logical view is the object model of the design.

Process view: The process view captures the concurrency and synchronization aspects
of the design.

Physical view: The physical view documents the mapping(s) of the software ontothe
hardware and reflects its distributed aspect.

Development view: The development view describes the static organization of the
software in its development environment.

Use case view: The use case view uses selected use cases or scenarios to validate
that the architecture supports the required functionality.

Views

Views are an engineering tool to help achieve desired system qualities. Each view
provides an engineering handle on certain quality attributes. In some systems, distinct
views collapse into one. Views are also used as documentation vehicle for current
development and future development. Users of views include both managers and
customers. For these reasons views must be annotated to support analysis. This
annotation can be achieved with the help of scenarios and design rationale.

They are also used to understand the dynamic behavior of the system and understand |
the limits of design. I


They are also used to understand the dynamic behavior of the system and understand  
the limits of design.


View Components Users Rationale

Funectional functions, key | domain engineers, | functionality,

View system abstractions, | product-line modifiability, product
domain elements designers, end users | lines/reusability, tool
support, work allocation
Code View classes, objects, | programmers, modifiability/maintainabi
procedures, designers, reusers lity, portability,
functions, subsetability

subsystems, layers
modules
Development | files, directories managers, managers, programmers,
View programimers, configuration managers
configuration
Mmanagers
Physical CPUs, . | hardware engineers, | system  delivery and
View storage system engineers installation, performance,
availability, scalability,
security

2

Concurrency | processes, threads performance performance, availability
View engineers,
integrators, testers

] ) ) Hierarchical views refer to a way of organizing information or data in a structured
Hierarchical Views format where there is a clear hierarchy or structure of levels.

e.g. -
. Similarly development view contains directories which contain files. Code
view would have modules and systems that contain sub-modules and sub-systems

respectively. Concurrency vie cesses that are further subdivided into
threads. Finally,

Architectural styles

An awareness of
s. H
contains

Each style describes a system category that encompasses:
1)A set of components (e.g., a database, computational modules) that perform afunction
required by a system.
2)A set of connectors that enable “communication, coordination and cooperation”
among components.
3)Constraints that define how components can be integrated to form the system
4)semantic models that enable a designer to understand the overall properties of a
system by analyzing the known properties of its constituent parts.
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Architectural models

Static structural model shows the major system components while a dynamic process
model shows the process structure of the system. Interface models are developed to
define sub-systeminterfaces.

Architectural Styles

These styles have
different characteristics and attributes

and can be useful to solve probléms related to a
particular situation of requirement. Among the many styles, the most commonly
practiced are the following:

Data-centered architectures

Client Server Architecture and its variations
Layered architectures

Reference Architecture

In any system, sub-systems . This may be done
in twoways:

or repository and may be accessed by all
subsystems

and passes data explicitly to other

Client Client
Software Software

Central Data
Repository

subsystems.
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Advantages
. In this case sub-
systems need not be concerned with how data is produced Centralised management

= backup. security, efc. This model also provides a global view of the system and the
sharing model is published as the repository schema.
Disadvantages
SHBSySTeMS MUSHAGresIonIaIEpOSTORAGATAIMOBEN. T his inevitably leads to a
compromise. The

here is also little scope for implementing specific management policies. It
isalso difficult to distribute efficiently.
Client-server model

Client server model tries to distribute data and processing. This is a shift from
mainframe based applications where both the data management and the processing of
data used to be typically carried out by the same main-frame computer. The client-
server model is a distributed system model which shows how data and processing is
distributed across a range of components. In thismodel, the application is modeled as a
set of services that are provided by servers and a set of clients that use these services.
These clients and servers are connected through a network which allows clients to
access servers. Clients and servers are logical processes (not always physical

machines). servers provide services while clients use these services

The following diagram depicts a general client-server organization.

@ I:I Server

" —©

Client/Server Software Components

A typical client-server architecture based system is composed of a number of different
components. These include user interaction/presentation subsystem, application
subsystem, database management subsystem, and middleware. In this case the
application components mayreside on either client or server side. Middleware
provides the mechanism and protocols to connect clients with the servers.
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Representative Client/Server Systems v.imp
Following are some of the representative server types in a client-server system.

File servers: In this case, client requests selected records from a file and the server
ransmits records to client over the network.

Database servers: In this case, client sends requests, such as SQL queries, to the
database server; the server processes the request and returns the results to the client
overthe network.

Transaction servers: In this configuration, client sends requests that invoke remote
procedures on the server side; server executes procedures invoked and returns the
resultsto the client.

I Coupware servers provide set of applications that enable
communication among clients using text, images, bulletin boards, video, etc.
Client-server characteristics

Advantages:
The main advantage of the client-server architecture is that

, cheaper hardware may be used to gain performance
and scalability. In addition, adding new servers or upgrading existing servers becomes
easier. DiStFBUGOROREAtENSSHRIGREIORNER i is case.

Disadvantages:

The main disadvantage of this model is that there is no standard way of sharing data,
so sub- systems may use different data organisation. Hence data interchange may be
inefficient. From amanagement point of view, each server needs attention and hence
there is redundant management in each server. Finally there is no central register of
names and services - it may behard to find out what servers and services are available.
Representative Client/Server Configurations

The client-server model can have many different configurations. In the following
sections, welook at some of these configurations.

Thin Client Model: In the thin client model, most of the processing and data storage occurs on a

server or a cloud-based platform.
In computer networking, a thin client is a simple (low-performance) computer that has

been optimized for establishing a remote connection with a server-based computing
environment. They are sometimes known as network computers or in their simplest
form as zeroclients.

Fat Client Model: Thick Client

In the thick client model, the client device (such as a computer or mobile app) has a significant amount of
processing power and storage capacity, allowing it to perform a substantial portion of the data processing
and storage locally.



Representative Client/Server Systems 
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In the thin client model, most of the processing and data storage occurs on a server or a cloud-based platform.

In the thick client model, the client device (such as a computer or mobile app) has a significant amount of processing power and storage capacity, allowing it to perform a substantial portion of the data processing and storage locally.

Thick Client


A fat client is a networked computer with many locally-stored programs or resources
and little dependence on network resources, such as auxiliary drives, CD-RW/DVD
players or software applications. Typically, users prefer fat client computers over thin
clients because fat clients allow easy customization and greater control over installed
Emﬁrams and system configuration.
Zero Install vAmp (S+megs)

zero install architecture is to develop a system where no installation on the client side is needed
Zero Install is a decentralised cross-distribution software installation system. Other
features include full support for shared libraries (with a SAT solver for dependency
resolution), sharingbetween users, and integration with native platform package

managers.
N-Tier architecture

An N-tier architecture divides an application into logical layers and physical tiers. Layers
are a way to separate responsibilities and manage dependencies. Each layer has a
specific responsibility.

N-tier architecture stems from the struggle to find a middle ground between the fat

client architecture and the thin-client architecture. In this case the idea is to enhance
scalability and performance by distributing both the data and the application using

multiple server machines. aiso known as Muttitier Architecture
Three-tier Architecture

In this architecture, each application architecture layers (presentation, application, and
database) may run on separate processors. It therefore allows for better performance
than a thin-client approach. It is simpler to manage than fat client approach and highly
scalable (as demands increase add more servers).

Typical 3-tier architecture is depicted in the following diagram.

‘; HTTP interaction

Web server Database server

Customer
account
database

Account service
provision

Three-tier architecture is a well-established software application architecture that organizes
applications into three logical and physical computing tiers: the presentation tier, or user interface;ghe
application tier, where data is processed; and the data tier, where application data is stored and
managed.


v.imp (S+mcqs)

zero install architecture is to develop a system where no installation on the client side is needed

An N-tier architecture divides an application into logical layers and physical tiers. Layers are a way to separate responsibilities and manage dependencies. Each layer has a specific responsibility.

also known as Multitier Architecture

imp L

Three-tier architecture is a well-established software application architecture that organizes applications into three logical and physical computing tiers: the presentation tier, or user interface; the application tier, where data is processed; and the data tier, where application data is stored and managed.

v.imp L


Data Flow or Pipes and Filters Architecture v.imp L

This architecture is very similar to data flow diagrams. This is used when the input

data is processed through a series of transformations to yield the desired output. It is

also known as pipes and filters architecture where each processing step is called a

filter and the connecting link from one process to the other is called the pipe through which the
information flows

from one process to the other.

If the dataflow has only a single sequence of processes with no alternative or parallel

paths, then it is called batch sequential. These models are depicted in the following

diagrams.


 
Data Flow or Pipes and Filters Architecture 
 
This architecture is very similar to data flow diagrams. This is used when the input 
data is processed through a series of transformations to yield the desired output. It is 
also known as pipes and filters architecture where each processing step is called a 
filter and the connecting link from one process to the other is called the pipe through which the information flows 
from one process to the other. 
If the dataflow has only a single sequence of processes with no alternative or parallel 
paths, then it is called batch sequential. These models are depicted in the following 
diagrams. 
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ipes .
PP + Filter2 Filter4 > Filters

Filter]

Filter3 ™ Filter7 .|  Filter6

Layers:

User Interface Layer
Application Layer
Utility Layer

Layered Architecture- Core Layer

Layered architecture patterns are n-tiered patterns where the components are

organized in horizontal layers. This is the traditional method for designing most

software and is meant to beself-independent. This means that all the components are

interconnected but do not depend on each other.

Reference architectlres not a physical architecture. It is only a reference for defining protocols and
designing and implementing systems developed by different parties.

Reference architecture is a document or set of documents that provides recommended

structuresand integrations of IT products and services to form a solution. The

reference architecture embodies accepted industry best practices, typically suggesting

the optimal delivery method forspecific technologies. e.g; OSI model

Application

-
6 Presentation Presentation

Session Session

Transport Transport

Network Network Network

Data link Data link Data link

Physical Phy sical Physical

Communications medium

Partitioning the Architecture



Layers:
User Interface Layer
Application Layer
Utility Layer
Core Layer
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Partitioning of architecture is an important concept. What we basically want to do is
distribute the responsibilities to different subsystems so that we get a software system
which is easy to maintain. Partitioning of architecture may be “horizontal’” and/or
“vertical”. In the horizontal partitioning we define separate branches of the module
hierarchy for each major function and control modules are used to coordinate
communication between functions. Vertical partitioningdivides the application from a
decision making perspective. The architecture is partitioned in horizontal layers so
that decision making and work are stratified with the decision making modules
residing at the top of the hierarchy and worker coming at the bottom.

Analyzing Architecture design

Trade-offs seeks optimal combinations of properties based on cost/benefit analysis. So
the analysis requires an understanding of what is required and the relative priority of
the attributeshas to be established. The following sequence of steps provides a
guideline for performing architectural analysis.

Collect scenarios.

Elicit requirements, constraints, and environment description.

Describe the architectural styles/patterns that have been chosen to address the
scenariosand requirements. These views include module view, process view, and data
flow view.

Evaluate quality attributes by considered each attribute in isolation.

Identify the sensitivity of quality attributes to various architectural attributes for a
specificarchitectural style.

Lecture No. 26 Design Patterns

Christopher Alexander says, “Each pattern describes a problem which occurs overand
over again in our environment, and then describes the core of the solution to that
problem, in such a way that you can use this solution a million times over, without
ever doing it the same way twice.” A Pattern Language:
Towns/Buildings/Construction, 1977.

Design Patterns defined

Historical perspective of design patterns
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The origin of design patterns lies in work done by an architect named Christopher
Alexander during the late 1970s. He began by writing two books, A Pattern
Language[Alex77] and A Timeless Way of Building [Alex79] which, in addition to
giving examples, described his rationalle for documenting patterns.

of the format being applied .
Patterns can be classified as under: Classifications of deerns
According to their creation
here, we look into how the patterns are created. According to structure here wedeal
with the object’s nature. According to behavior here, we use inheritance todistribute
behavior between classes.
Framework:
A framework simply dictates the architecture of the software. In other words,
framework consists of re-useable patterns.

Singleton Pattern: Intent: It ensures that a class only has one instance and provides a global point of
access to it.

Facade Pattern:Intent: Facade defines a higher level interface that makes a subsystem easier to us

EectiireNo:27 skip

v.imp S+L

Lecture No. 28  [iMportaniMaintainable Code
Maintainability of a code means that the code should be clear, simple and flexible

Self-Documenting Code



 Classifications of deerns
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 Façade Pattern:Intent: Façade defines a higher level interface that makes a subsystem easier to us

 Singleton Pattern: Intent: It ensures that a class only has one instance and provides a global point of access to it.
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, St ming statefents, cOMMmEnts, modlaFity, andisSUes

relat bility.
Function Size v.imp S
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Identifier Names variables

Identifier names also play a significant role in enhancing the readability of a program.

In order to understand the concept, let us look at the following statement.

If (x==0) // this is the case when we are allocating a new numberif (AllocFlag == 0)

If (AllocFlag == NEW_NUMBER)

We have improved the quality of the code by replacing the number 0 with a named

constant NEW_NUMBER. hence this piece of code is self-documenting.

Coding Style Guide

Consistency plays a very important role in making it self-documenting. A cORSISEEREIY
A coding style guide is aimed at

improving the coding process and to implement the concept of standardized and

relatively uniform code throughout the application or project. Asa number of

programmers participate in developing a large piece of code, it is important that a

consistent style is adopted and used by all.

Hungarian Notation was first discussed by Charles Simonyi of Microsoft. It is a

variable naming convention that includes information about the variable in its name

(such as data type, whether it is a reference variable or a constant variable,etc).
Bicapitalization or camel case (frequently written CamelCase) is the practice of writing compound
words or phrases where the terms are joined without spaces, and every term is capitalized.

CamelCase is now the official convention for file names and identifiers in the Java Programming
Language.

General naming conventions for Java and C++
must see this topic on book pg # 153 to 157



v.imp S

variables

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Bicapitalization or camel case (frequently written CamelCase) is the practice of writing compound words or phrases where the terms are joined without spaces, and every term is capitalized.

CamelCase is now the official convention for file names and identifiers in the Java Programming Language. 

General naming conventions for Java and C++
must see this topic on book pg # 153 to 157


Break after a comma

_ Br_eak after an operator _

- - . Align the new line with beginning of expression
File handling tips for Java and C++
C++ header files should have the extension .h. Source files can have theextension
.c++ (recommended), .C, .cc or .cpp.MyClass.c++, MyClass.h
Classes should be declared in individual header files with the file name matching the
class name. Secondary private classes can be declared as innerclasses and reside in the
file of the class they belong to. All definitions should reside in source files.
Special characters like TAB and page break must be avoided.
The incompleteness of split lines must be made obvious.Include Files and Include
Statements for Java and C++
1. Header files must include a construction that prevents multiple inclusions.Classes
and Interfaces
Class and Interface declarations should be organized in the following manner:
Class/Interface documentation.
class or interface statement.
Class (static) variables in the order public, protected, package (no accessmodifier),
private.

Constructors.

Methogs (no specific order).Statements in Java and C++

T . floatValue = (float) intValue; //
NOT: floatValue = intValue;
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Break after a comma
Break after an operator
Align the new line with beginning of expression
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ImpVariables
Variables should be initialized where they are declared and they should be declaredin
the smallest scope possible. VVariables must never have dual meaning. This enhances
readability by ensuring all concepts are represented uniquely. Reduce chance of error
by side effects.
Loop structures
Only loop control statements must be included in the for() construction.sum =0; //
NOT: for (i=0, sum=0; i<100; i++)
for (i=0; i<100; i++) // sum += value[i];sum += value[i];
Loop variables should be initialized immediately before the loop.boolean done = false;
/I NOT: boolean done = false;
while (done) { // :
: [/ while ('done) {
i
}

Complex conditional expressions must be avoided. Introduce temporary boolean

variables instead.

if ((elementNo < 0) || (elementNo > maxElement)||elementNo == lastElement) {
¥

Should be replaced by:

boolean isFinished = (elementNo < 0) || (elementNo > maxElement);boolean
iISRepeatedEntry = elementNo == lastElement;



imp


if (isFinished || isRepeatedEntry) {

¥
The nominal case should be put in the if-part and the exception in the else-part ofan

If statement.
boolean isError = readFile (fileName);if (tisError) {

Miscellaneous
} 1. The use of magic numbers in the code should be avoided. Numbers other than 0 and
else { should be considered declared as named constants instead.
: 2. Floating point constants should always be written with decimal point and at least one
} decimal

Lecture No. 30  importantComments

Comments should not be used as deodorants. Tricky code should not be commented
but rewritten. In general, the use of comments should be minimized by making the

c enting by appr('me choices and an explicit logical structure.
There is a need to write comments for whatever reason, the following guidelines
should be observed.

All comments should be written in English. In an international environmentEnglish is
the preferred language.

Use // for all comments, including multi-line comments. // Comment spanning //more
than one line

Since multilevel commenting is not supported in C++ and Java, using // comments
ensurethat it is always possible to comment out entire sections of a file using /* */ for
debugging purposes etc.

Basic indentation should be 2.

for (i =0; i < nElements; i++)a[i] = 0;

Lec11:
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 1. The use of magic numbers in the code should be avoided. Numbers other than 0 and 1 
should be considered declared as named constants instead. 
2. Floating point constants should always be written with decimal point and at least one decimal


Natural form for expression

Expression should be written as if they are written as comments or spoken out aloud.
Parenthesize to remove ambiguity

Parentheses should always be used as they reduce complexity and clarify things by

specifying grouping.

s. An expression

isconsidered to be complex if it uses many operators in a single statement.
*X 4= (*xp=(2*k < (n-m) ? c[k+1] : d[k--]));Shortcuts and cryptic code
Sometimes the programmers, in their creative excitement, try to write very concise
codeby using shortcuts and playing certain kinds of tricks. This results in a code
which is cryptic in nature and hence is difficult to follow.

importantSwitch Statement
In the switch statement, cases should always end with a break. A tricky sequenceof
fallthrough code like the one below causes more trouble than being helpful.
switch(c) {
case ‘-’ :sign = -1; case ‘+’ : ¢ = getchar();case ‘.’ : break;
default : if (! isdigit(c))return O;
¥

This code is cryptic and difficult to read. It is much better to explicitly write whatis
happening, even at the cost of duplication.

switch(c) {

case ‘-’: sign = -1;c = getchar(); break;

case ‘+’: ¢ = getchar();break;
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case “.’: break; default: if (! isdigit(c))return O;
break;
¥

Identified explicitly

There are many more tips like that in the handouts so | suggest you should have alook
at the handouts as well.

What do you ment by application server?

An application server is a server that provides software applications with servicessuch
as security, data services, transaction support, load balancing, and management of
large distributed systems.

Magic Numbers

These are constant that mean something but they do not give any indication of their
Importance or derivation, making the program hard to understand and modify. To a
reader they work like magic and hence are called magic numbers. It is much better to
use symbols to explicitly indicate the intent of the statement.16

Code example of High Coupling

Consider a simple shopping cart application that uses a Cart Contents class to keep
track of the items in the shopping cart and an Order class for processing a purchase.
The Order needs to determine the total value of the contents in the cart, itmight do that
like so:

public class CartEntryL{ ec 12 :

public float Price; public int Quantity;

¥

public class CartContents

{




public CartEntry[] items;
¥

public class Order

{

private CartContents cart;private float salesTax;
public Order(CartContents cart, float salesTax)

{

this.cart = cart; this.salesTax = salesTax;

}
public float OrderTotal()

{

float cartTotal = 0;

for (int 1 =0; i < cart.items.Length; i++)
{

cartTotal += cart.items[i].Price * cart.items[i].Quantity;

}
cartTotal += cartTotal*salesTax;return cartTotal;
}
}

Use (or abuse) of Zero

The number 0 is the most abused symbol in programs written in C or C++. One can
easily find code segment that O in a fashion similar to the examples below in almost
every C/C++ program. flag = false;

flag = 0; // flag is booleanstr = 0; // str is string str = NULL;
namel[i] = \0’;

name[i] = 0; // name is char arrayx = 0; // x is floating pt <= 0.0:
i=0;//iis integeri i=0;
Clarity through modularity

Mentioned earlier, abstraction and encapsulation are two important tools that can help
in managing and mastering the complexity of a program. Modularity is a tool



 flag = false;
 str = NULL;
 name[i] = ‘\0’;
 x = 0.0;
 i = 0;


that can help us in reducing the size of individual functions, making them more
readable. As an example, consider the following selection sort function.
void selectionSort(int a[], int size)

{

int i, J; inttemp;int min;

for (1=0;i<size-1; i++){min =1i;

for (j = 1+1; j < size; j++){if (a[j] < a[min])

min = j;

b

temp = a[i]; a[i] = a[min]; a[min] = temp;

b

b

Reusability

Reusability is one of the prime reasons to make functions but is not the only reason.
Modularity is of equal concern (if not more) and a function should bebroken into
smaller pieces, even if those pieces are not reused.

Short circuiting || and &&

The logical and operator, &&, and logical or operators, ||, are special due to the C/C++

short circuiting rule, i.e. a|| b and a && b are short circuit evaluated. That is, logical
expressions are evaluated |eft to right and evaluation stops as soon as thefinal truth
value can be determined.

struct Node {int data; Node * next;

b

Node *ptr;

Short-circuiting in the context of logical operators such as || (OR) and && (AND) refers to the behavior
where the evaluation of the second operand is skipped if the result can be determined by evaluating
only the first operand.
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Short-circuiting in the context of logical operators such as || (OR) and && (AND) refers to the behavior where the evaluation of the second operand is skipped if the result can be determined by evaluating only the first operand.


while (ptr->data < myData && ptr '= NULL){

// do something here

¥

Operand Evaluation Order and Side Effects

A side effect of a function occurs when the function, besides returning a value,
changes either one of its parameters or a variable declared outside the function butis
accessible to it. consider the following statement:

c =fl(a) + f2(b);

The question is, which function (f1 or f2) will be evaluated first as the C/C++language
does not specify the evaluation order and the implementer (compilerwriter) is free to
choose one order or the other.

To understand this, let’s look at the definition of f1 and f2.int f1(int &x)
{

X=X*2:returnx + 1;
}

int f2(int &y)

{
y=y/2;return x - 1;
}

In this case both f1 and 2 have side effects as they both are doing two things —
changing the value of the parameter and changing the value at the caller side. Nowif
we have the following code segment,




So far there seem to be any problem. But let us now consider the followingstatement:
c =fl(a) + f2(a);

What will be the value of a and c after this statement?
If f1 is evaluated before f2 then we have the following values:

a=3

b=9//7+2

On the other hand, if f2 is evaluated before f2 then, we get totally different results.a =
2

b=3//3+0

Lecture No. 33

Common Coding mistakes

FONBWARENSSRRt [ist of common mistakes made due to side-effects.

array[i++] = i; If i is initially 3, array[3] might be set to 3 or 4.

array[i++] = array[i++] = X;

3.%.” is very dangerous as it causes side effects. Let’s look at the followingstatement:
int i, ] = 0;Performance:

In many cases, performance and maintainability are at odds with one another. When
planning for performance, one should always remember the 80/20 rule - youspend 80
percent of your time in 20 percent of the code. That is, we should not try to optimize
everything.

When a small set (a couple of functions) of functions which use each other is so
overwhelmingly the bottleneck, there are two alternatives:

use a better algorithm

rewrite the whole set

Guidelines

If the following guidelines are observed, one can avoid hazards caused by side effects.
1. never use “,” except for declaration

2. if you are initializing a variable at the time of declaration, do not declare another
variable in the same statement

3. never use multiple assignments in the same statement

4. Be very careful when you use functions with side effects — functions that change

the values of the parameters.

5. Try to avoid functions that change the value of some parameters and return some
value at the same time.

Performance:
When planning for performance, one should always remember the 80/20 rule - you spend 80
percent of your time in 20 percent of the code



Guidelines
 If the following guidelines are observed, one can avoid hazards caused by side effects.
 1. never use “,” except for declaration
 2. if you are initializing a variable at the time of declaration, do not declare another 
variable in the same statement
 3. never use multiple assignments in the same statement
 4. Be very careful when you use functions with side effects – functions that change 
the values of the parameters.
 5. Try to avoid functions that change the value of some parameters and return some 
value at the same time.

Performance:
When planning for performance, one should always remember the 80/20 rule - you spend 80 
percent of your time in 20 percent of the code


for (j =1; ] < MAX_FIELD; j++)clear(j);

This loop clears field before each new input is read. It was observed that it wastaking
almost

50% of the total time.

code was subsequently modified as shown below:for (j = i; j < maxField; j++)
clear(j);

This reduced the overall execution time by half

LdetureNG 34 LONCHmMpOrEanEN

Portability refers to the ability of a system or device to be easily moved or transported from one place to

Portabilityanother. This can include hardware such as laptops and smartphones, as well as software and applications
that can be used on different devices or platforms. Portability can be important for accessibility, convenience
and flexibility in various situations.

If we are careful during writing code, we can make it portable. On the other hand if
we write codewithout portability in mind, we may end-up with a code that is
extremely hard to port to other environment.

Stick to the standard

Use ANSI/ISO standard C++
Instead of using vendor specific language extensions, use STLas much as possible

Program in the mainstream

Although C++ standard does not require function prototypes, one should always
write them.double sqrt(); // old style acceptable by ANSI C

double sqrt(double); // ANSI — the right approach

Size of data types

Sizes of data types cause major portability issues as they vary from one machine to
the other so oneshould be careful with them.

inti, ], k;

j =20000;
k =30000;
i=j+k;

Order of Evaluation

Order of evaluation refers to the operator precedence and associativity rules


Portability refers to the ability of a system or device to be easily moved or transported from one place to another. This can include hardware such as laptops and smartphones, as well as software and applications that can be used on different devices or platforms. Portability can be important for accessibility, convenience, and flexibility in various situations.


Order of evaluation refers to the sequence in which the operands and operators in an expression
are processed by a programming language when evaluating that expression. The order of
evaluation is important because it determines the final result of the expression.

Operator Precedence

Operator precedence is a rule in programming languages that defines the order in which
different operators are evaluated in an expression. This ensures that expressions are
evaluated correctly and consistently.



Order of evaluation refers to the sequence in which the operands and operators in an expression are processed by a programming language when evaluating that expression. The order of evaluation is important because it determines the final result of the expression.

Operator Precedence
Operator precedence is a rule in programming languages that defines the order in which different operators are evaluated in an expression. This ensures that expressions are evaluated correctly and consistently.


Signedness of char

The language does not specify whether char is sighed or unsigned.char c;
// between 0 and 255 if unsigned

// -128 to 127 if signedc = getchar();

if (c == EOF) ??

// will fail if it is unsigned

It should therefore be written as follows:int c;

c = getchar();if (c == EOF)

Arithmetic or Logical Shift

The C/C++ language has not specified whether right shift >> is arithmetic or logical. In
the arithmeticshift sign bit is copied while the logical shift fills the vacated bits with
03 This obviously reduces portability. Interestingly, Java has introduced a new
operator to handle this issue. B3lisused for for arithmetic shift and EESHomosical

Bit fields refer to a data structure in programming that allows for fields within a byte, word, or larger data
Bit Fields treto be stored and accessed at the bit level. This is particularly useful when memory optimization or
efficient data storage is required, as bit fields enable the grouping of individual bits to represent different
Imp S properties or options within a larger data structure.

A bit field is a data structure that consists of one or more adjacent bits which have
been allocated for specific purposes, so that any single bit or group of bits within the
structure can be set or inspected A bitfield is most commonly used to represent
integral types of known, fixed bit-width, such as single-

bit Booleans.

The meanini of the individual bits within the field is determined by the programmer;

f irst bit in a bit field (located at the field's base address) is
sometimes used to determine the state of aparticular attribute associated with the
bit field.

The greatest advantage of exception handling is its ability to handlen asynchronous errors.
Lecture No. 35

Exception handling

Exception handling is a powerful technique that separatesjéfforshandliig'€ode from
normal'code. It also provides a consistent error handling mechanism. The idea is to
raisesome error flag every time something goes wrong.

Raising or throwing an error/ trying to execute a block
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Bit fields refer to a data structure in programming that allows for fields within a byte, word, or larger data type to be stored and accessed at the bit level. This is particularly useful when memory optimization or efficient data storage is required, as bit fields enable the grouping of individual bits to represent different properties or options within a larger data structure.
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 The greatest advantage of exception handling is its ability to handlen asynchronous errors. 


The idea is to raise some error flag every time something goes wrong. There is a
system that is always on the lookout for this error flag. The previous system calls the
error handling code if the error flag has been spotted. The raising of the imaginary
error flag issimply called raising @r throwing an error. \When an error is thrown the

overall system responds by catching the error. SF
try {

“Hrow Exception()

} catch(. Exception e)

Exceptions and code complexity

A number of invisible execution paths can exist in simple code in a language that
allowsexceptions. The complexity of a program may increase significantly if there are
exceptional paths in it.

String EvaluateSalaryAnadReturnName( Employee e)

{
if (e.Title() == “CEQ” || e.Salary() > 10000)

{

cout << e.First() << “ “ <<e.Last() << “Iis overpaid” << endl;

}

return e.First() + « “ + e.Last();
} Question: How many more execution paths are there?
Ans: 23. There are 3 non-exceptional paths and 20 exceptional paths.
The non-exceptional paths:
The three non-exceptional paths are enumerated as below:
1. if (e.Title() == “CEQ” || e.Salary() > 10000)
if e.Title() == “CEO” is true then the second part is not evaluated ande.Salary() will
not be called.
cout will be performed v.imp S
2)if e.Title() '= “CEO” and e.Salary() > 10000
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Question: How many more execution paths are there? 
Ans: 23. There are 3 non-exceptional paths and 20 exceptional paths.

v.imp S

2)


both parts of the condition will be evaluated
cout will be performed.

3)if e.Title() != “CEO” and e.Salary() <= 10000
both parts of the condition will be evaluated
cout will not be performed.Exception-Safety:
A function is exception safe if it might throw BlideIOBRaVEIaRYISIAENEHEEEs if it does
throw and any objects being used, including temporaries, are exception safe and clean-
upthere resources when destroyed.
Exception Neutral:
A function is said to be exception neutral if it propagates all exceptions to the caller.
Levels of Exception Safety
Basi
Ensures that temporaries are destroyed properly and there are no memory leaks.
Strong Guarantee:

EW% well as there is full-commit or rollback.
N

Ensure that a function will not throw.

It is difficult and some-times impossible to provide strong exception safety when there
are two or more side-effects in one function and these side-effects are not related with
each other.

"Exception neutral" typically refers to an approach in programming where exceptions (errors or
unexpected events) are handled in a way that does not disrupt the normal flow of the program

Lecture No. 36 Software Verification and Validation VIPtopicsSoftware testing

Software testing is the process of evaluating and verifying that a software productor
application does what it is supposed to do. The benefits of testing include preventing
bugs, reducing development costs and improving performance.

Q1: Does the function satisfy basic guarantee?
Yes. Since the function does not create any objects, in the presence of an exception, it
does not leak any resources.
Q2: Does the function satisfy strong guarantee?
No. The strong guarantee says that if the function fails because of an exception,
the program state must not be change.
Q3: Does the function satisfy no-throw guarantee?
No. This is clearly not true as lots of operations in the function might throw.
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Q1: Does the function satisfy basic guarantee?
       Yes. Since the function does not create any objects, in the presence of an exception, it 
       does not leak any resources.
Q2: Does the function satisfy strong guarantee?
        No. The strong guarantee says that if the function fails because of an exception, 
        the program state must not be change.
Q3: Does the function satisfy no-throw guarantee?
        No. This is clearly not true as lots of operations in the function might throw.


What is verification and validation in software?

In software project management, software testing, and software engineering,
verification and validation (V&V) is the process of checking that a softwaresystem
meets specifications and requirements so that it fulfills its intendedpurpose. It
may also be referred to as software quality control.

A defect is a flaw, error, or issue that occurs in a product, service, or process that deviates from
Defect : its intended design or functionality.

A defect is a variance from a desired product attribute. These attributes mayinvolve
system specifications well as user expectation.

Software and Defect:

Software and defects go side by side in the software development life cycle.Software
Testing:

The process of examining the software product against its requirements thus it is a
process that involves verification of product with respect to its written requirements
and conformance of requirements with user needs.

Software testing objective: “A test is said to be successful if it discovers an error” — doctor’s analogy.
The correct approach to testing a scientific theory is not to try to verify it, but toseek to
refute the theory. That is to prove that it has errors.

Limitations of testing

You cannot test a program completely
We can only test against system requirements
May not detect errors in the requirements.
Incomplete or ambiguous requirements may lead to inadequate orincorrect
testing.
Exhaustive (total) testing is impossible in present scenario.
Time and budget constraints normally require very careful planning of thetesting
effort.
Compromise between thoroughness and budget.
Test results are used to make business decisions for release dates.
Even if you do find the last bug, you’ll never know it



A defect is a flaw, error, or issue that occurs in a product, service, or process that deviates from its intended design or functionality.


 “A test is said to be successful if it discovers an error” – doctor’s analogy.


You will run out of time before you run out of test cases
You cannot test every path

You cannot test every valid input

You cannot test every invalid input

What are the results of software testing?

The expected outcome in software testing is the ideal result that should be achieved
once a test case has been executed. Results refer to displayed textual or graphical
data, database changes, state changes, links, data transmission, etc.

Code of the Function

bool isStringsEqual(char a[], char b[])

{

bool result;

if (strlen(a) !'= strlen(b))result = false;

else {

for (int 1 =0; i < strlen(a); i++)if (a[i] == b[i])

result = true;

else result = false;

}

return result;

}

Analysis of the code

Code analysis is the analysis of source code that is performed without actually
executing programs. It involves the detection of vulnerabilities and functionalerrors in
deployed or soon-to-be deployed software.

Test Cases and Test Data

In order to test a software application, it is necessary to generate test cases and testdata
which is used in the application. Test cases correspond to application functionality
such that the tester writes down steps which should be followed to achieve certain
functionality. Thus a test case involves

Input and output specification plus a statement of the function under test.

Steps to perform the function




Expected results that the software application produces

Lecture No. 37  [POH&RI Testing vs. development

Functional specification document is the starting point, base document for both testing
and the development.

Software testing:

Software testing is process used to identify the correctness completeness and quality
of the developed computer software. It includes a set of activities conducted with the
intent offindinggerrorsygin software so that it could be correctedbefore product released
to the end users. Th simple words software testing is an activity to check whether
actual results match the expected results and to ensure that software system is defect
free. Software testing is more than just error detection.

Software development:

Software development used to refer to the activity of computer programming, which is
the process of writing and maintaining the source code, but in a broadersense of the
term it includes all that is involved between the conception of the desired software

through to the final manifestation of the software, ideally in a planned and structured
process.
The Developer and Tester most imp

Development is a creative activity. Testing is a destructive activity
Objective of development is to show |Objective of testing is to show that the
that the program works. program does not work.

Usefulness of testing

While testing can be useful as an assessment tool, researchers suggests that the actual
process of taking a test can also help us to learn and retain new information over the
longterm and apply it across different contexts. New research explores the nuanced
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Interactions between testing, memory, and learning and suggests possible applications
fortesting in educational settings.
Testing phases:
Unit testing, Module testing, Subsystem testing, System testing, Acceptance test,
Alphatesting, Beta testing.
Description of testing phases
Unit testing: testing individual components independent of other components.
Module testing: testing a collection of dependent components. A moduleencapsulates
related components so it can be tested independently.
Subsystem testing: testing of collection of modules to discover interfacingproblems
among interacting modules.
System testing: after integrating subsystems into a system. Testing this system as a
whole.
Acceptance test: validation against user expectations. Usually it is done at theclient
premises.
Alpha testing: acceptance testing for customized projects, in-house testing for
products.
Beta testing: field testing of product with potential customers who agree to use itand
report problem before system is released for general use.
Black box testing/ Structural testing (white box):
In the following two types of testing activities are discussed. Black’box testing:
Not concerned with how the inputs are transformed into outputs. If the outputs match
with the expected results, system is fine otherwise a defect is found.
Structural testing (white box):
we look inside the system and evaluate what it consists of and how is it implemented.
Effective testing

THe objective of testing is to discover the maximum number of defects with a
minimumnumber of resources before the system is delivered to the next stage. If this
objective isachieved then it is effective testing. That is, testing is effective enough to
ensure the product rightness.
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Equivalence Classes
We divide a problem domain in different classes. These are called Equivalence

Classes.
Important

Equivalence Classes or Equivalence Partitioning

Two tests are considered to be equivalent if it is believed that:

If one discovers a defect, the other probably will too, anddividing a problem domain into different classes
If one does not discover a defect, the other probably won’t either.Equivalence Classe
or Equivalence Partitioning

Equivalence Partitioning Method is also known as Equivalence class partitioning
(EE@BJ. 1t is a software testing technique or black-box testing that divides input domain
into classes of data, and with the help of these classes of data, test cases can be
derived. An ideal test case identifies class of error that might require many arbitrary
test cases to be executed before general error is observed. In equivalence partitioning;
equivalence classes are evaluated for given input conditions.

Whenever any input is given, then type of input condition is checked, then for this
input conditions, Equivalence class represents or describes set of valid or invalid
states.

Guidelines for Equivalence Partitioning:

If the Fange condition is given as an input, then BENaNCIERCEVONRVENCEGUNEIET -
classes are defined.

2 SpEGIFIENAILE is given as input, then ENANGERORWNAVANOSGUIVAISHGE JASSEs
are defined.

If a member of set is given as an input, thenjone valid and one invalidequivalence
class is defined.

If Boolean|no. is given as an input condition, then one valid and one invalid
equivalence class is defined.

String matching

Equivalence partitions, we divide the problem in two obvious categories of ggual
Strings and the other one fofunequalstrngs. The problem of finding occurrence(s)

In software engineering, an "equal matching string" typically refers to a situation where a program or algorithm
is designed to identify or compare two strings that are exactly the same, without any variation or differences
between them. This can be important for tasks such as searching, sorting, or comparing data within a software
application. When implementing equal matching string functionality, the program will check whether two stringg
are identical in terms of their content, sequence of characters, and length.



dividing a problem domain into different classes
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In software engineering, an "equal matching string" typically refers to a situation where a program or algorithm is designed to identify or compare two strings that are exactly the same, without any variation or differences between them. This can be important for tasks such as searching, sorting, or comparing data within a software application. When implementing equal matching string functionality, the program will check whether two strings are identical in terms of their content, sequence of characters, and length.


of a pattern string within another string or body of text. There are many different
algorithms for efficient searching. Also known as exact string matching, string
searching, and text searching.

Basis Code Structures

For structural testing it is important to know about basic coding structures. Thereare
four basic coding structures

These four basic structures can be used to express any type of code.

Flow graph notation

A Control Flow Graph (CFG) is the graphical representation of control flowor
computation during the execution of programs or applications. Control flow graphs
are mostly used in static analysis as well as compiler applications, as they can
accurately represent the flow inside of a program unit.

a sequence diagram is a Unified Modeling Language (UML) diagram thatillustrates
the sequence of messages between objects in an interaction. A sequence diagram
consists of a group of objects that are represented by lifelines, and the messages that
they exchange over time during the interaction.

Second structural form is the If statement. In the following graph, the first node at the
left depicts the if statement and the two nodes next to the first node correspond to the
successful case (if condition is true) and unsuccessfulcase (if condition is false)
consecutively.

in Case statement, control can take either of several branches (as opposed to only two
in If statement.) First node represents the switch statement (C/C++)and nodes in
middle correspond to all different cases. Program can take one branch and result into
the same instruction.

While

A while loop structure consists of a loop guard instruction through which theiteration
in the loop 1s controlled. The control keeps iterating in the loop as

[ see diagrams on book pg # 203 204



😉

see diagrams on book pg # 203_204


long as the loop guard condition is true. It branches to the last instructionwhen it
becomes false.

Flow graph for bubble sort

The diagram opposite to the code is the corresponding flow graph model. It consists of
six nodes. Node one is the while loop instruction that contains loop guard and node
six is the ending instruction of the while loop. Node two corresponds to the for loop
instructions. Node three corresponds to the swappinginstruction. Nodes five and six
correspond to the last instructions of the if statement and the for loop consecutively.
sorted = false; while (!sorted) { //1sorted = true;

Paths

Following are possible paths from starting to the end of this code.
Pathl: 1-6

Path2: 1-2-3-4-5-1-6

Path3: 1-2-4-5-1-6

Path4: 1-2-4-2-3-4-5-6-1
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 Paths
 Following are possible paths from starting to the end of this code.
 Path1: 1-6
 Path2: 1-2-3-4-5-1-6
 Path3: 1-2-4-5-1-6
 Path4: 1-2-4-2-3-4-5-6-1


White box testing

In white box testing we test the structure of the program. In'this technique the test
cases are written in a manner to cover different possibilities in code. Below are
described threecoverage schemes.

Statement Coverage:

Branch Coverage:

Path Coverage:

Statement Coverage:

In this scheme, statements of the code are tested for a successful test that checks all
thestatements lying on the path of a successful scenario.

Branch Coverage:

In_this scheme, all the possible branches of decision structures are tested. Therefore,
sequences of statements following a decision are tested.

Path Coverage:

In path coverage, all possible paths of a program from input instruction to the output
Instructionaredested. An exhaustive list of test cases is generated and tested against
thecode.

White Box Testing ExamplePrintme (int a, int b) {

Il Printme is a function

int result = a+ b;If (result> 0)

Print ("Positive", result)

Else

}

Il End of the source code

Print ("Negative", result)

Flow graph of a hypothetical program pg# 207

Following is a flow graph of a hypothetical program whose structure is such that it
consists of two loops, one embedded in the other. Left side of the diagram signifies
the loops where inner loop seem to be containing two if statements. Second loop has a
branchand then program finishes.

Cyclomatic complexity
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Cyclomatic Complexity is software metric useful for structured or White Box Testing.
Itis mainly used to evaluate complexity of a program. If the decision points are more,
thencomplexity of the program is more. If program has high complexity number, then
probability of error is high with increased time for maintenance and trouble shoot.

- E=no. of edges, N=no. of nodes

Cyclomatic complexity of selection sort

The following is the code for selection sort. We can draw a control flow graph for this
program from the code and each line’s corresponding line number.

void SelectionSort(int arrayl1[]) {int size = arrayl.length;

for (int1=0; i <size-1; i++) {int minindex = i;

for (intj = i+1; j <size; j++)

if (array1[j] < arrayl[minindex])minindex = j;

int temp = arrayl[minindex];arrayl[minindex] = arrayl[i];array1[i] = temp;

ks

¥

Infeasible paths
Infeasible path is a path through a program which is never traversed for any input data.

if(@==b)//1c=c-1;//2
if(al=b)//3c=c+1;//4
//5

A good programming practice is such that minimize infeasible paths to zero.

IVIPORTARN Unit testing

Unit testing is a software testing technique where individual units or components of a software
application are tested in isolation to ensure they work correctly. It involves testing each unit of
code independently to validate that it functions as intended. Unit tests are typically automated
and focus on testing the smallest parts of the code, such as functions, methods, or classes.
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Unit testing is a software testing technique where individual units or components of a software application are tested in isolation to ensure they work correctly. It involves testing each unit of code independently to validate that it functions as intended. Unit tests are typically automated and focus on testing the smallest parts of the code, such as functions, methods, or classes.


A software program is made up of units that include procedures, functions, classesetc.
The unit testing process involves the developer in testing of these units. Unit testing is
roughly equivalent to chip-level testing for hardware in which each chipis tested
thoroughly after manufacturing.

Software should be tested more like hardware, with

Built-in self-testing: such that each unit can be tested independently

Internal diagnostics: diagnostics for program units should be defined.

Test harness Unit Testing Principles

In unit testing, developers test their own code units (modules, classes, etc.) during

|

Normal and boundary inputs against expected results are tested.

Thus unit testing is a great way to test an AP (QUSREGHVEIBEHEHES imp Short
IREPEAEEBIE: Unit test cases can be repeated to verify that no unintended sideeffects
have occurred due to some modification in the code.

Narrow focus simplifies finding and fixing defects.

Find and fix defects earlyQualitative Benefits = imp Short
Assessmentonented: \Writing the unit test forces us to deal with designissues -
cohesion, coupling.

Confidence-butlding: \We know what works at an early stage. Also easier tochange
when it’s easy to retest.

Unit Testing Tips
Start writing tests early
Write one test per case

TWintended behavior of the case you’re testing
Thi ary code coverage targets
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Write your unit tests in a way that makes life easy for the person who willmaintain
them.

Maintain your tests like you maintain your production code.

Automate your testing

In inspections the emphasis is on early detection and fixing of defects from the
program. Following are the points in a development life cycle where defects enterinto
the program.

Requirements

Design

Coding

User documentation

Testing itself can cause defects due to bad fixes

Change requests at the maintenance or initial usage time

It is important to identify defects and fix them as near to their point of originationas
possible.

Lecture No-41" IMPOR

Product testing, often known as lab testing, typlcally involves testing a product against
a specific standard or regulation in a‘tlfNaborat ry! Whereas productinspection

often involves checking a random sample of an order for compliance with a buyer’s

requirements and specifications.

Inspection pre-conditions

A precise specification must be available before inspections. Team members mustbe
familiar with the organization standards. In addition to it, syntactically correct code
must be available to the inspectors. Inspectors should prepare a checklist thatcan help
them during the inspection process.

Checklist of common errors in a program should be developed and used to drive the
inspection process. These error checklists are programming language dependent such
that the inspector has to analyze major constructs of the programming language and
develop checklists to verify code that is written usingthese checklists.

In software engineering, an inspection checklist is a tool used to ensure that software products meet quality
standards and requirements. It typically includes a list of items to be verified or reviewed during the
inspection process, such as coding standards, design guidelines, documentation completeness, and testing
criteria. By using an inspection checklist, teams can systematically evaluate software artifacts and identify
any issues or deviations from the specified requirements.
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In software engineering, an inspection checklist is a tool used to ensure that software products meet quality standards and requirements. It typically includes a list of items to be verified or reviewed during the inspection process, such as coding standards, design guidelines, documentation completeness, and testing criteria. By using an inspection checklist, teams can systematically evaluate software artifacts and identify any issues or deviations from the specified requirements.
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Static analyzers are software tools for source text processing. They parse the program
text and try to discover potentially erroneous conditions and bring these tothe attention
of the verification and validation team.

Lecture No. 42" DebuggingDebugging

Debugging, in computer programming and engineering, is a multistep process that
involves identifying a problem, isolating the source of the problem, and then either
correcting the problem or determining a way to work around it. The final step of
debugging is to test the correction or workaround and make sure it works.

A software bug is an error, flaw, or fault in an application. This error causes the
application to produce an unintended or unexpected result, such as crashing or
producinginvalid results. As software developers, we deal with software bugs all the
time.

History of debugging handouts: pg # 216

The use of the word bug as a synonym for error originated in engineering. The term's
application to computing and the inspiration for using the word debugging as a
synonym for troubleshooting has been attributed to Admiral Grace Hopper, a pioneer
in computer programming, who was also known for her dry sense of humor. When an
actual bug (a moth) got caught between electrical relays and caused a problem in the
U.S. Navy's first computer, Admiral Hopper and her team "debugged" the computer
and saved the moth. Itnow resides in the Smithsonian Museum.

Importance of Debugging:

According to a survey, when a software application is in the maintenance phase, 20%
ofits lifecycle cost is attributed towards the defects which are found in the software
application after installation. Please bear in mind that the maintenance is the phase in
which 2/3rd of the overall software cost incurs.
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Therefore, 20% of the 2/3rd cost is again a huge cost and we need to understand why
thismuch cost and effort is incurred. In fact, when a software application is installed
and being used, any peculiarity in it can cost a lot of direct and indirect damages to the
organization.

Problem at AT&T

In the telecommunications industry, loss of service is known as an outage. For most of
us,when as outage occurs, we lose our telephone service; we cannot make calls and
we cannot receive calls. Outages are accepted and expected hazards in the industry.
The code snippet that caused the outage is illustrated as followsdo {

.S\.N.itCh (expression) {case 0: {
if (some_condition) {6. . ..
break;

}else {

On January 15. 1990, AT&T had a US wide telephone system outage that lasted for
nine hours. The cause was due to a program error in the software that was meant to
make the system more efficient. Eight years later, on April 13, 1998, AT&T suffered
another massive failure in its frame-relay network, which affected ATM machines,
credit card transactions and other business data services. This failure lasted 26 hours.
Again, the bug was introduced during a software upgrade.

while (some_other_condition);

Art and Science of Debugging

Debugging is taken as an art but in fact it is a scientific process. As people learn about
different defect types and come across situations in which they have to debug the
code, they develop certain heuristics. Next time they come across a similar situation,
they applythose heuristics and solve the problem in lesser time and with a lesser
effort.

Program at Bulletin Board Example

Following piece of code was once placed on a bulletin board making an invitation to
people to discover the problem in this code.




 On January 15. 1990, AT&T had a US wide telephone system outage that lasted for nine hours. The cause was due to a program error in the software that was meant to make the system more efficient. Eight years later, on April 13, 1998, AT&T suffered another massive failure in its frame-relay network, which affected ATM machines, credit card transactions and other business data services. This failure lasted 26 hours. Again, the bug was introduced during a software upgrade.


1. while (i =0; i1 < 10; i++) {
2. cout << i<<newl;3. }

most im
Lecture No. 43 Bug ClassesNiEonianoicsoucclear ostimp

A memory leak bug is one in which memory is somehow allocated from either the
operating system or an internal memory "pool*, but never deal located when the
memory is finished being used.

Symptoms

System slowdowns

Crashes that occur "randomly" over a long period of time ||| EGN

A logical error occurs when the code is syntactically correct but does not do whatyou
expect it to do.

Symptoms

The code is misbehaving in a way that isn't easily explained.

The program doesn't crash, but the flow of the program takes odd branchesthrough the
code.

Results are the opposite of what is expected.

Output looks strange, but has no obvious symptoms of corruption. | G

A coding error is a simple problem in writing the code. IT can be a failure to check
error returns, a failure to check for certain valid conditions, or a failure to take into
account other parts of the system. Yet another form of a coding error is incorrect
parameter passing and invalid return type coercion.

Symptoms
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Unexpected errors in black box testing.

The errors that unexpectedly occur are usually caused by coding errors.

Compiler warnings.

Coding errors are usually caused by lack of attention to detail | EGETETNGN

A memory overrun occurs when you use memory that does not belong to you. Thiscan
be caused by overstepping an array boundary or by copying a string that is toobig for
the block of memory it is defined to hold. Memory overruns were once extremely
common in the programming world because of the inability to tell what the actual size
of something really was.

Symptoms

Pr hes quite regularly after a given routine is called, that routineshould be
em a possible overrun condition.

If the routine in question does not appear to have any such problem the most
likely cause is that another routine, called in the prior sequence, has already trashed
variables or memory blocks.

Checking the trace log of the called routines leading up to one with theproblem will
often show up the error.

Loop errors break down into several different subtypes. They occur around a loop
construct in a program. Infinite loops, off-by-one loops, and improperly exited loops.

Symptoms

If your program simply locks up, repeatedly displays the same data over andover, or
infinitely displays the same message box, you should immediately suspect an infinite
loop error.

Off-by-one loop errors are quite often seen in processes that performcalculations.

If a hand calculation shows that the total or final sum is incorrect by the last data
point, you can quickly surmise that an off-by-one loop error is to blame.
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Likewise, if you were using graphics software and saw all of the points on the screen,
but the last two were unconnected, you would suspect an off-by-one error.
Watching for a process that terminates unexpectedly when it should havecontinued.

A pointer error is any case where something is being used as an indirect pointer to
another item. DIRIRIGANIZEANPOIRIEIS: These are pointers that are used to point at
something, but we fail to ever assign them something to point at. DEICIEAIPOIRtEISH
which continue to be used. An [RV@IIEIPBIREERIS something that is pointing to a valid
block of memory, but that memory does not contain the data you expect it to.
Symptoms
The program usually crashes or behaves in an unpredictable and bafflingway.
You will generally observe stack corruptions, failure to allocate memory,and odd
changing of variable values.
Changing a single line of code can change where the problem occurs.

If the problem "goes away" when you place a print statement or newvariable
into the code that you suspect contains the problem.

Boolean bugs occur because the mathematical precision of Boolean algebra has
virtually nothing to do with equivalent English words. When we say "and", we really
mean the Boolean "or" and vice versa.

Symptoms

When the program does exactly the opposite of what you expect it to. For example,
you might have thought you needed to select only one entry from alist in order to
proceed. Instead, the program will not continue until you select more than one. Worse,
it keeps telling you to select only one value.
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For true/false problems, you will usually see some sort of debug output indicating an
error in a function, only to see the calling function proceed asthough the problem had
not occurred.

Lecture No. 44 Holistic approach [SIiSHEERBIOasH

Computer software (or just software) is a general term primarily used for digitally
stored data such as computer programs and other kinds of information read and
written by computers. Today, this includes data that has not traditionally been
associated with computers, such as film, tapes and records.

Software is a lot more than just the Microsoft applications which run on a desktop PC
or the enterprise applications which run on servers. Software includes such diverse
things as video games, web sites, flash applications, mobile phone ring- tones &
screen savers, smart phone applications, Google Earth, Wikipedia, and Wiigames.

S /TS A holistic approach in software engineering involves
Summary Full book@ @ bp g g

considering and addressing the entire system and its various
components as a whole, rather than focusing solely on
individual parts or pieces. This approach emphasizes the
interconnectedness of different elements within the system
and how they influence each other.



 Good clues, Easy Bugs
 Get A Stack Trace
 In the debugging process a stack trace is a very useful tool. 
Following stack trace information may help in debugging process.
  Source line numbers in stack trace is the single, most useful piece of debugging 
information.
  After that, values of arguments are important
 o Are the values improbable (zero, very large, negative, character strings 
with non-alphabetic characters?
  Debuggers can be used to display values of local or global variables.
 o These give additional information about what went wrong.
 Non-reproducible bugs
  Bugs that won't "stand still" (almost random) are the most difficult to deal with.
  Randomness itself, however, is information.
  Are all variables initialized? (random data in variables could affect output).
  Does bug disappeared when debugging code is inserted? Memory allocation 
(malloc) problems are probably a culprit.
  Is the crash site far away from anything that could be wrong? 
 Check for dangling pointers

A holistic approach in software engineering involves considering and addressing the entire system and its various components as a whole, rather than focusing solely on individual parts or pieces. This approach emphasizes the interconnectedness of different elements within the system and how they influence each other.




