‘/l].l FRAMING

Data transmission in the physical laycr means moving bits in the form of a signal [rom
the source to the destination. The physical layer provides bit sy achronization 1o emiis
that the sender and receiver use the same bit durations and lnnlm .

The data link layer, on the other hand, needs to pack bits into frames, sO that ¢ac
frame is distinguishable from another. Our postal system practiges a type of framing
The simple act of inserting a letter into an envelope separates oné piece of mfmmc’ilil;
from another; the envelope serves as the delimiter. In addition. each envelope dar'
the sender and receiver addresses since the postal system i1s a many-10- many ¢4
facility.
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.+ PError Detection and Corrécgiy,

Networks must be able to transfer data from one device (o anothgr wijy, i
. A ; are vt s cepr.
racy. For most applications, a system must guaraniee that the datd recejyeg . lab, "
y time data are transmitted from one node 1o the - e, :.
. | ‘ €\t
- Many factors can alter one-or more . + the,
ge. Many ore bits of Mg, &

: : : : Sdp ¢
ism for detecting and correcting errors, . S

the data transmitted. An
become corrupted in passa
applications require a mechan

Data can be corrupted during transmission. \

Some applications require that errors be detected and correcteq

—

Some applications can tolerate a small les el of error. For example. rang,
. 1OM ey

in audio or video transmissions may be tolerable. but when we transfer ey,
] K‘C\Dt“

a very high level ofaccuracy. g g \abf‘
| :

T

10.1 INTRODUCTION

et us first discuss some issues related. directly or indirectly. to error detection an

correcion.

Types of Errors

Whenever bits flow from one point to another, they are subject 1o unprec
changes because of interference. This interference can change the shape of the signd
In a single-bit error, a 0 is changed to a 1 ora 110 aQ In abursterror. multiple biis ¢
changed. For example, a 11100 s burst of impulse noise on a transmission with @ daté
rate of 1200 bps might change all or some of the 12 bits of information.

1¢tak

Single-Bit Error
" ‘ , : B— - . as a DY
The term single-bit error means that only | bit of a given data unit (such &

character, or packet) is changed from 1 to 0 or from 0 to L. :
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()3

cur than a single-biterror. The durayi,
M g
n

A burst error is more likely to 0¢
|4 bit, which imeans that when nose all

bits affected depends on the data rape Culy

ang d

I kbps. a noise of |11
. i L

‘]l\

4y,

normally longer than the duration o

affects a set of bits. The number of
if we are sending data al

| Mbps. the same¢ noise can‘affect 10 000 1 an gy

s b - r!‘ ~

[Q/ﬁ W%W i<l

lirgy,,
1]
{

of noise. For example,
10 bits: if we are sending data at

we M@W

Redundancy

The central concept in detecting or.correcting errors: is redundancy. To p,

detect or correct errors, we need to send some cxira bits with ourdata Thege rtdﬂhlp W

bits are added by the sender and removed by  the receiver. Their presence 4, dfang
13 "I'\*. h

receiver to detect or correct corrupted bits.

To detect or correct errors. we need to send extra (redundant) bits with da,
—

Detection Versus Correction
rrors is more difficult than the detection. In error detection, we ,
—— . . . i
r has occurred: The answer is a simple yes or o We 4 d
- We ae

The correction of e
ber of errors. A single-bit error is the same for ys 4
a d

looking only to see if any erro
not even interested in the num
we need 10 know the gxeicl number ol'bits that are corrupied ang
ation in the message. The number of the errors and the size of
If we need (o correct one single error in an 8-bit daa

e_._c‘d 10 correct Iwo errors

burst error.

In error correction
more importantly. their loc
the message are important factors.
unit. we need to consider eight possible error locations: il'wen
in a data unit of the same size. we need to consider 28 possibilitigs. You can imagine the
receiver's difficulty in finding 10 errors in a data unit of 1000 bits. ‘

Forward Error Correction Versus Retransmission

o main methods of error correction. Forwdard crror correchion is e pi
er tries to guess the message by using redundant bits. This is
~Correction by retransmission

possible. as we see€ later

is a technique in which the receiver detects the occurrence of an error and asks the sender

to resend the message. Resending is repeated until a message arrives that the recener
not all errors can be detected).

[ here are (w
cess in which the receiv
_ifthe number oferrors 1s smali

believes is error-free (usually.

The sender adds redundan

Coding
Redundancy is achieved through various coding schemes.
. . { the
that creates a relationship between the redundant bits 1€
(ween the two sets of bits 10
' robust-

bits through a process
actual data bits. The rec
detect or correct the errors. The ratio o i
ness of the process are important factors in any <

data bits and the

eiver checks the relationships be
103 shows the

dundant bits to the
~oding scheme Figure
general idea of coding. gy .
We can divide coding schemes into two broad categories: block coding and w"“‘_)‘

concentrate on block coding coding’

Jution codings In this book. we
more complex and beyond the scope of this book.

A,?‘.CU"\!()’U“’D”

.
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10.2 BLOCK CODING

In block coding, we divide our message into blocks, each ofk bits, called datawords, w,
add » redundant bits to each block to make the length n = & + r#lhe resulting n-bit blocks:
are called codewords: How the extra r bits is chosen or calculated is something we wil|
discuss later. For the moment, it is important to know that we have a set of datawords,
cach of size k and a set of codewords. cach of sizve of - With k bits. we can create a com-
bination of 2¥ datawords; with n bits, we can create a combination of 2" codewords,
Since n > k the number of possible codewords is larger than the number of possible dat
words. The block coding process is one-to-one: the same dataword is always encoded &
the same codeword. This means that we have 27 - 2 codewords that are not used. We
call these codewords invalid or illegal. Fiww shows the situation, rod i

l\)oioj. ¢ fendnn 4 éf recsivess chec)os

Figure 10.5 Datawords and codewords in block coding

o

I i i 1o |.|

2" Datawords, each ol k bits

Ll I'
u R bits I I n bits nbits- _I_l
Y e S A ) M 2 oy [R5 R :

L |
2" Codewords. cach ofn bits (only 2% ol them are vahd?)

/

s i ittt 1



ramr-

<n block coding discussed in Chapter 4 is a pood ex: ey o
The JBrl’?\eme k =4 and n =5. As we saw, we haveb?‘ __tl\;‘gp\t e b 2 HOULTG LT
:no SC . A ' N ataword L=
coding hat 16 out of 32 codewords are used for messace \ransfer ® g SLDOAENEES,
o saW { d _ ge transter and the rest are either used for
wer purposes O upheEs
oth
Error Detection
How can errors be detected by using block coding? 1fthe following two conditions are«
met. the receiver can detect a change in the original codeword.

| The receiver has (or can find) a list of valid codewords.

v The origin‘d\ codeword has changed 10 an wnvahid one.

Figure 10.6 shows the role of block coding in error detection

_ ¢
Figure 10.6  Process oferror detection in block coding
T et b sma b mg—d= £ . 5t . -
Sender Receinvr
‘_ Fncoder [ Decoder j
\ k bus | Dataword \_ _ \ Dataword \ his
V \ \ t'[ W d
1 . \ \ Checker
Generator \ Ciscaid
| E | i
' —— S >liable trans ston | .
\ - ' PP Unreliable transimission | '__'"‘] L. Pleadiuadl \” s \




Yers from the recenved code
\“”\" Ire \Lki\(\l \\"d\\\ \\Hi h\ | l'l’. Il‘l\‘ FeCOIyV Ol |lel“L'C\ “l““i “”h UH”] and

consults the table to find the dataword 01,
o
Topi¢ | yl & UE

Hamming Distance

One 0" the central ‘concs‘p[s i coding for error control is the iga of the Hamming dis-
ance. The Hamming distance between twa words (of the saime:size) 1s the number of
d;ﬁeren:!es bet\:een the corresponding bitg; We show the Hamming distance between
vords x an as
two Wo 1y asd(x, y),
The Hamming distance can casily be found itwe apply the XOR operation () on the
awo words and count the number of Is in the result. Note (hat the Hamming distance 15
a value greater than zero.

The Hamming distance between two words is the number

of differences between corresponding bits,

Example 10.4

Let us find the Hamming dlslalnc;.;\hc[\\ cen two paits of words.

| The Hamming distance d(000. 011) is 2 because 000 @ 011 is OLI (two 1s)
3 because 10101 @ 111101s 01011 (three 1s)

> The Hamming distance d(10707, | 1110) 18
- =
ko : : zopc%eul
Minimum Hamming Distance
Although the concept of the Hamming distance 1s the central point in dealing with error

detection and correction codes. the measurement that is used for designing a code 1s the
[n a set of words. the minimum Hamming distance s the

een all possible pairs. We use d, i, to define the mini-
To find this value. we find the Hamming

minimum Hamming distance.
smallest Hamming distance betw
mum Hamming distance in a coding scheme.
distances between all words and sclect the smallest one.

The minimum Hamming distance is the smallest Hamming
distance between all possible pairs in a set of words.




et us NOW show some linear block codes. These codes are trivial bec
find the encoding and decoding algorithms and check their performances.

T Fad
apiC !
Simple Parity-Check Code { P ' 3 N

Perhaps the most familiar error-detecting cade is the simple parity-check code. In this
code. a k-bit dataword s changed to an n-bit codeword where n = k + 1. The extra bit.
called the parity bit. is selected to make the total number ot 1s in the codeword even.
Although some implementations specify an odd number ¢ {15, we discuss the even
case. The minimum Hamming distance for this category is dpin =2 which means that

the code is a single-bit error-detecting code: it cannol correct any crror.

ause we can casiiy

A simple paril.\--chcuk code is a single-bit error-detecting
=9

code in whichn =k + | with dyin — 2

10.1) is a parity-check code with & =2 and n =3. The code n

_check code with k =4 and n =5.
possible structure ofan encoder (at the sender) and a decoder

Our first code (Table
Table 10.3 is also a parity
Figure 10.10 shows a

(at the receiver).
The encoder uses a generator that takes a copy of a 4-bit dataword (ao, al' a2’ and

a3) and generates a parity bit roo The dataword bits and the parity bitcreate the S-bit
codeword. The parity bit that is added makes the number of 1s in the codeword even.



Uiayr vrviivil @ UWl ~ y aVal & .
ronited]. T corr: :é;ut;-u.l >1£C 2 corrupts the frame, only 1 bit from each codeword is cor-
e p itin each codeword can then easily be corrected at the receiver.

sl _:be_/)iﬁ_!:_./ Gy fo s
104 CYCLIC CODES

Cyclic codes are special linear block codes with one extra property. In a cychc codeo it
a C0q§w0rd is cyclically shifted (rotated). the result is another codeword. For example.
if 1011000 is a codeword and we cyclically left-shift. then 0110001 1s also a codeword.
In this case. if we call the bits in the first word ao to a6’ and the bits in the second word

boto bg we can shift the bits by using the following: o'o\\oo

b1=£10 sz(J] bq:ag b4=a_; b5=a4 bé::as h0=“6

In the rightmost equation. the last bit of the first word is wrapped around and
becomes the first bit of the second word.

Cyclic Redundancy ¢ heck
We can create cyclic codes 10 correct errors. However. the theoretical background
¢ can create ¢y : | . | ,
required is beyond the scope of this book. In this section. we simply discuss a categor)
O?C lic code):s called the cyclic redundancy check (CRC) that is used in networks
yeli
such as LANs and WANS.



SECTION 0% oy Uc
;."\.

Table 10.6 shows an example Ofa;CRC safle S ce;n see both the Iineara .
q g,
U

properties of this code.

Table 10.6 A CRC code with C(7, 4)
’r—“" —Da;;];—(.;;,_‘j-— _ (j'()d@W‘()i‘C/- [)(NCJW()I_(/ (f)d(J‘lﬁid -\1
s i e e o e —~—-+-.____________ \
1000 M
0000 ODODO00R, " ol eis ¥t e e OO0TOT
0001 0001011 | 1001 = | 100i1jg
0010 0010110 1010 01001 |
1 SURETF B e —
0011 0011101 g s plOLIF G 1011000
0100 0100111 L | IOO()I() )
0101 0101100 101~ 1101001
0110 0110001 1110 1110100
| 0111 | 0111010 | 1111 | '_rmmhﬁ_“*




Advantages of Cyclic Codes

We have seen that cyclic codes have
errors. double errors, an odd number
iImplemented in hardware and software
hardware. This has made cyclic codes a

a very good performance in detecting single-bi
of errors, and burst errors. They can easily be
T'hey arc especially fast when implemented it
good candidate for many networks.

Other Cyclic Codes

) o]
T‘ht.‘ cvelic codee we hava Aina.. ' e



c of this book. One of the most | :
nteresting of
thes

d today for both detection and correeyjg,
on,
»

LB [ G b

[he SCOP

L ¢ codes | . :
e use odes is the Reed-Solomon
MY

lact error detection 1 N T .
[he lasterte n method we discuss here is called the checksum. The check
! : s e checksum

s used in the Interne’ by several protocols although not at the data | "

we briefly discuss it here to complete our discussion on errér éhagik']nk layer. However.
Like linear and ;ychc codes, the checksum is based on the 'con‘c?cgwlt of redundanc

several protocols still use the checksum for error detoctioh as we l'_” e :1 &

chapters. although the tendency is o replace it with a CRe THis me: W-lm? fe| 1‘11(‘:1{(9;(3

also used in layers other than the data link layer. . SR . :

ldea

The concept of the checksum is not difficult. Letus illustrate it with a few examples.

Example 10.18

Supposc our data is a list of five 4-bit numbers that we want o send W a destimation. Inaddition

10 sending these numbers. we send the sum of the numbers. For example. if the set of numbers 1s
ez, 11, 12,0, 6), 'we send (7. 11, 12.0,6,36), where 36 is the Sulrﬁf_l_he original numbers. The
receiver adds the five numbers and compares (he result with the sum. If the two are the same.
the receiver assumes no error, accepts the five numbers. and discards the sum. Otherwise. there 1s

an error somewhere and the data are not accepted.
L( 1w l;u»‘wfs

Example 1019

Sl e b e iR cend thiE Tiepative (complemient) of the sum.
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CHAPTER 11 " i
ya Link Control e "C” 119-165

pA %Vi 1 ffoprcv“”

The two main functions of the data link layer are data link control and media ; ACcpy
/‘ control. The first. data link control. deals with the design and procedures for Commyp;. <
cation between two adjacent nodes: node-to-node communication. We discyq, thi |
functionality in this chapter. The second function ‘of the data link layer is mediy acces;
control. or how to share the link. We discuss this functionality i Chaprer 12
Data link control functions include framing, flow and c:rwd S0ftware
implemented protocols that provide smooth and reliable transmission of frames
between nodes. In this chapter. we first discuss framing. orhow (6 organize the biis (hy
are carried by the physical layer. We then discuss flow and error control. A subse( of

this topic, techniques for error detection and correction. was discussed in € hdplt:l 10. ,
Fach protocol is a setof rules !

.

To implement data link control, we need protocols.

that need to be implemented in software and run by the two nodes involved in daig
exchange at the data link layer.” We discuss five protocols: two for noiseless (ideal)
channels and three for noisy (real) channels. Those in the first calegory are not actually |

implemented, but provide a foundation for understanding the pmlnmls in the second

category.
After discussing the five protocol designs. we show how a bit-oriented protocol is

actually implemented by using the High-level Date Link Control (HDLC) Protocol as an
| [ (PPP)

example. We also discuss a popular bytc-oriented protocol. Point-to-Point Protocol (PPI
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int arects only that small —

pixed-Size Framing Topic:- 150 — 1%
Frames ¢an be Of fixed or variable siz&. In fixed-size (1
ing the boundaries of the frames: the size ilself‘ca‘n b
of this type of framing is the ATM wide
called cells. ' '

aming_there is no need for defin-
e ¢ used as a delimiter. An example
area network, which uses frames of fixed size

variable-Size Framing

Our main discussion in this chapter concerns variable-size framing. prevalent in loc:
area networks. In variable-size frami e
ar ¢ ¢ framing. we need a way to define the end of the fram
and the beg;m.nng of the next: Historically. two approaches were used for this purpose
a character-oriented approach and a bit-oriented approach:

O‘hurm'wr-()rivmw! Protocols
\

In a character-oriented protocol. datakq be carried are 8-bit characters from a coding
system such as ASCII (see Appendixn Ay=he header. which normally carries the souree
and destination addresses and other control information, and thetailer. which carries
error detection or error correction redundant bits. are also multiples of 8 bits. To separate
one frame from the next, an 8-bit (1-byte) fag 1s added at the beginning and the end of a
frame. The flag. composed o l'protncol—dependcm special characters. signals the start or
endofa frame Figure | 1 1 shows the formatota frame in a character-oriented protoco!

o ——— — -

Figure 11.1  Aframe ina c‘/?uructwunricinrcdprofomf

-——————

- e e

I

Data from upper layer

Y'f.

i

e

_ o1 wae exchanged by the'data
Character-oriented framing Was popular when only text wés exchanged b

link layers. The flag could be selected to be any churucl‘cr not used for ‘lL‘*;]l-Ck')IHI;:tL\IHI':];IL-‘
tion. Now. however. we send other types of information such as grapis: Idfulthis- h‘a i
Video. Any pattern used tor the flag could also be parl ol.lhc njloinTzllu:[n:.Ihmk; ;; |.!31\
pens. the ;ccci\ er. when itencounters this patternom the m'du.]f o i 1-% {L »lu\l .\\‘us added to
reached the end of the frame. To fix this problem. d by te-stulhing strategy W
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Fioure 11.2  Byie sauffing and unstuffing

Data from upper layer
Flag ESC |

Stul'ted

Frame sent B .
an s Vs
Flag Header ESC | Flag
Extra 2
bvtes
Frame received | ?

[:SC | Flag

1 IJE ’ 'C;Jkit‘f

!r i ESC i BSC l . ! Trailer | Flag '
e
Unstufted

e[ T e

Dala to uppet layer

[T e PR N il B A —— -—i-rv--——_-—-.__._.. —— e

e e e e e
e

s O S0

Byte stuffing is the process ofadding | extra byte whenever
there is a flag or escape character in the test.
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112> FLOW AND ERROR CONTROL
Data communication requires at least two devices \mri\'lng together, o, 0 seng 1
= “yeu ) ) N e o S N 3. | 1
other to receive. Even such a basic arrangement requires a great dea| - d'md”" |
- B = - 5 ! . I- ) ¥
for an intelligible exchange to occur. The most impoflant responsibilitjeg ()fl};hdhhr |
link laver are flow control and error control. Collectively, these ‘\“”Cli()ng arL:da‘ﬂ
- . N A n
as data link control. Owy
Flow Control

Flow control coordinates the amount of data that can be sent before receiving ap dckngy,
edgment and is one of the most important duties of the data link layer. In moy I)I%SM..
flow control is a set of procedures that tells the sender how much data i can Irztn\(,m |
betore it must wait for an acknowledgment from the receiver. The flaw of dagy Mus| :l‘\.\
be allowed 10 overwhelm the receiver. Any receiving device has a limited speeq \\hich!
it can process incoming data and a limited amount of memory in which 10 store meop. 4
ing data. The receiving device must he able o inform the sending device hefore gy,
limits are reached and to request that the transmitting device send fewer frames o stp
temporarily. Incoming data must be checked and processed before they can be used. The
rate of such processing is often slower than the rate of transmission. For this reason,
each receiving device has a block of memory, called a buffer, reserved for storing incom.
ing data until they are processed. If the buffer begins to fill up, the recerver must be ahle

to tell the sender to halt transmission until 1t 1s once again able to recene.

Flow control refers to a set of procedures used to restrict the amount of data
/ that the sender can send before waiting for acknowledgment.
"y

To?‘c S )

Error Control
Error control is both error detection and error correction. It allows the recener ©
inform the sender of any frames lost or damaged in transmission and coordinates the
retransmission of those frames by the sender. In the data link laver. the term error <o
trol refers primarily to methods of error detection and L‘E‘lﬁéﬂﬁlﬁ-ﬁﬂﬂﬂ. Error control 1
the data link layer is often implemented ;}711p|}f: Any Gme an error is detected 1@
exchange. specified frames are retransmitted This pra'u:css is called automatic repedl

request (ARQ).

i
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Now let us see how the data link layer can combine framing, flow control. and error v
to achieve the delivery of data from one node to another. _—r

| he protocols are normall
mented in software by using one of the ¢

. 4 . ‘_1{,’_'
ommon programming languages. [0 make
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-ScussiO“S language free. we have w.rltten In pseudocode a ¥ergion o1 each protocol that
di enirates mostly on the p.rocedt‘lre mstead ofdelving into-rﬁe"ﬁdetails of language rules
’ we divide the discussion of protocols into those that ¢an be used for noiseless

or-free) channels and those that can be used tor NOISy (error-creating) channels. The
prOIOCOIS in the first category cannot be used in real life. but they serve as a basis for

underslandi”g the protocols ol noisy channels. Figure 11.5 shows the P e
_’_——’---—_.—_._'_—_ —
Figure 11.5  Taxonomy ofprotocols discussed ia this chapter
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here is a difference betwee L ‘ ;
There 1s ¢ ¢l Lf” the protacols we discuss here and those used in real

networks ALl the protocols we discuss are unidirectional in the sense that the data frames

iravel from one node, called the sender, 10 another node

called the recemver Although
gpeciiﬂ frames, called acknowledgment (ACK) and negative acknowledgment (NAK)

can flow in the opposite direction for low and error control purposes. data flow i onls
one direction.

In a real-life network, the data link protocols are implemented as bidirectional.
data flow in both directions. In these protocols the flow and error control information such
as ACKs and NAKs is included in the data frames in a technigue called piggy backing
Because bidirectional protocols are more complex than unidires Honal ones. we -\‘!mw 1he
latter for our discussion. Ifthey are understood. they can he extended to -
protocols. We leave this extension as an excroise.

assu NE ave an I ic :.‘.'l nes are U\'l (W] ‘)hl.‘l“\.,‘d. or
el us I‘ bl S> I W | ave al ] lCLl] Cl dl I\L‘l 1l \'\]“Lll no Il mes al l VY 1 ” |
I s {1rst as ~ > We N . . N .\“ “l‘ I h i “]II\I 1S a pl. Yoo
L l) \.il [§ QAU Wi "L COIS P 1\ P\‘ ﬂ‘ Lht‘]nHL‘ i
.y Ly z AreY ) ] | \'(\ )] “]: lh]\ i A } . .
SOrru l % “ nro i | 1 \ . ¢ \ ( 3 Bt o I]L‘llh&‘l h;l.‘\ Crrol
hdi d =N lUI use “(’\V L‘U““.Ul. ll“.‘ \L‘L‘U”\l 15 lh(.\ One lhtll Li\'kh. )" L .’“"‘ L I l
( | ' c! :\ o - - e 1¢ ¢ 1¢ l cr i '\‘l 1 :l\.{.“\ S chant 1
[§ a v 1SSL ¢ » chant “ | a l ||t. NOTE b L
cause / < assut Ld lhdl ” \ i

Simplest Protocol

— wIme. 18 one
. ) ol for lack of any_other name.

. hich we call the Simplest Protocol for lack oL apter. 1 d
Our first prmocﬂl- whieh Lil Jther pl‘t‘l\“-'“l“ we wil discuss i this ¢chay ;

Ihe G -

that has no flow or en'or control: rames are traveling i
(nidirectional protocol T which data frames g

yonly one direction-trom the
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ver can immediately handle any T

; . R 1o be negligi The 1ty
receives with a processing time | | enough O o gligible. The da; link
layer of the receiver immediately removes the header from HT\ rame dnq hands the daty
packet to its network layer, which can also acc.ept_ the PAas i”:l immediately. Othey
words. the receiver can never be overwhelmed with mcoming frames.

, . cel
sender to receiver. We assume that the re

g hat Is sma




Time Fime

7 R TS
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Stop-and-Wait Protocol(t)%
[ data frames arrive at the receiver site faster than they can be processed. the |
must be stored until their use. Normally. the receiver does not have enough Storage
space, especially if'it is receiving data from many sources. This may result in either the
discarding of frames or denial of service. To prevent the receiver from becoming over.
whelmed with frames.we somehow need to tell the sender to slow down. [here must be

rames

feedback from the receiver to the sender.
The protocol we discuss now is called the Stop-and-Wait Protocol because the

sender sends one frame, stops until it receives confirmation from the receiver (okay 1o

go ahead), and then sends the next frame. We still have unidirectional communication
for data trames. but auxiliary ACK frames (simple tokens of acknowledgment) travel

from the other direction. We add flow control to our previous protocol ‘

deteed  coruuted fomes we ddeel

Figure 11.8 illustrates the mechanism. Comparing this figure with Figure 1.6, we can

see the traffic on the forward channel (from sender to receiver) and the reverse channel
Atany time. there is either one data frame on the forward channel or one ACK frameon— *
the reverse channel. We therefore need a half-duplex link

Design
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11.6 HDLC

High-level Data Link Control (HDLC) is a bit-oriented protocol for cnnmmnicaliun
over point-to-point and multipoint links. It inplements the

cussed in this-chapter— %9? 3 w@J{ PWJ-OMJ

Configurations and Transfer Modes

HDLC providc;‘. two common transfer modes that can be used in different contfigura-
lions: normal response mode (NRM) and asynchronous balanced mode (ABM).

-~

Normal Response Mode 3

In norma] response mode (NRM). the station configuration is unbalanced. We have one
Primary station and multiple secondary stations. A primary station can send commands.
I5¢condary station can only respond. The NRM is used for both poimnt-to-point and

Multiple- -point links. as shown in Figure 11.25.



Asynchronous Balanced Mode
In asynchronous balanced mode (ABM). the configuration is balanced. The iy, "
point-to-point. and each station can function as a primary and a secondary (acting 4

peers). as shown in Figure 11.26. This is the common mode today .

Figure | ].?{) Asynchronous balanced mode

C ombined

Combined
07 iy ' ¥ s :
Commauand/response , i 5 f ag

f
| .
< Command’ ¢Sponse I

Frames

To provide the flexibility necessary to support all the options possible in the modes and
configurations just described, HDLC defines threc types of frames: information frames
(I-frames), supervisory frames (S-frames), and unnumbered frames (V-frames) Fach
type of frame serves as an envelope for the transgission of a different 1y pe of messdgs

g i " - ‘ : . Vi 1,1
[-frai asport user data and control information relall_ng__lﬂ_wﬂ-‘—d*“‘

(piggybacking). S-frames are used only to transport control informatjon. V-lrames s

reserved for system management. Information carried by V-frames is intended for manis

ﬁg the link itself o |
o o V7 fo™
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11.7 POINT-TO-POINT PROTOCOL

Although HDLC 1s a general protocol that can be used for both point-to-point and multi
point configurations, one of the most common protocols for point-to-point access is the
Point-to-Point Protocol (PPP). Today, millions of Internet users who need o connect
their home computers to the server of an Internet service provider use PPP The l“‘”“llll\.
of these users have a traditional modem; they are connected to the Internel tl1m)1lwl1m.;
telephone line. which provides the services of the physical layer. BultiOsCORIEOI

WIIN ACKHTUWICURIIICHIL HUITUCT ),




manage the transfer of data. there is a need for a-point-10-point protocol at the data link

layers PPP is by far the most commot. u _
6 PPP provides several services: “To Vl ci-\ (,%

f‘)k / | PPP defines the format of the frame to be exchanged between devices.
S 2 PPP defines how two devices can negotiate the establishment of the link and the

exchange of data.

3. PPP defines how network layer data are encapsulated in the'data link frame.

‘ .

4. PPP defines how two devices can authenticate each other.

5 PPP provides multiple network layer services supporting variety of etwork laver
Pmlocols,
6. PPP D]-()\.fdeﬂ C()I]n(g(_\“'mh over m““i]\lo ks
| whena home

7. PPP provides network address configuration. This is particularly usctu
user needs a temporary network address to connect [0 the Internct.

e
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fOx()l Coofigure-request
(v | Configure-ack | Accepisall options propoxed
{—O.\UJ ) Configure-nak l AnnouncEi_Iflalmb_(lﬂESPI'0“5 are oot dCLip_lgbley ) 3
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‘i OxOA f Echo-reply , The response {o Iho echo-request messaoe T
jl_O.x B f Discard—req_uest y A request io dma:d lhc packet
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® .
|n random acCESS or contention methods. no station is superior 10 another station and
none is assigned the control over ar@er. No station purmi{s_ or does not ;:crmil.
another station 0 send. At each instance: station that has data to send uges\a procedure
defined by the prolocol (o make a decision on W hether or not W0 scm@m deciston
depends on the state of the medium (dle or busy). In otherw ords. cach station «an
transmit when it desires on the condition that it follows the predetined procedure.
including the testing of the state © {the medium.

Two features give this method its name. First, there is no «cheduled time for a station
{o transmit. 'l'ransmissinn is random among the stations. That is why these methods are

called random daceess: Second, no rules spec
compete with on€ another to access the medium. That is why these methods are also

called contention methods.
In a random access method. cach station has the

controlled by any other station. flowever. (' more than one station
col‘uision-and the frames will be either destroved or modified 10

happens. cach station foll

ify which station should cend next Stations

right (0 the medium W ithout being
es o wend. there 1S

an access conflict-
avoid access conflictor (o resolve ity hen i
that answers the following qucslmns:

{ 1 5 )
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Jedium 18 busy?

O What can the station do if then N
O How can the station determine th css or failure of the (ransmission?
O What can the station do ifthere is @

ows a procedure

C SUCL‘
n access conﬂicl'.’



wpic- 158167

ALOHA :

ALOHA, the earliest random access method, was developed at the Univers;
in early 1970. It was designed for a radio (wircless) I AN but it can be
shared medium:.

It is obvious that there are potential collisions in this arrangemeng The Medium & 3
shared between the stations; When a station sends data, anothe:f station may attempy ;,
do so at the same time. The data from the two stations collide and become garpjeq

T o Dawmion B .o rt )
Pure ALOHA L condinveus
The original ALOHA protocol is called pure ALOHA : This is a simple. bu elegan:
protocol. The idea is that each station sends a frame whenever-it has a frame o send
However, since there is only one channel 1o s}lalg, gh?re imﬂity of collision
between frames from different station§. | igure 123 shows an exa“i“’hple of trame collisions
in pure ALOHA. ' ' >

ty GfH&\‘.a;_r
used o an,

Figure 12.3  Frames in a pure ALOHA network
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Pure ALOHA has 3 vulnerable time of 2 x 7%, This is so because there j |
defines when the station can send. A station.may send soon after anothey :,r‘% € thy,
Started or soon before another station has finished. Slotted A'L()HA was i lop hag
improve the efficiency of pure ALOHA. “““lud[
In slotted ALOHA we divide the time into slots of T, sand force [ —
send only at the beginning of the time slof Figure 12.6 shows g Chdny| .Mdllon[q
collisions in slotted ALOHA. R e

Figure 12.6  Frames inaslotted ALOHA netork
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Because a station is allowed 1o send only at the becinning of the synchronisod time
slot, if a station misses this moment. i must wail until the beginning of the next timé
slot.iThis means that the station which started at the beginning of this slot has already
finished sending its frame. Ofcourse. there js still the possibility of collision i two sta-
tions try to send at the beginning of the same time slot. However, the vulnerable time is
now reduced to one-half. equal to Ts Figure 12.7 shows the situation.

Figure 12.7 shows that the vulnerable time for slotted ALOHA is one-halt that of
pure ALOHA.

Slotted ALOHA vulnerable time = Ty,

. 5N e ions lor
I'hroughput Itcan be proved that the average number o| successiul ransmissions 198

slotted ALOHA is S= G x e-Y The maximum throughput Sma§< is 0.368. when Gf IR
In other words. if a frame is generated during one frame trangmission time. then 'T();d
percent of these frames reach their destination successfully, Th‘i-;s result can‘hcA c\ptL‘;
because the vulnerable time is equal (o the frame transmission time. 'I'helrciorc. .\t'a[; a
tion generates only one frame in this vulnerable time (and no _cjlherhstauon penerd

frame during this time), the frame will reach its destination suchssttu

C—

v

3
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Carrier Sense Multiple Access (CSMA) (o [71

To minimize the chance of collision and, therefore. increase the performance. the CSMA
method was developed. The chance of collision can be reduced if a station senses the
medium before trying to useit. Carrier sense multiple access (CSMA) requires that cach
station first listen to the medium (orcheck the state of'the medium) betore sending. In other
words. CSM A is based on the principle "sense before transmit” or “listen betore talk "

CSMA can reduce the possibility ot collision. but it cannot eliminate it. The reason
for this is shown in Figure 12.8. a space and time model of ' a CSMA network. Stations
are connected to a shared channel (usually a dedicated medium).

The possibility of collision still exists because of propagation delay: when a station
sends a frame. it still takes time (although very short) for the first bit to reach every station

Rt =il nihadis
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Figure 12.11 shows the flow diagrams for these methods

[-Persisten 1 : S
after the st t' Tl?e . DerSI'ste{n me_thOd is simple and straightforward. In this method
station finds the line idle. it sends its frame_immediately (with probability l).

This m . the hi ———
- thod has the highest chance of collision becalse two or more stations may find
¢ lin ' B 218 . : . ) _ : e B
¢ idle and send their frames immediately. We will see i Chapter 13 that Ethernet

uses this method.

tion that has a frame (0 send

N : ,
onpersistent In the nonpersistent method, a sta
the line is not idle. it waits a

se - gy o ' ' '
nses the line. If the line is idle. it sends immediately. If
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Figure 12.11  Flow diagram for three persisience methods
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Channel?

Use back-off process Station ¢an transifil
as though collision occurred o

Cop-persistent

random amount of time and then senses the line again. | he nonpersistent approach
reduces the chance of collision because it is unlikely that two or more stations will way
the same amount of time and retry o send simultancousty - However: s methdy
reduces the efficiency of the network because the medium remains idle when there may
be stations with frames to send.

p-Persistent  The p-persistent method is used if the channel has time slots with a slot
duration equal to or greater than the maximum propagation time. The p-persistent approach
combines the advantages of the other two strategies. It reduces the chance of collision and
improves efficiency. In this method. afier the station finds the line idle it follows these steps:
I. With probability p, the station sends its frame.
2. With probability g = 1 - p, the station waits for the beginning of the next time slot
and checks the line again. '
a. Ifthe line is idle, it goes to step 1.
b. Ifthe line is busy, it acts as though a collision has occurred and uses the back-

off procedure. ‘/lb?? g 5= \"] v
Carrier Sense Multiple Access with Collision Dgléction (CSMA/CD)

The CSMA method does not specify the procedure following a collision. Carrier sens¢
multiple access with collision detection (CSMA/CD) augments the algorithm to handle
the collision.
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1 this method, a stati o :

‘ll ‘l‘ - ‘: fq, a bldl!un nfmnlm.s the medium after it sends a frame 0 see 1t the
l'_<“‘~“m'*“”"‘ S— WLLL-‘*-\‘.UI- 50, the station is finished 1f_however, there is a colli-
sion, th again, s s

To better underst: 'S : . :

. ¢ efite IL 1511..151 ind C S.MA/( D, let us Took at the first bits transmitted by the two
stations mvolved in the collision. Although ecach station continues to send bits in the

i‘r.ame u",,“';t deu.acls the collision, we show what happens as the first bits collide. In
Figure 12.12, stations A and C are involved in the collision.

Figure 12.12  Collision ofthe first bit in CSMAICD
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Carrier Sense Multi IC‘AC/L\L/IS‘/\)
Collision Avoidance (C SMA. |
o i /CD is that a station.nceds oy
I'he basic idea behind CSMA P &

(a collision. When there s no collisiog, the Mt oy
Hh W}

transmitting (o detec _ o q | |
anal: its own signal. When there 1s a collision, the station receiyeg
signal: its ov -

_ ‘ E o TR T
signal and the signal transmitted by a second station. To dlstmgu,sh betwg"‘”"l
& o

“‘.
L

&:‘ascs. the received signals in these lv'vo cas\j:;ﬁnm?-;;;.i- S".g”':ficanu | iﬂ“e:fnl .,
words, the signal from the second station nceds 10 add a significyp, aMouy n[‘, ) ””4
the one created by the first station. Ofc,]%w
In a wired network. the received signal has almost the sapme energ, &
Calers thy My,

1

nal because either the length of the cable is short or there are rep
i N P, . al oY
ans that ip g collisjon th i h
’ ¢ v '
iy,

as
€ <.
¢ ]

encrgy between the sender and the receiver. This m
) !

energy almost doubles.
However, in a wireless network, much of the sent cnergy is lost ip trangy,
received signal has very little energy. Therefore. a collision may add op|y S o ?;}Iwn he
additional energy. This is not useful for effective collision detection Perce,
We need to avoid collisions on wireless networks because they cannoq b
Carrier sense multiple access with collision avoidance (CSMAICA) Was inyeneq o
i

network. Collisions are avoided through the use o FCSMAICA's three Strategies: he
. e gy
as shown in Figure | 6 f

deruued

frame space, the contention window. and acknow ledgments,

Figure 12.16  Timing in CSMAIC 4
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Interframe Space (1F, Y
y deferring transmission even if the channel is found ‘,dle.
ford

First, collisions are avoided b
n does not send immediately. It waits

When an idle channel is found. the statio
. . . ~ A : ; ]
period of time called the interfram ¢ space or IFS. Even though the channel 1

‘ . ) qnsmiting

a distant station may have alrcady started transm the
: S

a)

appear idle when it is sensed.
i =Y 1ot ~ffs | . : . . . ‘ \
The distant station's signal has not vet reached this station. The [FS time allo,\ S
% = ¥ . - ) ) - : s .IL|
front of the transmitted signal by the distant station to reach this station. Ifalter!

. % " 5 . . s g = ]L‘ u

time the channel is still idle. the station can send. but it still needs to waita i e
. _ . s siced (o pod!

dnext). The 11°S variable can also be used 0

,unl

to the contention time (describe




Contention Window

ion window is an : PrT
- content ‘ — amount of time divided into slots. A station that is read
o send chooses a ran o‘m number of slots as its wait time, The numbe .
Lindow changes according to the binary CAPO | ;
s set to one ‘:j,lot the hrs‘l t.lme and then doubles each time the station cannot detect an
idle channel after the IFS time, (

: j rofslots in the
hential back-off strategy . This means that

! NS IS very similar to the p-persistent method except
that a random outcome defines the number of slots taken by the w

nteresting point about the contention window is that the
channel after each time slot. However.

aiting station. One
station needs to sense the

il I the station finds the channel busy. it does not
restart the process; it just stops the timer and restarts it when the channel is sensed as

idle. This gives priority to the station with the longest waiting time.

In CSMAICA. if the station finds the channel busy.
it does not restart the timer of the contention window:
it stops the timer and restarts it when the channel becomes idle.

Acknowledgment

With all these precautions, there still may be a collision resulting n dc:ﬁm_\cd data.
In addition, the data may be corrupted during the transmission. The positive a%‘l\.l:l'()wl-
edgment and the time-out timer can help guarantec that the receiver has received the
frame,

Procedure

. | nee ' he sensed before and

Figure 12.17 shows the procedurce. Note that the channel needs to be .\uw..d l L}IL re |
N ) i A » 1 » “Qr \ﬂ b

after the IFS. The channel also needs to be sensed during the contention I”{?“' i( ok

: : S it is I idle. the tmer

lime slot of the cantantion window. the channel is sensed. Lfatas tmlnd_ b o
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12.2 CONTROLLED ACCESS

In controlled access, the stations. consult one another to fin
to send. A station cannot send unless it has been

three popular controlled-access methods.

d which station has @gﬂgm |
authorized by other stations: We discus |

\
Reservation

In the reservation method. a statj
Time is divided Into intervals.
frames sent in that interval.

- i ing data
on needs to make a reservation before sending

> datd
. " ~ s ) cq [hL d
In each interval g reservation frame preced



Polling

polling works with topologies in which one device is designated as a primary station
and the other devices are secondary stations. All data exchanges must be made
through the primary device even when the ultimate destination is a secondary device,

The primary device controls the link: the secondary devices follow its instructions. It

o the primary device to determine which device is allowed to use the channel at
is always the itiator of a session (sec

is up t
a given time. The primar) device. therefore,

Figure 12.19).

ling access method

B
Primary g

Figurc 12.19  Select and poll functions inpol

Primary
'mg‘ [g . | - : = - o ‘== -
{ - m"‘ -' . £ w
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|
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| imreq ACK i) ______{NAKI"
Seleet N | -
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| e R et
g RCK ) ~_ [Daal
———1ACK
e e ——
R

s if they have anything to

: '+ ask arie
e PLitiALy: WHIS UG UEReLs data, it asks Secon'd d data. it tells the secondary
send: this is called poll function. [fthe primary wants to sen : :

0 get ready to receive: this is called select function.



Token Passing
In the token-passing method. the stations in a network are organized in 4 logical rj,
g

[n other words. tjor gach s.tatlon. th?rc IS a prw'/a-u..v.s'ur em'd a successor The predecegg,,
is the station which is logically before the station i the ring: the successor js the Stalion

which is after the station in the ring. The current station is the one that is accesying Lhe
channel now. The right to this access has been passed from the predecessor to the .

rent station. The right will be passed to the successor when the current station g g

more data to send.
But how is the right to access the channel passed from one station 1o another” Iy

this method, a special packet called a token circulates through the ring. The posses
sion of the token gives the station the right 10 access the channel and send its data
When a station has some data to send. it waits until it receives the token from its pre-
decessor. It then holds the token and sends its data. W hen the station has no more data
to send, it releases the token, passing it to the next logical station in the ring The sta-
tion cannot send data until it receives the token again in the next round. In this process
when a station receives the token and has no data to send. it just passes the data 10 the
next station. .
Token management is needed for this access method. Stations must be limited "
the time they can have possession of the token. The token must be monitored 1© en‘sgrc
it has not been lost or destroyed. For example, if a station that is holding the token tzul.f;j
the token will disappear from the network. Another function of token manﬂ.!.-""?cni[hb
to assign priorities to the stations and to the (v pes of data being transmitted. And 1';12[-1_‘
token management is needed to make lou-[-)rinril)' stations release the token 10 e

priority stations.
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In the physical ring topology. when a station sends the token to its successor, the
token cannot be seen by other stations; the successor is the next one in Iin;:. I'his ey
that the token Fioes n(?l‘have to‘ have the address of the next successor. The problem with
this topology 1S that if one of the links-the medium between two adjacent stations-
fails, the whole system fails.

The dual ring topology uses 2 second (auxiliary) ring which operates in the reverse
direction compared with the main ring. The second ring is for emergencies only (such as
a spare LIre for a car). If one of the links in the main ring fails, the system automatically
combines the two rings to form a temporary ring. After the failed link is restored. the
auxiliary ring becomes idle again. Note that for this topology (0 work. cach station needs
10 have two transmitier ports and two receiver ports. [he high-speed | oken Ring networks
called FDDI (Fiber Distributed Data Interface) and CDDI (Copper Distributed Data

Interface) use this topology.

In the bus ring topology- also called '
gle cable called a bus. They. however, make a logical ring.
the address of its succcss;)r (and also predecessor for token man
When a station has finished sending its data. it releases the tok‘en an‘l -
ofits successor in the loklen. Only the station with the addrcfgi?a%thlll}ﬁ)ken LA
address of the token gets the token to Access t :did.

standardized by IEEE, uses this topology: logy is a star There is @ hub. however. tha!
In a star ring topology- the physical topology = ¢ . the stations ar¢ con-

acts as the ¢ s Ti’e wiring inside the hub makes,lhe :mlg. y makes the network

nected ehbonneCt(;l‘- h the two wir tions. This topolog)

ed to this ring throug ’

4 token bus. the stations arc connected 10 @ Sin-
because each gtation knows
agement purposes)
d inserts the address
¢ destination

e connee
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2.3 CHANNELIZATION

Channelization is a multiple-access method in which the available bandwigy
is shared in time. frequency. or through code. between different stations; |n this
we discuss three channelization protocols: FDMA. TDMA. and CDMA:

OFa iy,
ScCUOn‘

. . . . ~ —\\
We see the application ofall these methods in Cha pter 16
when we discuss cellular phone svstems.

Tl ™
Frequency-Division Multiple Access (I'DMA)

In frequency-division multiple access (FDMA). the available bandwidth is divided
into frequency bands. Each station is allocated a band to send its data In other words,
each band is reserved for a specific station, and it belongs 1o the station all the (ime
Each station also uses a bandpass filter to confine the transmilter frequencies. 1o pre-
vent station interferences. the allocated bands are separated from one another bv small

guurd bands. Figure 1221 shows the idea of FDMA. . : iy
\ end ot WO" i

Figure 1221  Frequency-division muli e access (FDMA
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Time-Division Multiple Access (TDMA)

In lime'qw"smn mulllple.acc.e:;s (TDMA). the stations share the bandwidth ot the
channel 10 time. Each station is allocated a time slot during which it can send data.’
Each station ransmits its data in is assigned time slot. Figure 12.22 shows the idea

behind TDMA.
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at the physicar rayer.

physical multiplexer

Code-Division Multiple Access (CDMA)

ple access (CDMA) was conceived several decades agg

have finally made its implcmcnlu[i(.,; p' teeny

; Ossih!

ly one channel occupies the entire bandu,':dt'\]lk

NPV g— F— it

ns can send.data simultaneously: 0f
2. UICTe

Code-division multi
advances in clectronic technology

CDMA differs from FDMA because on
the link. It differs from TDMA because all static

s no timesharing.

o T
—

In CDMA. one channel carries all transmissions simultaneously
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In Chapter I, we learned that a lo@al arca nctw ork (: lf\\ Is d computer neyy,, |

designed for a limited geo ographic area such as a building ora campus, /\thlr;.h i(\“\
can be used as an isolated network to connecl computers in an organizatjoy, lor (he /
purpose of sharing resources, most LANs today are also linked to a wide 4y, ”““nrk

(WAN) or the Internet.
Ihe LAN market has seen several technologies such as Etherner, lokep Rn,

Token Bus. FDDI, and ATM LAN. Some of these technologies, survived for 4 while

Ethernet is by far the dominant technology.
In this chapter, we first briefly discuss the 1L ELE Standard Project 802, d“"'”ud(

regulate the manufacturing and interconnectivity between different LANs We fhe,

concentrate on the Ethernet LANGs.
Although Ethernet has gone through a four-gencration evolution during (h las

few decades. the main concept has remained. Ethernet has changed o meet the marke|

needs and lo make use of lhe new leuhno_u,lu )
in a LAN (Ethewd).

0_[ ronnech wm“w ‘Laaaﬂl 05 U,Juﬂwmﬁz@J

.m,os‘t W' d‘(l useA mld«‘“
13.1 ITIEEE STANDARDS

In 1985, the Computer Society of the IEEE started a project, called Project 80

sy
—

standards to enable intercommunication among equipment (rom a variels ol manulac
turers. Project 802 does not seek (o replace any part of the OSI or the Internet model
— S e ~ . % : e ———

Instead, it is a way of specifving functions of the phvsical layer and the data link laver

ofmajor LAN protocols.
The standard was adopted by the American National Standards Institute (ANSI). In

1987. the International Organization for Standardization (1SO) also approved it as an

international standard under the designation 1SO 8802
The relationship of the 802 Standard to the traditional OSI model is shown in Fig

ure 13.1. The IEEE has subdivided the data link layer into two sublayers: logical link
control (LLC) and media access control (MAC). IELE has also created several phys
icallayer standards for different LAN protocols.




used. IEFE defines detailed specifications for cach LAN implementation. For example.
although there is only one MAC sublayer for Standard Ethernet. there is a differen
phvsical layer specifications for each Ethernet implementations as we will see later
e o A 8 | ~ 6

13.2 STANDARD ETHERNET

The original Ethernet was created in 1976 at Xcrox's Palo Alto Research Center (PARC).
Since then, it has gone through four generations: Standard Ethernet (1ot Mbps). Fast -
Ethernet (100 Mbps). Gigabit Ethérnet ¢] Gbps). and Ten-Gigabit Ethernet (10 Gbps)

as shown in Figure 13.3. We briefly discuss all these gencrations starting with the fins
Standard (or traditional) Ethernet.

t Ethernet defined some [-Mbps protocols b Iid not survive
5 — ) ) . \




¢ sublaYe!
MA dard Ethernet. the MAC sublayer governg
058 es datd received from the upper layer 5,
frd .

s

the ope

ration of (e
d passe

access method. 1t

S
them (o the physical layer

e Fomnat |

f thernet frame contains seven fields: preamble, SFD. pa
I‘he .t PDU 3 u er-la « p s = =y ¥
rotocol data,um |(<now|)ed Plf\ recyfr dat%, and the CRe. Ethernet does not e
pgchaﬂism for ac ging recerved frames, making it what is k provide any
m] edium. Acknowledgments must be impler nOWnN as an unreli-
abi€

: S mented at the higher lavers. The f
he MAC frame 15 shown in Figure 134, 1gher layers. The format
plthe =

+ SA, length or type of

e o
-
——

m,zt 802.3 MAC frame

Preamble: 56 bits of alternating 1s and as

SFD Start trame dehmuter Tag (1010101

Destunation | Source | Length ‘
address \ addrecs | ortype Data and padding |  CRC
H il P4 & ¥ !-
\,/” |. 7 bytes I byte 1 6 bytes O bytes  Zbyles 4 bytes

Physical layer
header

(2.3 freme contains 1 bytes (36 bits) ol alernats

D Preamble. The first ficld ot the | -
STemto the coming frame and enables 1t 1o

ing Os and 1s that alerts the receiving sy .
synchronize its inpul timing. The pattern provides only an alert and a timing ptin_lan.
| s ¢ > e 0 ne
The 56-bit pattern allows the stations to miss SOMC bits at the \kglnm?: 0 ! L)
: ‘ | ;ical layer and 1S ormally

frame. The preamble is actually added at the physical layer and 1s not{ \

part of the frame. onals the
D ¢ : . 3 .oryy The second field (1 DYE: 10101011) SIERE"

Start frame delimiter (SED). e’ he station Of stations that this 15 the last

beginning of the frame. The SFD warns (i€ eceiver that the next,

s | and alerts the T
chance for synchronizalion. The last 2 bls 18 |landa
f‘e‘d is the destination address.

—_—




SECTION 132 STANDARD ¢ THE p
L ..’

Destination address (DA). The DA field is 6 bytes and Contains .
address of the destination station or stations to receive the, packer We w i

-
e

addressing shortly.
Source address (SA). The SA field is also 6 bytes dnd contains the ohy.

address of the sender of the packet. We w 1 discuss addrc,ss:ng shortly
Length or type. This field i1s defined as a type field or length field. The of

Ethernet used this field as the'tvpe field to define the upper-laver protocgy . = =
MAC frame. The IEEE standard used it as the length field 1o define the num‘;::
bvtes in the data field. Both uses are common today .
Data. This field carries data encapsulated from the upper-laver pr

minimum of 46 and a maximum of 1300 bytes. as we will see later
on mlormatien. i this

L 4

CRC. The last field contains crror detect
(see Chapter 10).



/ Frame I ‘ , .
Minimum: 64 bytes (512 bits) u!l::
mum: |5
! — 218 bytes (12,144 piyg,

e ¢
.Hrcmﬂg ([B e l83

gich station on an Ethernet network (sycly 4 .
erface card (NIC

pevon 2 | ad ) TRENTC it lns|d!p the station.ang -

il 2 6-byte phySICa a dress A; shm\n in Fi ’ Lan provudes lhe station

(48 hllb)

P
—

. ee 13,6 Example ofan Ethernet addre he
Fl_ﬂllr_ dddress i b vadecimal notation

06:01 :02:01:2C:4B

Unicast. Multicast. and Broadcast Addresses A source address is always a unicast
address-the frame comes from only one station. The destination address. however.
can be unicast. multicast, or broadcast. Figure 13.7 shows how to distinguish a unicast
address from a multicast address 1fthe least significant bit of the first byte in a destina-
tion address is 0. the address is unicast: otherwise. it is multicast

Flgure 137 ( ,”( ast (U“{ ’””/”( ast Hr.{(hr. S5e8




The address is sent lefi-to-right, byte by byte: for each byte. it is sent right-to-lefi bit by ¥bi g

shown below:
2 187 ,
,7“, kg <= 11100010 00000100 11011000 O1TT10100 0()()!{)()00 0111011
Access Method: CSMAICD
Standard Ethernet uses I-persistent CSMAICD (see Chapter 12),

i

In an Ethernet network. the round-trip time required for a frame to il

Slot Time
{rom one end of a maximum-length network > other plus the time needed tosend |
S . g —-\\

the jam sequence is called the slot time.
F —

Slot time =round-trip time + time required 1o send the jam sequence

or a staton

The slot time in Ethernet is defined in bits, It is the time required tor ,.
e . s A ar 3 ar I“\l\]!
send 512 bits. This means that the actual slot {ime depends on the data rate: forl

tional 10-Mbps Ethernetitis 51.2 ps.
L ]
2 . , oidental |
Slot Time and Collision  The choice ofa $512-bit slot time was not accident®, '
~ ~ ~ . . » 3 al][)lu
choserf to allow the proper functioning of CSMAICD. To understand the sitt
us consider two cases.
R o : Lol
In the first case, we assume that the sender sends a minimum-size packe he n
P : . 1 (e
Before the sender can send the entjre packet out, the signal travels througl

512 hils.

|v.0r
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[OBased. Thick Ethernet .
The first implementation is called 10BaseS. thick Ethernet, or Thicknet. The pig. |
name derives from the size of the cable. which s roughly the size of a garden hog
and too stiff to bend with vour hands. 1OBaseS was the firsi Ethernet specification:
use a bus topology with an external transceiver (transmitter receiver) connected vz
tap to a thick coaxial cable. Figure 13.10 shows a schematic diagram of a I0Bax®

implementation.

Figure 13.10  /OBuse> implementaiion
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Figure 13.11 10Base2 implementation
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10Base<I<; Iiber Lthernet

; s ical fiber 10-Mbps Ethernet, the :
Although there are several types of optical fiber 10-Mby, - 1. the IIIUS! Comme,,
called 10Base-F. 10Base-I' uses a star topology 1o connect stations to 4 bty 1. e,

are connected to the hub using twe liber-optic cables s showiy i 1 o0

Figure 1313 10Base-F implementation
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Summary

Table 13.1 shows a summary ol Standard [ thery et implementations

Table 13.] Summary o fStancord Ethernes aplesie nt o

Characteristics

- 1OBerse [ ese . 1O ave- |
| Media i lhick I hin 2UTP = Fibe
I coaxial cahle coaxial cable

Maximum leng(h | 500m 185 m HOOm 2000w
— e 1 i o

Line encoding |

Manchester

Marchester Manchester Manc
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13.4 FAST ETHERNET

Fast Ethernet was designed to compete with I AN protocols such as FDDJ or Fiher
Channel (or Fibre Channel. as it is sometimes spelled). TEEL created Fast btherne under
the name 802.3u. Fast Ethernet is backward-compatible with Standard Ethernet, by |
can transmit data 10 times faster at a rate of 100 Mbps. The goals of Fast Ethernet can by

summarized as follows: Qg.lb) '

l. Upgrade the data rate to 100 Mbps.
— —

to

Make it compatible with Standard Fthernet.

Keep the same 48-bit address.

Keep the same frame format.

Keep the same minimum and maximum frame lengths.

i g 0
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~ Line encoding MI.T-3 NR7-I 8B 61

. 13.5 GIGABIT ETHERNET

The need for an even higher data rate resulted in the design of the Gigabit Ethernet
protocol (1000 Mbps). The IEEL committee calls the Standard 802.3z. | he goals ol thc
Gigabit Ethernet design can be summarized as follows:

=\

@/r | Upgrade the data rate to | Gbps.

2. Make it compatible with Standard or Fast Ethernet.
/3 Use the same 48-bit address. :
‘/4., Use the same frame format. = X

&

3. Keep the same minimum and maximum frame lengths.

6. To support autonegotiation as defined in Fast Ethernet.

MAC Sublayer

A fain consideration in the evolution of Ethernet was to keep the MAC sublaver
untouched! However, to achieve a data rate | Gbps. this was no longer possible. Gigabs
Ethernet has two distinctive approaches for medium access: nalt-duplex and tull-duplex

@ - WM_WJ&‘TQQQ ﬁ)_; Ce



Implementation

Gigabit Ethernet can be categorized as either a two-wire or a four-wire implementation.
The two-wj eumplementations use fiber-optic cable (IOO‘OBase.-SX. sh.ort-w"a‘ve‘. O)r
IOOOBase-{{X long-wave), or STP (1000Base-CX). The four-wire version uses cate-

gory 3 twisted-pair cable (1I000Base-T). In other words. we have four implementations.
) 2 = : Ay O - & S )
as shown in Figure 13.23. 1000Base-1 was designed in response 10 those users w h
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Fable 13.518 a summary of the Gigabit Ethernet implementations.

Table 13.3  Summary of Gigabit Ethernet implementations

P Rl FES TR SO e LI e
Characteristics 1O JBase-S\ el JBase-1 N | 100X Miane-C N 1' 1O Buse - |
] Media Fiber Fiber STP - CatSure
| short-wave long-wave
rNumher of wires 2 TG 2 4|
- s = - 4
héla\ilp um length L SS0m S000m 25m ! 100Om
N i - - |
Block encoding | $B 1018 SBloB g3 1o .|
—— - | i i
. Line encoding ‘l NR/ NRZ i NRZ 4D-PAMS
Wil o - SRTRETIT: JETYCS 1

Ten-Gigabit Ethernet

The IEEF committee created Ten-Gigabit Ethernet and called it Standard 802 3a¢ |he
goals of the Ten-Gigabit Ethernet design can be summarized as follows:

I. Upgrade the data rate to 10 Gbps.

)

J

4. Use the same frame format.

“

Make it compatible with Standard. Fast, and Gigabit Ethernet.
3. Use the same 48-bit address.

Keep the same minimum and maximum frame lengths.

6. Allow the interconnection ofexisting LANs into a metropohtan area network (MAN)
or a wide area network (WAN). '

7 Make Ethérnet compatible with technologies such as Frame Relay and ATM (see

Chapter 18).
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9.1 TELEPHONE NETWORK ° \A

W ('/ * Ielephone networks use clrcuit switching. The telephone network had |
- ‘A in the late 1800s. The entire network, which is referre

system (POTS), was originally an analog system using analog sionals to Lransmi voice.
With the advent of the computer era. the network, in the

addition to voice, During the last decade. the tele
technical changes. The network is now digital

s beginning
d 10 as the plain old telephone

1980s, began 1o carry data in
phone network has undergone man iy
as well as analog.

Major Components

« The telephone network, as shown in Figure 9.
; b}L [~ local loops. trunks, and switching offices.

oy ey !"Ur‘
(S I'he telephone network has several levels

L})M switching offices such as end offices. tandem offices. and regtonal offices.

v

I8 made of three major components.

241
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Local Loops

One component of the telephone network is the local loopfa wisted-pair cable that gon-
nects the subscriber telephone to the nearest end office or local central office! he local
loop, when used for voice, has a bandwidth 04000 7 (4 KH2)! 1t is interesting to examinge
the telephone number associated with each local loop. The first three digits of a local tele-
phone numbt?r define the office. and the next four digits define the local loop numbe-

CN

Irunks

Trunks are transmission media that handle the communication between offices. A
trunk normally handles hundreds or thousands of connections through multiplexing
Transmission is usually through optical fibers or satellite links:

Switching Ofices%=

To avoid having a permanent physical link between any two subscribers. the telephone
company has switches located in a switching office. A swilch connects several local
loops or trunks and allows a connection between different subscribers.

A . Topici-1Q%
LATAS F .
Afler the divestiture of 1984 (see Appendin 1), the United Stirtes was divided into more
than 200 local-access transport arcas (LATAs). The number of LATAS has increased
since then. A LATA can be a small or large metropolitan arca. A small state may have onc
single LATA; a large state may have several LATAs. A LLATA boundary may overlap the
boundary of a state; part ofa LATA can be in one state. part in another state

Intra-LATA Services

The services offered by the common carriers (telephone companies) inside a LATA are

called intra-LATA services: The carrier that handles these services is ¢alled a local

exchameforc the Telecommunications Act of 1996 (sce Appendin ).

intra-LATA services were granted to one single carrier. This was a monopoly. After 1996.
more than one carrier could provide services inside a LATA. The carrier that provided ser-
vices before 1996 owns the cabling system (local loops) and is called the incumbent local
exchange carrier (ILEC). The new carriers that can provide sery ighs are called
competitive local exchange carriers (CLECs). To avoid the costs of new cabling. it

R
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Signaling L@P : [?g

The telephone network, at its beginning. used a circuit-switched network with dedicated
links (multiplexing had not yet been invented) to transfer voice communication. As we
saw in Chapter 8. a circuit-switched network needs the setup and teardown phases 10
establish and terminate paths between the two communicating parties. In the beemning.
this task was performed by human operators. The operator room was a center to which
all subscribers were connected. A subscriber who wished to talk to another subscenber
picked up the receiver (off-hook) and rang the opcrator. The operator. after histening 1o
the caller and getting the identifier ol the called party. connected the two by asinge awire
with two plugs inserted into the corresponding two jacks. A dedicated cireuit was created
in this way. One of the parties, after the conversation ended. informed the operator to
disconnect the circuit. This type of signaling is called in-band signaling because the same
circuit can be used for both signaling and voice communication.

Later, the signaling system became automatic. Rotary telephones were invented that
sent a digital signal defining cach digit in a multdigit telephone number. The switches n
the telephone companies used the digital signals to create a connection between the caller
and the called parties. Both in-band and out-of-band signaling were used. In in-band
signaling. the 4-kHz voice channel was also used to provide signaling. In out-of-band
signaling. a portion of the voice channel bandwidth was used for signaling: the vowee

bandwidth and the signaling bandwidth were separate.



Physical F~a}’e'- M TP Ihe physical layer in SS7 catled message transport
part (MTP) level | uses several physical layer specifications such as | .| (1549 \Mbps)
and DCa (64 kbps).

Data Link Layer: MTP Level 2
layer services such as packetizing.
header, and CRC for error checking.
Network Layer: MTP Level 3 The MTP level 3 layer provides end-to-end connectivity
by using the datagram approach to switching, Routers and switches route the stgnal packets
from the source to the destination.

The signaling connection control point (SCCP) 1s used

l'he M| P level 2 layer provides L pical data hink
using source and destination address in the packet

Transport Layer: SCCP
tor special services such as SaO-call processing.

Upper Layers: TUP, TCAP. and ISUP  There are three protocols at the upper layers.
Telephone user port (TUP) is responsible for setting up voice calls, It receives the dialec




computer. ISDN user port {19552 2 0 TEF Ic i !q" T ,‘,",,’u
of an ISDN network.
elephone Networks

Services Provided by T 9 |
- f 7 | o
Ielephone companies provide WO types of Se'%‘”ces analog and digit|

144

Analog Services f | N,
ir subscriber
[n the beginning, telephone companics pros ided the I S With ; il
day. We can categorize these serviceg 4o o ° Yy
These services still continue today. Cith,, o "
o es. "
switched services or analog leased servic “'ug
Analog Switched Services This is the familiar dial-up service most ofien ¢
al on a local loop is analog, and (e b "le;m
W

is normally provided f, a I ”‘l. t

when a home telephone is used. The sign
m )mhl\

usually between 0 and 4000 Hz. A local call service
LATAs. the carrier charges for each call ora setofcajg The,

. I
aper service for those custom gy, ” Ualt

for a non flat-rate charge is to providc che “
mahke many calls. A toll call can be inra-LATA orinter-LATA T the LA|, A iy > Loy, l']”;
cally large. a call may go through a tandem office (toll oftice) dnd the suhu.u,ht.] Wil |‘|’“I-
N

fee for the call. The inter-LATA calls are long-distance calls and are charge 4 Stich,
Another service is called 800 service. Ifa subscriber (normally ap Organizy,
needs to provide free connections for other subscribers (normally customery), tnnl
request the 800 service. In this casc. the call is free for the caller. but it i paid by [hﬂ
callee. An organization uses this service to encourage customers 10 call. [he py, 5 Ly

rate, although in some

expensive than that for a normal long-distance call.
The wide-area telephone service (WAT S) is the opposite of the 800 Service. The

latter are inbound calls paid by the organization: the former are outbound calls paid by
the oreanization. This service is a less expensive alternative to regular toll cajs

charges are based on the number o fcalls. The service can be specified as outhoynd
alls to the same state, to several states, or o the whole country, with rates charaeg

accordingly.
I'he 900 services are like the 800 service. in that they are inbound calls 1 a sub-

scriber. However, unlike the 800 service, the call is paid by the caller and is normaly
much more expensive than a normal long-distance call. The reason is that the carmer

charges rwo fees: the first is the long-distance toll, and the second is the fee paid w the
callee for each call.

Analog Leased Service An analog leased service offers customers the opportunt

to lease a line. sometimes called a dedicated line. that is permanently connected 0

another customer. Although the connection still passes through the switches inthe ke
Vs

phone network. subscribers experience it as a single line because the switch is al¥

closed: no dialing is needed.

Digital Services
l("||nil

ibscribers. Dig

10¢
< of interfer®

Recently telephone companies began offering digital scrvices to their st
services are less sensitive than analog services to noise and other form




U PUR DATA TRANSMISSTION
The two most common digital sery ey are
(DDS). We already discussed high-\pcc

Witched/56 service
discuss the other services in this ¢

d digital sery lces-the |
apler,

Switched/s6 ge
line. TUis a switched digital seryice
cate through this servige.

and digital data service

hines-in Chapter 6. We
Switched 56 Servige

l vice s the digital version of an analog switched
o llml allows data rates of up to 56 kbps. fo communi-
O parties muyst '

\ subscribe A caller with normal telephone
service cannot conneet 1 a telephone o computer with s

caller is using a modem. On the whole. digital and

TRE : analog services represent two com-
ey ditterent domaine f . ba i
;?Iglk i ‘ dtdnm:l-“- for the telephone companies. Because the line in a switched!
SO serviee s alrea : = ‘
o . th st > digtal. subscribers do noy need modems 1o transmit dignal data
However. they do need another device called a digital service unit (DSU)

Digital data ¢
leased line: itis a digital le

witched 56 service even 1! the

Digital Data Service

PVice (DDS) s the digital version of an analog
ased line with a mavimum data rate of 64 Kbps

9.2 DIAL-UP MODEMS
Traditional telephone lines can carry frequencies between 300 and 3300 1z, giving
them a bandwidth of 3000 Hz. Al this

ange is used for transmitting voice. where a
great deal of interference and distortion can be accepted without loss ot intelhigibihin

As we have seen. however, data signals require a higher degree ol accuracy to ensure
integrity. For safety's sake. therefore, the edges of this range are not used tor data com-
munications. In general. we can say that the siznal bandwidth must be smaller than the

cable bandwidth. The effective bandwidth ot a telephone line being used for data trans-
mission is 2

-

400 Hz. covering the range from 600 10 3000 Hz. Note that today some
telephone lines are capable of handling greater bandwidth than traditional hines. How -
ever. modem design is still based on traditional capability (see Figure 9 6)
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o4 CABLETV NETWORKS
cable TV net ork started as a video service mrnc: : _
{ 3;em€m¢¢e . In this section. we {Iin:tr: B s e D

. cable TV metworks per se. in Section 9.3 wes
: o this network g orks per se. in Sechion U0 W
discuss ho can be used 1o provide high-speed access to the Internet.

Traditional Cable Networks w 7&91/ MC@} ‘

cable TV started to distribute broadcast video signals to locations with poor or no

regeption |.nhthe iatefl 9405.’!t was called community antenna TV (CATV) because an
amwmng received the signals fromfthe TV stations and
distributed them., via coaxial cables. to the community. Figure 9.

3 i l4 shows a schematic
diagram of a traditional cable TV network. \ -

e —— Wﬂw i W
Figure 9.14 Traditional cable TV nenwork OYU -
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[{ead end

The cable TV office. called the head end. receives video signals from broadcasting
stations and feeds the signals into coaxial cables. The signals became weaker and
weaker with distance, sO amplifiers were installed through the network to renew the
signals. There could be up to 35 amplifiers between the head end and the subscriber
premisess At the other end. splitters split the cable. and taps and drop cables make the
connections to the subscriber premises. |

The traditional cable TV system used coaxal cable end o end. Due o atienuation ot
the signals and the use of a large qumber of amplifiers. communication in the traditional
netwc;rk was unidirectional (one-way ). Video signals were transmitied downstream. from

the head end to the subscriber premises.

Communication in the traditional cable TV network is unidirectional.

Hybrid Fiber-Coaxial (HFC) Network

The second generation of cable networks is called a hybrid ﬁbcr-uoa..\.lal (HFC) :?cl-
work: The network uses a combination of fiber-optic and coaxial cable. The transmission




Figure 9.15 Hybridfiber-coaxie? 1" &8 _ . e ————
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fiber-opic ba] cable. Each coaxial cable serves up to 1000 subsc 'h]L M_‘C“dl 1S sepy
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yorid infrastructure is (o Make

netw idi i
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Cable compani vV R/\NS ER
panies are now ¢ :

0 - : ;
customer who wants high-g mpeting with telephone companies for the residenti
connections for rcsidefl'-';p?ed dn?a transfeg. DSI. technology — ;FCM entia
existing unshielded lwig,t'czi subscribers over the local ]tmph]]p} - Dlg;-dala-ra[:e
i C— — : - However, DSL uses the
pair cablé. which is vepy susceptible 1o interference. This

& . v C 3 C "

Imposes an up Pz
per limit on the
work." In this section : data rate; Another solution is tl 3 ‘
» We briefly discyss this technol TR R e
55 this technology .

Bandwidth

Even in an HFC System
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iber premise 10 sub-

the last p; \

. i pdrl (_} 2 =

S, is still a coaxiaj ogh| f lhc network, from the fiber node to U
able. This coaxial cable has a bandwidth that rane




Dovwnstream Video Band
The downstream video band occupics frequencies from-54 to 550 MHz. Since cach
TV channel occupies 6 MHz, this can accommodate more than 80 channels.

Downstream Data Band

The downstream data (from the Internet to the subscriber premises) occupies the upper
band, from 550 to 750 MHz. This band is also divided into 6-MHz channels.

Modulation Downstream data band uses the 64-QAM (or possibly 236-QAM)
modulation technique.

Downstream data are modulated using the 64-QAM modulation technique

Data Rate There is 6 bits/baud in 64-QAM. One bit is used for forward error correction:

this leaves 5 bits of data per baud. The standard specifies | Hz for each baud: this means that.
theoretically, downstream data can be received at 30 Mbps (5 bitslHz x 6 MHz). The stan-
dard specifies only 27 Mbps. However. since the cable modem is normally connected to the

computer through a 10Base-T cable (see Chapter 13). this limits the data rate to 10 Mbps.

The theoretical downstream data rate is 30 Mbps.

Upstream Data Band

The upstream data (from the subscriber premises o the Internet) occupies the lower
band. from 5 to 42 MHz. This band is also divided into 6-MHz channels.

Modulation  The upstream data band uses tower frequencies that are more suseept

ble 10 noise and interference. For this reason. the QAM technique is not suitable for this
band. A better solution 1s QPSK.
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M-I, is defined as 155,520 Mbps, which 1S exactly equal to > 15-5

Fable 17.1
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17.2 SONET LAYERS

'he SONET standard includes four functional layers: the photonic, the section, the
line, and the path layer. They correspond 1o both the physical and the data Tink layers
(see Figure 17.2). The headers added to the frame at the various layers are discussed

later in this chapter.

SONET defines four layers: path, linc. section. and photonic.

I‘igurc 17.2  SONET lavers compared with OSTor the Dnternel v

Path layer

I —
; [ane laver
1 ata hink Section faver
& : -J
‘#-——
| Shawoniel |
| Physical Photonic layer
\ [

Path Layer

The path layer is responsible for
optical destination: At the optical source.
Into an optical form. multiplexed with other s1gngls.
opticdl destination, the received frame 1S demultiplexed.
nals are changed back into their clectronic !‘(‘f‘lle‘s. Path lave
layer. STS mJIliplcxcrs provide path layer functions

the movement of a signal trom its optical source Lo 1ts

the signal 15 changed from an electronic form
and encapsulated i a frame. At the
and the individual optical sig-
¢ overhead is added at this
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1y

Line Layer
The line layer is responsible for the movement of a signal across a physica jj,. Lo,

tayeroverteadsadded (0 the frame at this layer. STS multiplexers and add drop &

plexers provide line layer functions.

Section Layer 5
The section layer is responsible for the movement of a signal across a physical SECTiGn
It handles framing, scrambling. and error control. Section layer overhead s addeg

the frame at this layer.

_—
-

Photonic Layer
The photonic layer corresponds to the physical laver of the OSI model It include.

—physteatspecttications for the optical fiber channel. the sensitivity of the recener. mul-
RE

tiplexing functions. and so on. SONET uses NRZ encoding with the presence «

representing | and the absence of light representing O

oNn
‘ﬂﬂ‘d;i Y whon off ézmaq,d =0
8 Device-Layer Relationships

Figure 17.3 shows the relationship between the devices used m SONLE T transmission
and the four layers of the standard. As you can see, an STS multiplexer is a tour-laver
device. An add/drop multiplexer is a three-layer device. A regenerator is a two-laver

device.
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17.3 SONET FRAMES

Each synchronous transfer signal S7S-» 1s composed ot 8000 frames. Each fra
fwo-dimensional matrix of bytes with 9 rows by 90 x » columns. For examplie. STS-1
frame 1S 9 rows by 90 columnsﬁl() byvtes), and an STS-3 js 9 rows by 270 columns
(2430 bvtes). Ficure 17.4 shows the general format ofan STS-1 and an STS.n

e el
yure 17.4  An STS-i and an STS-nframe

—

Fi

-
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174 STS MULTIPLEXING

In SONET. frames of lower rate can be synchronously time-division multipleyeq INto 4
higher-rate frame. For example, three STS-1 signals (channcls) can be combineg Into
one STS-3 signal (channel), four STS-3s can be multiplexed into one STS-12. and « on

as shown in Figure 17.12.

Figure 17.12  STS multiplexing/demultiplexing

I § ¥ .

TS- STS TS-3 .
— 8TS-I—— 1 : N1 Dg&bx__.__{s'rg,u____

STS-(+——

Multiplexing is synchronous TDM. and all clocks in the network are locked 0
master clock to achieve synchronization.



Byte Interleaving

Synchronous TDM multiplexing in SONLET is achicved by using byte interleaving,
For example. when three STS-I signals are multliplexed into one STS-3 signal. cach‘
set of 3 bytes in the STS-3 signal is associated with 1 byte from each STS-I signal. Fig-
ure 17.13 shows the interleaving,.

Figure 17.13 Byte interleaving

270 by tles

- — -—

90 bvtes



An STS-3¢ signal cancarry 44 ATM cells as its SPE.

AddIDrop Multiplexer
Multiplexing of several STS-1 signals into an S7S-n signal is done at the STS mulu-
plexer (at the path layer). Demultiplexing of an S7S-n signal into STS-1 components

is done at the STS demultiplexcr. In between, however,

rs that can replace a signal with another one. We need to know that this is not
An add/drop multiplexer

te sectron. hine. or
d £ldd\

SONET uses add/drop mulu-

plexe
demultiplexing/multiplexing in the com entional sense.
operates at the line layer. An add/drop multiplexer does not crea
path overhead. It almost acts as a switch: it removes one STS-1 signal an
another one. The type of signal at the mnput and output of an add/drop multiplexer s
the same (both S7S-3 or both STS-12, for example). The add/drop muluplexer

aces them with the new bytes

(ADM) only removes the corresponding bytes and repl
| 7.16 shows the opera-

(including the bytes in the section and line overhead). Figure
e OlmDM' : will ach JJMZ/ will M forst
A1 . ) .
- than ¢ /Stam-oawﬂ add @ il
rames i an add drop multiplexer XM

6 Dropping and adding STSY/

Figure 17.1

e e ey

——— | )
== STS-3 SPE ]'_'_’ ADM el STS-38P

L

Nicw S 1 N=1

Lhrd S 15+
i~ dropped

s added
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182 ATM

Asynchronous Transfe

Forum and adopted by the ITU-T.
connection of all the
f the information superhighway.

r Mode (ATM) is the cell relay protocol design
' Ihe combination o ATM and S();d h'lht

high-speed inter world's networks. In fact. ATMm tan,;,l wil My

€ i,

“\l'hr,il

as the "highway" o

Design Goals

Among the challenges face
need for a transmission system 10 optimize the use ofp, Y
in particular optical fiber. In addition to ”"ur.,“,ﬁ']'“}"”“"&r\
on media and equipment are dramatically 't':s :u bang
ake udvunlugc of both | \ccmihit
Ao, 13:

d by the designers o ATM.<ix stand ot

I Foremost is the
(ransmission media.
widths, newer transmissi
to noise degradation. A technology is needed to
thereby maximize data rates.

¢ with existing systems and provide wide-argg -
TCOn.

2
nectivity between them witho
replacement.
3. The design must be implemented mexpensiy ¢ly sothat cost would notbe 4
to adoption. 1f ATM is 10 become the backbone ol international L‘(nmm,,m,:rrw
as intended. it must be available at low cost 1o every user who wants i .
4. The new system must be able 10 work with and support the existing 1¢fecq
munications hierarchies (local loops, local providers. long-distance \;a‘rrlur i
SO on). g
5. The new system must be connection-oriented to ensure accurate and prediciab)e

delivery.
l.ast but not least. one objective is to move as many o f'the functions to hardware a
5

6.
possible (for speed) and eliminate as many software functions as possible (aga
dx n

for speed).

s
e Lw 11 Foblems

Before we discuss the solutions to these design requirements. it is useful 1o examine some

of the problems associated with existing systems.

Before ATM. data communications at the dala link laver had been hased on frame
rotocols use frames ol varying size and intri-

he carried in the

switching and frame networks. Diflerent p

cacy. As networks become more complex. the information that must

h'cadcr becomes more extensive. The result is larger and larger headers relatinve o the

size of the data unit. In response, some protocols have enlarg:ﬂd the size of the data untt
; header)-

il

to make header use more efficient (sending more data with the same siz¢
nformation to transi
ble

Unfortunately. large data fields create waste. [f there 1s not much 1

m - ; i : .
uch of the field goes unused. To improve utilization. some protocols provide vari

frame sizes to users.
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Cell Networks

Many of the problems associated with frame mternetworking are solved by adopling

a concept called cell networking." A cell is a small data unit of fixed size. In a cclhl )
network. which uses the cell as the basic unit ot data exchanges all data are qudc:i INto
‘dentical cells that can be transmitted with complete predictability and unitormins \l
frames of different sizes and formats reach the cell network trom a tributan m.‘I\'\;.)l‘k\
they are split into multiple small data units ot equal length and are In;uch.mm <l |
The cells are then multiplexed with other cells and routed through the celi m-zx:.knl:.
Because each cell is the same size and all are small. the problems associaied w |
multiplexing different-sized frames are avoidad. l“



~y 7 J () 4\ D ) 3
o ,1.CIRCUIT NETW( RKS: FRAMFRELAY inD 47y
y i - .
g Lop'c r 20y

jrecture ‘:
s Ce"-swilched network. lhe user gccessj devices, called the endpoints, arg®
:0“n~’-'c od through 2 user-to-network interface (UN1) to the switches inside the nets

%, The sW iiches are connected through network-to-network nteriaces ENNiw
work. 12 9 shows an example ol an ATM neiwork, -

xrch

fjoure

gurc 189 Arc hitecture ofan AT M nerwork
l— - ol

E// —
UNI NNI NNI UNI
TRV Swileh | L LN
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Wircless communication is one of the fastest- -growing technologieg, The
connecting dey ices without the use of o..dlblu‘wt h, Ii(lll:]ib;‘*g:iihl‘:]t:]:‘“hcuc Wir Feley,
can be found on college campuses, in office bu v | any public e 4 \\:
In this chapter, W€ concentrate on two promising wire e:s tcchnn[m_le S for :
IEEE 802.11 wireless LANs, sometimes called wireless f;thérneh and B, i AN,
Ns. Although both prolocolb need severy). 1 ;( th, ,
Crs

technology for small wireless LA
1 the physical and data link !a}cm

operate, we concentrate mostly ot

-

14 l IEEE 802.11

IEEE has defined the specifications for a wireless LAN, callod 1EEE 802, 1. whigy

— (b/}/cflc’%ﬁ """ T

"e.

t

covers the physical and data link layers.

s

Architecture
The standard defines two kinds of services: the basic service S(‘t (BSS) and the extendeg

service set (ESS).

Basic Service Sefl -

IEEE 802.11 defines the basic service set (BSS) as the building block or a wireless
LAN. A basic service set is made of stationary or mobile wireless stations and an optional

central base station, known as the access point (AP). Figure 14.1 shows two sets in this

standard.
The BSS without anAP is a stand-alone network and cann(al'qcnd data to other BSSs

It is called an ad hoc architecture. In this architecture. slalmns can form a network

without the need of an AP; they can locate one another and agree to be partof a BSS A
BSS with an AP is sometimes referred to as an infrastructure n=twork.

e DY

A BSS withoutan AP is called an ad hoc network:

a BSS with an AP is called an intfrastructure network.
—,!‘r'*




,)ndc'(/ Service Sel
[l

enided service sel (B s
el\::w 55ss are connected th)n nlmdL Up of two or more B
22 nig 6.y ¢ q .
he distribution syste gh a distribution syse \,\‘ with APy
 The a15 system connects the APy | svstens which is usualls |
) APs 1 the BSS S usually a wired

distribution system; it ¢ s. IE

iy i wi'v »itcan be any IEEE 1LAN such ; ILLE 802,11 does not

xtent set uses (wo Lypes of stations: mobil . d; an Ethernet. Note that
' ¢ and st

il
AN
156
g In this

are normal stations inside a BSS. T o
g at ¢ ¢ s inside a BSS. The stationary st ; ationary. The mobile
‘ y stations are AP stati

‘ AP stations that

4 of a wired LAN. Figure 142
it gure 14.2 shows an FSS.

e ——

2 pviended service sels (£55y)

ESS Extended service set ———AC
[3SS  Basic se g - Dist Y —
Coservice sel ,7 Disuibution system [—j-,_‘
AP Access point \ )
J Server or

N
S
NEp— -
= i - Cratewan
gl Ay - ) P
E s 5 =
N

15 within reach ofone another can communi-

When BSSs are connected. the statiol
L"t.“L‘ without the use of an AP, However, connmunication betwee
different BSSs usually oceurs via (WO APs. The idea is similar to commu
cellular network if we consider cach BSS 10 he a cell and cach AP to bea base station.

N A I . ' O, » ¢ " 1 -3
ole that a mobile station can be | one BSS al the same time.

n two stations M two
yication 1n a

long o More thai

|\‘I{” B a
lon [\.,, o
8
ised on their mobility wircless AR
o-transition

IEE: |
FR02.11 defines three types of stations b ¢l
ion mobility.

NO-transi; QG i
Mo-transition, BSS transition, and ESS-transit

——

A station with n



insider a BS§. A station With

- moving only Lo
pEIi & er. but the movementis ¢onp.

to anoth ; ’
I ] (>
Sohility can move from ¢ “‘-.Eq_‘ht_g

that communication is continyoy,
<

mobility is either stationary; (not moving) F
BSS-transition mobility can move _from one B5>
fined inside oné ESS#A station with ESS=transitionn
another! However, IEEE 802.11 does not guarantee

during the move. T’“ l’(’, l—oq
0 f’

MAC Sublayer S \
IEEE 802.11 defines two MAC sublayers: the distributed coort‘d{mamm.;}l:;“‘?:: .H)( F)
and point coordination function (PCF). Figure 14.3 shows the wlauo'l?h‘ II_ IL—- lwn_.lhc
two MAC sublayers, the LLC sublayer. and the hhysical layer. We dl.‘:cu:sb { Rlp‘\}'slcaF
layer implemer{talions later in the chapter and will now concentrate on the MA(

sublayer

-

Figure 14.3 MacC lavers in IEEE 802 11 standard

! et | IEEE 80214
suhlaver | |
i A > acily W o o _
l (ontention-free N
Data hink - ol " 9 L Sy Caontentron
laver | ‘ SCIVICE
Point coordination function (PCH) &
MAC, |~ eEr e o & B
sublaver rend
Distributed coordination tunction (DGEH)
Phy ilcul’ 802 11 802 11 SO2 1 ‘ 802 11a 882 11a ‘ RO2 11g l
laver | FHSS DSSS lafraiee [SSS STYFIN SN
L e L i e |

Distributed Coordination Function
One ofthe two protocols defined by IEEE at the MAC sublayeris called the distributed
coordination function (DCF). DCF uses CSMAICA (s defined in Chapter 12) as the
access method. Wireless LANs cannot implement CSMACD for three reasons:

[ For collision detection a station must be able 1o send data and recerve collision
signals at the same time. This can mean costly stations and increased bandwidth

requirements.
2. Collision may notbe detected because of'the hidden station problem. We will discuss
this problem later in the chapter. 4
L)
b . . - : ) e
3. The distance between stations can be great, Stgnal fading ¢guld prevent a station al
one end from hearing a collision at the other end. -

Process Flowchart  Figure 14.4 shows the process flowchart for CSMA/CA as used
in wireless LANs. We will explain the steps shortly.

+*

Frame Exchange Time Line  Figure 14.5 chows the exchange of data and control

frames 1n time.
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Point Coordination Function {PCF)
CF) 1s an optional access mt,thod that can be imple-

H is implemented on op
: 3

The point coordination function (P

mented in an infrastructurc network (not in an

ofthe DCF and is used mostly for time-sensitive ransmission.
PCF has a centralized, contention-free polling access method The AP pertorms

polling for stations that are capable of being polled. The statn@nq are polled one after

another, sending any data they have to the AP. .
To give priority to PCF over DCF, another sct of interTrame spaces has been

defined: PIFS and SIFS. The SIFS is the same as that in DCF. but the PIFS (PCF IFS) s
shorter than the DIFS. This means that if. at the same time. a station wants 10 Us¢ onh

DCF and an AP wants to use PCEL the AP has prioriny

ad hoe network)



”()lh\' SRR VASAIIRE S
entation- lhe division

4 small frame than a large one.

Teop ict” 2\0O

The wireless environment is VEry
of a large trame 1mto

protocol, therefore, recommends fragme
smaller ones. It IS more efficient to resend

Frame Formal
The MAC layer frame cOonsists of nine fields. as shown in Figure 14.7.

ovtes long and detimes the type of trame and

O Framec control (Fe). Fhe FC ficld s 2
We will dl\k.u\\ cach

some control information. Table 14.1 describes the subfields.

frame type later in this chapter.
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Table 14.1  Subfields in FC field

W Current version is 0 fnE L ned i '_-__\\ ~.
Type Type of information: management (09). control (013 o du (10) ™~
Subtype Subtype of each type (see Table 142) 3 \1
ToDS Detined later gt o« TSR iy Pl l
FromDS Defined later S ,  : o ““*\\_{
More flag When set to |, mz,dns_mou_ Itig:_!ELEI_s_ ¥ ﬁ‘_hv |
Retry When set to 1. meanllflicmjlpI_“_L‘Jj_'if_m ____: ___—_E ‘"“‘\i
ST T, !
Pwr mgt When set to |, means station Lju_] power management mode T
More data When set to 1, means \lalion hns more data 1o send."l o '
b
WEP Wired equivalent pnvau} (cnu;,plmn nnpiuncnled)‘
Rsvd | Reserved , s -

D D Inall frame types except one. this field defines the duration of the transmissjon
that is used to set the value of NAY. In one control frame. this field defines 1he i

ofthe frame.
D Addresses. There are four address fields, cach 6 bytes long. The meaning of each
address field depends on the value of'the 7o DS and Fron:-DS subfields and will be

discussed later.

D Sequence control. This field defines the sequence number of the frame to be used
in flow control.

D Frame body. This field. which can be between 0 and 23 I 2 bytes. contams imlar
mation based on the type and the subtype defined in the FC field.

D FCS. The FCS field is 4 bvtes long and contains a CRC-32 error deteetion sequeite

Frame 1Types g

A wireless LAN defined by IEEE 802.11 has three categoriesl’ot‘ frames: ma

frames. control frames, and data frames. Ry

nagemt‘ﬂl

" " 'T — jcatin
Management Frames Management frames are used for the initial commun

between stations and access points.




cames  Control frameg are

used f,
a
(i JFigure 14.8 shows the formg at. c"%“'ng the channel and acknowledg-
CY . ames:
frd s ¥
ind T
Controlframes
I 8 —————-_-_""‘"“"“‘--..__.._____‘__
\re "“‘““*—ﬁw,.
|¢'ll ———c .
lLS S Q\J&h
YtLb

2b 2 byteg 24
ﬂ Addl’ebb 1 | Addl’g\ 2 F(-‘S ] Yles 4 bytes
—— RTS ’\ddn.\\' ‘ FCS

. o O I-\nr A }\ |

control frames the value of the ty

For we have discussed are shown

Pe field g
 frames

OT: the value
N Table 142

S O0fthe subtvpe fields

Table 14.2 "valies Ofsubfields i,

Contyo] Irames

Subtvpe rMeanm_g B s 1, |
r 1011 \ Request_:;;@ﬁfﬂ{ihﬁ‘ B = N
#*I—I—O_(TT (:|:=:£_1r_10 sen_c_j‘(h(‘-'l-‘-g) g |

1101 | Acknow ledgment (ACK) W

ves Data frames are used for carryi

ying data and contro) information.
Data
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Bluetooth is a wir

is a wireless AN technology designe ‘ -
L) de wlagnui o connect devices ot different func-

notebooks. computers (desktop and laptop). cameras. printers

i« an ad hoc network. which means that the

ices. sometimes called gadgets. find each

LAN can even be connected to
by nature. can-

tions such as telephones.
toffee makers. and so on. A Bluetooth LAN
network 1s formed sponmncousl_\: the dev
other and make a network called a piconet: A Bluetooth
the Internet if one of the gadgets has this capability. A Bluetooth LAN.
not be large. | f there are many gadgets that try to conneet.
Bluetooth technology has several applications. peripheral devices
less mouse or ke\fboardw‘an commun
Monitorin devi ] y ' 1 censor dev
Home 5o ‘g . e\ lce§ can comm um.cale with >6!j>01
security devices can use this technology to con!

there is chaos

such as 4 Wwire-
his technology-
[th care center.
to the main

computer through
ices In a small hea

ect different sensors

icate W ith the



e

Architecture
Bluetooth defines two types of networks: piconet and scatternet,

Piconets
_or a small net. A piconet can have yp igh <
[

A Bluetooth network is called a piconet
stations. one of which is called the primary:t the rest are called secondaries A, the

and hoppimg scquence with the “”mdr:
[he communication betw gen, lf;c

sccondary stations synchronize their clocks
Figure 14.19 show 3

Note that a piconet can have only one primary station.
primary and the secondary can be one-to-one or One-1o-mans .
piconet. :

Figure 14.19  Piconet

Yiconel
________________________

Secondary  Sccondan

I aterht

Although a piconet can have a maximum of seven scecondaries. an addiional ci;
secondaries can be in the parked state. A sccondary in a parked state is synchronized
with the primary. but cannot take part in communication until it is moved from the
parked state. Because only eight stations can be active In a picp'net. activating a station

from the parked state means that an active station must go to the parked state

Scaternel
Piconets can be combined to form what is called a scatternet. A secondary station in
one prconet can he the primar_\ in another piconet [ his station can recene messages

Pl

1 -~ ri
W prefe

oranary s secondar

(] he Herature sometimes uses the terms master and stave instead ol



gluetoolh Devices

A Bluetooth device has a built-in short-range radi (ransmitier.
| Mbps with a 2.4-GHz bandwidth. This means that there is
hetween the IEEE 802.11b wireless

Lhe current data rate 15

a possibility of interference
LANSs and Bluetooth AN,

Bluetooth Layers

Bluetooth uses several layers that do not exactly match those of the Internet mode l-we=
have detired—trthTsboOOK. Figure 14.21 shows these layers.

Figure 14.21  Bluetooth lavers :

Applications

i Profiles |
| 5

I

I=

| IZtT\IWJJUI l

Aundie
C=ntrol

Baschand layer

Radio laver

Radio Layer

| v luetooth
: Internet model. B

The radio layer is roughly equivalent to the phySICal layer of the

devices are low-power and have a range of 10 m.



,/\» Frame Format

&/, " A frame n the baseband layer can be one of thice tvpes: one-slot. three-sior
‘\AL A slot, as we said before. is 625 Us. However. in a onc-slot trame exchange, 259 TR
needed for hopping and control mechanisms. This means that
only 625 - 259. or 366 ps. With a I-MHz bandwidth and
frame is 366 bits.
A three-slot frame occupies three slots. However. Since 259 Us is used for hopping.
the length of the frame is 3 x 625 - 259 = 1416 Hs or 1616 bits. A device that uses g
three-slot frame remains at the same hop (at the same ¢
Even though only once hop numbcr is used. three
the hop number for each frame s equal to the i
A five-slot frame also uses 259 bits
frame is 5 x 625 - 259 =2866 bits.
Figure 14.24 shows the format ofthe three frame I\ pes.
The following describes each field-

OF Tiv ¢-5 g

a one-slot frame can last

| bit’'Hz. the size¢ of aone-slof

arrier trequency) for three slots
hop numbers are consumed. That means
stslotofthe frame

for hopping, which means that the length of the

O Access code. This 72-bit tield normalls

contams svachronization bits and the
identitier of the primary to distineyish the f

rame ot one piconet from another.



\ultiplexing
The L2CAP can do multiplexing. Al the sender site. 1L accepts data frop, »

" e e , : ne
upper-layer protocols. frames them. and delivers them 1o the. basebang layer {
it accepts a frame from (he baseband laver. extracts the daty 'lﬂn i‘ A he

] s s - dN( T
It creatcs a kind of virtual channe| 1y, deliy,
¢ \\Q“
1|

ols.

receiver Site.
them to the appropriate protocol layer.
discuss in later chapters on higher-level protoc

e

Seementation and Reassembly
Id in the baseband layer is 2774 bits_ or 343 ,
o T yigs

The maximum size of the payload fic
This includes 4 bytes to define the packet and packet length. Therefore. the gz
0 lht‘

packet that can arrive from an upper layer can only be 339 bytes. However, applica
o e ’ Cal

acket that can be up to 65.535 bytes (an |ny "

J A crne|

lavers sometimes need to send a data p
packet. for example). The L 2CAP divides these large packets into segments and g4
) adds

extra information to define the location of the segments in the ariginal packel, |y
¥ : ¢
L2CAP segments the packet at the source and reassembles them at the destination



Connecting LANS, Backba}»,e N
Networks, and Virtual LANs ;,,f,«,.

*

L)

LANs do not normally operate in isolation. They are connected 1o ONE anoihg, |
F iy
(

InternctaTo connect LANSs, or segments 0fLANs. we use connecting dey i e I
e ¥
(i g

devices can operate in different layers of the Internet model. In this chapye, we g
IS
dl\Lll\\ those thay L
’Dtr'a,r,,

only those that operate in the physical and data link layers: we

in the first three layers in Chapter 19
| IV

Alter discussing some connecting devices, we show how they are oy
backbone networks. Finally, we discuss virtual local arca networks (V| ANs). o

I5.1 CONNECTING DEVICES

In this section, we divide connecting devices into five different categories has
4 .
S |

layer in which they operate in a network. as shown in Figure. 15
Figure 15.1  Five categories of connecting devices !
A ’ 1/
o
\L':\W"" ‘,
' Data link Jata link
| Physical . ~ Pl
L TR T T s
T A AR i AT |
'{.L::i:.".'.(':,, 4 'éaﬁ;ivt, ]‘lll]l At Lt i

o

The five categories contain devices which can be defined as

Those which operate below the physical laver such as a passive hub

'hose which operate at the physical laver (a repeater or an active hub)
AR

roatw

to

'hose which operate at the physical and data link lavers (a bric

+J

switch).
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ot AT s
ep;aters (HU b) : =
R

eris @ device that operates only in the phy
. repeaw“hin a network can travel a fixeq dis
jon

tane
f::fﬁ**"*"the data. A repeater receives

\ JArry Emmr-
_ € betore a;tenuation'ﬁg’lmm
er 4 Signal and, before it
«ed. regenerates the ariginal bit payer,
:7‘ upC *
cort

A becomes 100 weak op
e g e S The repeate then sends the refreshed
. qal. A repeater can extend the physical length of a LAN. as shown in Figure 152
sighe |

Sical layer, Signals that

LR AN
A repeater connecting o

—

segmenis ofq L.AN

——— ————

N VY
_—

1
1
o
[
|

;|-

Repeater

Segment |

Sepment 2

o SN—

o R
A repeater does not actually connect two LANs: it

connects two segments of the
' ot single ¢peater 1s not
me LAN. The segments connected are still part of onesingle LAN. A repez

adevice that can connect two LANs of different protocols.

—



1 en it i d or COrrupled >ighiai. 1t Lrcaies a g
' | Ives a weakened ¢ . ‘
51gnal. When it recc ;-. \

the original strength.

A repeater is a regenerator, not an amplifier:

S

ital. A repcater must be pla

The location of a repeateron a link 1S Vv ‘ st be
meaning of any of s bits,

ore any noise changes the

\ it bet
nal reaches i1t be ‘ ‘ .
Ca without destroving its identity (se

‘\c’" alter the precision of a bit's voltage

/EUP WhE corrupted bit travels much farther, - '

. e meaning completely. At that point. the original wn'llagc s not recovers
(’“\)L \9“3 needs to be corrected. A repeater placed on the line before the legib
becomes lost can still read the signal well enough o determine the

and replicate them in their original form.

however., accumulated nois

Fieure 153  Function ofa repeater

l

| R Y /
epeater E‘ s

( signal

a. Right-to-teft transmission

‘ N 3 —

DD ==y [0
B B ak I 1

| Corrupted Repeater Res

signal

b Left-to right transmission

Active Hubs

Anactive hub is actually a multipart repeater. It is normally used Lo
between stations in a physical star topology. We have b exampl
Ethernet implementations (I0Base-T. for example). However. hitbs
create multiple levels of hierarchy. as shown in Figure 15.4. The
hubs removes the length limitation of 10Base-| (]()(3 m) -

Bridges

(/j\ b-l’ldg:t.‘ opcrates in both the ph_\'hl\;aﬁ and the data link Ill_\lCl'
cvice. 1tregenerates the signal it receives. As g data link laver de

el e el o N FRm A e
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problem Transparent bridges V\'OI'}-' £ ' ; -»Il/@fQ(C_-‘Ll)
ridges in the syst§m, Systems adm-m.‘gtmtm‘S l;(‘;\:l\ﬁ !()ng'aﬁ there are no redundant

e lhia.ﬂ one bridge buflween a pair of LANg) ) Ln:::\ lll;i,t’i}o have redundant hrld‘gcs
bridge Eails. another bridee talles over;uridt.the 1‘-&"\;“0!.8)-/3&'“ more reliable. 1fa
gedundancy can create loops in the system, which is V;’h’t s repaired or replaced
shows a very simple example of a loop created in a Syste;ywtz?}?ixgafﬁNl"igurc =

. LANs connected

by twO bridges.

~Station A sends a frame to statl 2 W
| : station D. The tables of both bridges are empty. B h
forward the frame and update their tables bas pry. Bot
p eir tables based on the source address A.
i N()w‘ there arc .lwo COplCS.Ol the frame on LAN 2. The copy sent out by bridge s
received by bridge 2. which does not have any information about the destination
address D; 1t floods the bridge. The copy sent out by bridge 21 received by bridge |
and is sent out for lack of information about (). Note that each trame s handled
separately because bridges, as tWO qodes on a network sharing the medium. use an
CCesS method such tables © both bridges arc updzncd, hut sl

as CSM A/CD. The )
there is no information

for destination D.
| th copies
3. Now there are two copic

s and regen-

s of the frame O LAN 1. Step2is repeated. and bo
flood the network.

4. The process continues on al
erate frames. So 1N each 1te¢

frames.

To solve the looping problem.
spanning tree algorithm 10 cre

ate a loopl

1d on. Note t

ration. there

the [CELE sP
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e also repealer

perated fresh cop
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T
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Spanning Tree

“In graph theory. a spanning tree is a graph in which there is 70 100p; In 2 bridgeg
LAN, this means creating a topology in which each LAN can be reached irom .

oy of

other LAN through one path onl¥* no loop). We cannot change the physical o

DUl » L -

the svstem because of physical connections between cables and bridges. put we 3
create a logical topology that overlays the physical onc. Figure 158 shows a syaem
with four LANs and five bridges. We have shown the physical system and its reprosen-
tauon n graph theon . Although some textbooks represent the [ ANs 4 Jes
bridges as the connecting arcs. we have shown both 1. ANs and bridges a nodes The
connecting arcs show the connection of a LAN 10 a bridge and vice versa Joting
the spanning tree, we need to assign a cost (metric) to each arc® [ he Interpreiation
the cost is left up to the systems administrator. It may be the path with minimum hons
(nodes). the path with minimum delay. or the pzth with maximum bandwidih 1fn
ports have the same shortest value. the systems adminisirator just chooses one W: have
chosen the minimum hops. However. as we will see in Chapter 22. the hop count 1s nor-
mally | from a bridge to the LAN and 0 in the reverse direction.

The process to find the spanning tree involves three steps:

1
M=

I. Every bridge has a built-in ID (normally the serial number. which is unique). Each
bridge broadcasts this ID so that all bridges know which one has the smallest ID

\\

The bridge with the smallest ID is selected a- the roor bridse (root of the tree) We
assume that bridge B 1 has the smallest ID. It is. Iheretore selected as the rool
bridee.
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Routers

A router is a three-layer device that routes packets based on their 1ogicq) |
(host-to-host addressing). A router-normally connects LLANs and W/\Ns.in [hé‘ddr .
and has a routing table that is used for making decisions about the roye 'l'hk,lf‘lcrnu
tables are normally dynamic and are updated using routing protocols, We disc: f,'.“m”g
ers and routing in greater detail in Chapters 19 and 21. Figure 1511 showy 4 D':;Snrlmtl‘
Ol the o

Internet that uses routers to connect LANs and WANs. ©

CSSQ\

Flgure 15.11  Routers connecting independent [ANs and W ANs

|
1o the rest

of the Internet
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5.3 VIRTUAL LANS

J station 1S considered partofa LANifit physically belongs to-that LAN. The et

ofmcmbershlp is geographic. What happens if we need a Lvir;tual cc;;r: tl'he —
WO stations belonging to tWo different physical LANs? We x:a‘liiroughlv d::t“n(r:: :i‘i\:tce-[}
local arca network (VLAN) as @ local area network configired by software. nmu;\

xample 10 elaborate on this definition. Figure 13,13 shows &

o firm In which 10 stations are grouped into three | ANs

switched LAN inan engineerin
hff AN the hirst t:‘lm:j‘

hat are connected by a switch. The first four engineers work 10get

e next three engineers work together as the second group: and the last thre¢ engineers
The LAN 1 configured 10 allow this arrangement

work together as the third group. - apoineers from
But what would happen if the administrators |1§eded t.o move\t:\“ Jﬁhn‘d oroup”
the first group to the third group, 0 spccd up the pro.wa:llb‘cm “wrk, !

The LAN configuration would need 10 be changed: Vi i<

ewire. The problem is repeated . in anothe! Y th
their previous group. In a switched LAN, changes M
chE‘“gf’:s in the network conﬁguration-
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Membership
What characteristic can be used to group 5“"““’"5 ina VLAN? Venggy,
bers. MAC addressessIP addregge :!SQ ity
¥ p m t”l

characteristics such as port num s
addresses. or a combination of two or more of theses “lu%

'

Port Numbers
Some VLLAN vendors use switch port numbers as a membership charag
. i Crisy,
example, the administrator can dclrr.m that stalu?ns connecting to ports | “1‘&. For
belong to VLAN L stations connecting o ports 4, 10. and 12 belong 1o vy /;«N' ang y
“ 2'
. and

S0 0n.
MAC Addresses
Some VI.AN vendors use the 48-hit MAC address as a membership chargerer::
" . ‘\“C
ations having MAC addresses 12135 Forg
TRAADG T
ALY

example. the administrator can stipulate that st
and F2A 123BCD34 | belong to VLAN [

IP Addresses

Some VLAN vendors use the 32-bit [P address (see Chapter 19 as a membership o
acteristic. For example, the administrak -
181.34.23.67, 181.34.23.72, 181.34.23.98, an

yr can stipulate that stations having 1P gy,
< & ST
d 181.34.23.112 belong to VLAN | ¢

Multicast IP Addresses
Some VAN vendors use the multicast IP address (see Chapter 19) as a membershiy
characteristic. Multicasting at the IP layer 18 now translated to multicasting at the day

link layer.

Combination
allows all these characteristics o

Recently. the software available from some vendors
The administrator can choose one or more characteristics when mstalling

be combined.
the software. In addition. the software can be reconfigured Lo change the settings

Configuration
ped into different VLANSs? Stations are configured in one of

How are the stations grou
three ways: manual, semiautomatic. and automatic.

Manual Configuration

In a manual configuration, the network administrator uses the VLAN software (o man-

ually assign the stations into different VLANs at setup. Later migration from one
is not a phvsical configuration.

VLAN to another is also done manually. Note that this
it is a logical configuration. The term manuaily here means that the administrald!
VLAN

types the port numbers. the IP addresses. or other characteristics. using the

software.



“ER 1S CONNECTING LANs, BACKBONENETWORKS, AND VIRTUAL L ANg
S
Automatic Configuration Coe

In an automatic configuration, the stations are automatically connected or disconnected
from a VLAN using criteria defined by the administrator. For example, the administra-
tor can define the project number as the criterion for being a member ofa proup When
a user changes the project. he or she automatically migrates 1o a new VEAN

Semiautomatic Configuration

A semiautomatic configuration is somewhere between a manual configuration and an
automatic configuration. Usually, the initializing 1s done manually. with migrations
done automatically.

Communication Between Switches

In a multiswitched backbone. each switch must know not only which station belongs to
which VLAN, but also the membership of stations connected to other switches. For
example. in Figure 15.17. switch A must know the munhua.h;.p status of stations con-
nected to switch B, and switch B must know the same aboul’ ﬁ‘mluh A Three methods

have been devised for this purposce: table maintenance. tunm ld'LglnL and time-division
multiplexing. Lot
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Advantages
There are several advantages to using VELANs,

Cost and Time Reduction ™

VLANSs can reduce the migration cost of stationy BOIIE [1on, Ol

Physical reconfiguration takes time and is costly. Instead of pllymall Y Moy
(s_— i

ton to another seamentoreven o another switeh, 1t s mucl HINTU

it by using software.

Creanng Virtual Work Groups
VLANSs can be used to create virtual work groups: | o example. i Campy
UN ¢y o,
ment. professors working on the same project can send broadcys MEssage i
”f;_i‘-. "

another without the necessity of belonging 1o the same departmeny his %
* Nl ted
traftic if the multicasting capability of 1P was previously used,

Security
VLANSs provide an extra measure of security. I'cople belonging o the same group
send broadcast messages with the guaranteed assurance that users in other groups w

not receive these messages.




