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Types of Errors

 Data transmission suffers
unpredictable changes
because of interference

* The interference can
change the shape of the
signal

v' Single-bit error
means that only 1 bit

of a given data unit
(such as a byte,
character, or packet)
is changed from 1 to
OorfromOto1l



Types of Errors

v Burst Error means
that 2 or more bits
in the data unit
have changed from
1to 0orfromOto
1



Types of Errors

v' Single-bit error
means that only 1

bit of a given data
unit (such as a byte,
character, or packet)
is changed from 1 to
OorfromOto1l

v Burst Error means
that 2 or more bits
in the data unit
have changed from
1toO0orfromOto1l



Single-Bit and Burst Error
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Redundancy

Central concept in
detecting or correcting
errors is Redundancy

To be able to detect or
correct errors, we send
some extra bits with our
data

The presence of these
redundant bits allows
the receiver to detect or
correct corrupted bits



Detection versus Correction

Correction is more
difficult than the
detection

In error detection, we
are only looking to see if
any error has occurred
(Yes or No)

We are not interested in
the number of corrupted
bits in Detection

Single-bit error is same
as a Burst error



Detection versus Correction

* In Error Correction, we
need to know:

v" The exact number of
bits that are
corrupted and,

v" Their location in the
message



Redundancy is achieved
through various coding
schemes

Sender adds redundant
bits through a process
that creates a
relationship between
redundant bits and the
actual data bits

The receiver checks the
relationships between
the two sets of bits to
detect errors



Coding

The ratio of redundant
bits to data bits and
the robustness of the
process are important
factors in any coding
scheme



Types of Coding Schemes

 Coding schemes can be
divided into 2 broad
categories:

v" Block Coding

v Convolution Coding



Block fCodi‘ng

* We divide our message
into blocks, each of ‘k’
bits, called datawords

e We add ‘r’ redundant
bits to each block to
make the length ‘n =k +
rl

* The resulting ‘n-bit’
blocks are called
codewords



BLOCK CODING in Error Detection

If the following two
conditions are met, the
receiver can detect a
change in the original
codeword:

v The receiver has (or
can find) a list of valid
codewords

v" The original codeword
has changed to an
invalid one



Process of Error Detection in Block Coding
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Block fCodi‘ng

* We divide our message
into blocks, each of ‘k’
bits, called datawords

e We add ‘r’ redundant
bits to each block to
make the length ‘n =k +
rl

* The resulting ‘n-bit’
blocks are called
codewords



Let us assume that k =2 and n = 3. Table below shows the
list of datawords and codewords. Later, we will see how
to dgrlve a cod word from a dataword. 72 k Y
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Hamming Distance

Hamming Distance
between two words of
the same size is the
number of differences
between the
corresponding bits

Hamming Distance
between two words x
and y is d(x,y)

Hamming distance
between received
codeword and sent
codeword is number of
bits corrupted



Let us find the Hamming distance between two pairs of
words.
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Minimum Hamming Distance

Minimum Hamming
Distance is smallest
hamming distance
between all possible
pairs of codewords

dmin= s+1

where,
s =2 no. of detectable
errors
dmin= minimum
hamming distance



A code scheme has a Hamming distance dmin = 4. This
code guarantees the detection of up to how many errors?

olmin =4
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Linear Block Codes

e Subset of Block Codes in
which the exclusive OR
of two valid codewords
creates another valid
codeword



The code below is a linear block code because the result of
XORing any codeword with any other codeword is a valid
codeword. For example, the XORing of the second and
third codewords creates the fourth one.

Datawords Codewords Datawords Codewords
00 000 [0

01 |1

The numbers of 1s in the nonzero codewords are 2, 2, and
2. So the minimum Hamming distance is dmin = 2.




Parity-Check Code

* Most common error-
detecting code

* Linear block code
(n=k+1)

* The extra parity bit is
selected to make total
number of 1s in
codeword even



Simple parity-check code C(5, 4)
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Datawords Codewords Datawords Codewords
( 0000) 00000~ 1000 10001

0001 00011 1001 10010

0010 00100 1010 10100

0011 00110) 1011 10111

0100 01000) 1100 11000

0101 01010) 1101 11011

0110, 01100) 1110 11101

0111 01111 111 11110
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Encoder & decoder for simple parity-check code
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CYCLIC CODES

e Special linear block
codes with one extra
property

* |If a codeword is
cyclically shifted
(rotated), the result is
another codeword

 |f1011000is a
codeword and we
cyclically left-shift, then
0110001 is also a
codeword



Cyclic Redundancy Check (CRC)

e Subset of Cyclic Codes

e Cyclic redundancy
check (CRC) is used in
networks such as LANs
and WANSs



Dataword

Codeword

A CRC code with C(7, 4)

Dataword

Codeword

0000

0000000

1000

1000101

0001

0001011

1001

1001110

0010

0010110

1010

1010011

0011

0011101

1011

1011000

0100

0100111

1100

1100010

0101

0101100

1101

1101001

0110

0110001

1110

1110100

0111

0111010

1111

1111111




Cyclic Redundancy Check (CRC)

e Subset of Cyclic Codes

e Cyclic redundancy
check (CRC) is used in
networks such as LANs
and WANSs



CRC Encoder and Decoder
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Cyclic Code Analysis using Polynomials
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Advantages of Cyclic Codes

 Good performance in
detection:
* Single-bit errors
* Double errors
* Odd number of
errors
* Burst errors

 Easy Implementation

* Fast Implementation



CHECKSUM

* Error-detection
technique that can be
applied to a message of
any length

 Checksum mostly used
at the network and
transport layer rather
than the data-link layer



Checksq

Sender / Receiver
Message L Message (/ A/”
m bits | mbits| e e e (@ mbits |[mbits| e e e [mbits )
|

[
All 0’s ‘

Discard

——> (enerator
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m bits | m bits e o o m bits | m bit ﬁ . : - :
S m bits | m bits ¢ o o m bits | m bits

Message plus checksum

Message plus checksum




Concept behind Checksum

* The idea of the
traditional checksum is
simple. We show this
using a simple example



Suppose the message is a list of five 4-bit numbers that
we want to send to a destination. In addition to sending
these numbers, we send the sum of the numbers.

Set of numbersis (7, 11, 12, O,@

7411 1124016 =36

<7 I, (23 O é, 36) 4-h )t o <89CA</5>

///




In the prewous example, the decimal number_j in binary is
(100100)z To change it to a 4-bit number we add the extra
leftmost bit to the right four bits as shown below
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Forward Error Correction

Retransmission of
corrupted and lost
packets is not useful for
real-time multimedia
transmission

We need to correct the
error or reproduce the
packet immediately

Several techniques
developed and are
commonly called
Forward Error Correction
techniques



Using Hamming Distance

For error detection, we
definitely need more
distance

It can be shown that to

correct ‘t’ errors, we

need to have:
d.,=2t+1

If we want to correct 10
bits in a packet, we need
to make the minimum
hamming distance 21 bits

A lot of redundant bits
need to be sent with the
data



Using Hamming Distance

If we want to correct 10 bits in a packet, we need to make the
minimum hamming distance 21 bits
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Usin XOR

Another recommendation
is to use the property of
the exclusive OR operation
as shown below.

=P, ®P,®. 0P @... P,

This means:

Pi i Pl@PZ@'@R@ $ '@PN



Using XOR

Another recommendation Dala, = /D, —> P,V
is to use the property of

st 2 P69 6R of
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Chunk Interleaving

* Another way to achieve
FEC in multimedia is to
allow some small
chunks to be missing at
the receiver

 We cannot afford to let
all the chunks
belonging to the same
packet be missing;
however, we can afford
to let one chunk be
missing in each packet



a. Packet creation at sender

Interleaving

ackets rece1vgd

/Q B
AT S— b. Packets sent
Lost
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Combining Hamming Dista‘nce & Interleaving

* Hamming distance and
interleaving can be
combined

e We can first create n-bit
packets that can correct t-
bit errors

* Then we interleave m
rows and send the bits
column by column

 Possible to correct burst
errors up to m X t bits of
errors



Compounding High & Low Resolution Packets

* Creation of a duplicate
of each packet with a
low-resolution
redundancy and
combine the redundant
version with the next
packet

* For example, we can
create four low-
resolution packets out
of five high-resolution
packets and send them



Compounding High-and-Low resolution Packets

Legend

|:| High-resolution packet

E Low-resolution packet

L
|:| Empty packet

Compound packet

Creation of
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Data Link Control (DLC) Services

The data link control
(DLC) deals with
procedures for
communication between
two adjacent nodes no
matter whether the link
is dedicated or broadcast

Data link control
functions include
framing, flow control
and error control



DLC Servicgs

Data link control sublayerD

Media access control sublayer

Data-link layer

a. Data-link layer of a broadcast link

Data link control sublayer D

Data-link layer

b. Data-link layer of a point-to-point link

r

DLC Services

C

Framing

Flow Control

Error Control




Data-Link layer needs to
pack bits into frames, so
that each frame is
distinguishable from
another

Our postal system
practices a type of framing

Framing separates a
message by adding a
sender address and a
destination address



* The destination address
defines where the packet
is to go; the sender
address helps the
recipient acknowledge
the receipt



Frame Size

 Why not one BIG Frame?
* Frames can be of:

v Fixed Size
> Size acts as a
boundary/delimiter

v’ Variable Size
» How to define
Beginning and End
of a Frame?



Variable Framing Techniques

Oriented Framing

/

Character

ey

Variable
Framing —— LAN;
Techniques —_—
Bit Oriented
Framing




A Frame in a Character-Oriented Protocol

Dolr, — §- b hauactus /Mﬂ
(ASCIJ.)
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Connection Oriented Framing

e Data to be carried are 8-bit
characters



Byte Stuffing in Connection-Oriented Framing

 Connection-oriented
Framing used text
characters as flags

* Nowadays any character
used for flag can also be
a part of the data

* Inorder to avoid
confusing the receiver,
we use Byte Stuffing



Byte Stuffing in Connection-Oriented Framing

e Several Issues:

v' One or more escape
characters followed
by a byte with same
pattern as a flag?

v Unicode (16/32 bit)
vs. 8-bit characters

e Datais stuffed with a
pre-defined Escape
Character (byte) when
there is a character with

same pattern as a flag



Byte Stuffing and Unstuffing

(}Ak (aw(
$ D
(- Data from upper layer /
ESC
/N

| ESC ] Esc Trailer |9,

\ 1/ \_/
Trailer

Header

Frame received
Flag Header

Unstuffed

Flag ESC
Data to upper layer J




Bit-Oriented Framing

Data section of frame is
a sequence of bits

We need a delimiter to
separate one frame
from the other

A special 8-bit pattern
(01111110) to define
beginning and end of a
frame

Same issue as
Connection-oriented
Framing



A Frame in a Bit-Oriented Protocol

Data from upper layer

Variable number of bits

01111110 01111010110 e« 11011110 gygnEd 01111110

Flag Flag



Bit Stuffing and Unstuffing

Data from upper layer
0001111111001111101000

a——
Stuffed '
Frame sent -

Header 000111110110011111001000 [EVENIES

Frame received

- Header 0001117100011171000000 MEyTRILS
/Unstuffed

O0001111111001111101000

Data to upperlL'
-




Flow and Error Control

* One of the
responsibilities of the
data-link control sublayer
is flow and error control
at the data-link layer



Flow Control

Balance between
production and
consumption rates

If frames are produced
faster than they are
consumed at the
receiving data link layer,
the frames will be
discarded

Use of buffers; one at
sending end and other at
receiving end



Flow Control at the Data Link Layer

Sending node Receiving node

. Frames are pushed )
Data-link Producer > | | Consumer Data-link
layer layer

0 |

Flow control

=




e Consumers need to
communicate with the
producers on two
occasions:

v When the buffer is
full; &

v When there are
vacancies

v' If the two parties use a
buffer with only one
slot, the communication
can be easier



Error Control

* Error Control at Data Link
layer uses CRC in one of
the two ways:

v' If a frame is corrupted,
it is silently discarded
and if it is good, it is
delivered to network
layer

v If frame is corrupted,
it is silently discarded
and if it is good, an
acknowledgement is
sent to sender



Connectionless and Connection-Oriented

A DLC protocol can be
either connectionless or
connection-oriented

e Connectionless: No
relationship between the
frames

e Connection-Oriented:
Frames are numbered
and sent in order



DATA-LINK LAYER PROTOCOLS

* Traditionally four
protocols have been
defined for the data-link
layer to deal with flow
and error control:

v’ Simple Protocol

v’ Stop-and-Wait
Protocol

v' Go-Back-N Protocol

v’ Selective-Repeat
Protocol

e Last two protocols have
almost disappeared
completely



Finite State Machine (FSM)

A machine with a finite
number of states

Machines stays in one of
the states until an event
occurs

Each event is associated
with 2 reactions:

v’ List of actions to be
performed

v’ Determining the next
state



Finite State Macine (FSM)

Event 1
Note: Action 1
The colored Action 2

arrow shows the
starting state. AT\ \/ '
> ‘ / 7 ] Event 2
i vt =4




DATA-LINK LAYER PROTOCOLS

* Traditionally four
protocols have been
defined for the data-link
layer to deal with flow
and error control:

v’ Simple Protocol

v’ Stop-and-Wait
Protocol

v' Go-Back-N Protocol

v’ Selective-Repeat
Protocol



Simple Protocol

Simple protocol has
neither flow nor error
control

Assumption: The receiver
can immediately handle
any frame it receives

The receiver can never be
overwhelmed with
incoming frames
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FSM for Simple Protocol

Make a frame and send it.

ack : f) vork laver.
acket/came from network layer. i fadu,é M

Start —>

Ready ]f‘

-

Sending node P M

4 /

Frame arrived.

~

Deliver the packet to network layer.

(— 2

Ready [©
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>

/

Receiving node



Here is an example of communication using this protocol.
It is very simple. The sender sends frames one after
another without even thinking about the receiver.

Sending node Receiving node

Network Data-link Data-link Network

Frame

| T T T~ e
| I \‘ Packet
I I 7 === —>

| Packet ' '

: —————— > Frame !

| | \ Packet

| | ° i T T T T~ >
I | ° | |
Y Y Y Y



Stop-and-Wait Protocol

e Stop-and-Wait protocol
uses both flow and error
control

* The sender sends one
frame at a time and waits
for an acknowledgment
before sending the next
one

* To detect corrupted
frames, we add a CRC
code



Stop-a nd-WaitProtocoI

Sending node

Network —
Y
Data-link |
(|

Frame ACK

Receiving node

— Network
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E— ]
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>
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Logical link (duplex)

Data-link



Stop-and-Wait Protocol

e Stop-and-Wait protocol
uses both flow and error
control

* The sender sends one
frame at a time and waits
for an acknowledgment
before sending the next
one

* To detect corrupted
frames, we add a CRC
code



Legend

\
@ Start the timer.

@ Stop the timer.

@ Restart a time-out timer.
S

Notes:

A lost frame means
etther lost or corrupted.
A lost ACK means either
lost or corrupted.

Sendmg node

Receiving node
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Data-link

Network




Legend

-
@ Start the timer.

@ Stop the timer.

@ Restart a time-out timer.
o J

Notes:
A lost frame means
either lost or corrupted.

A lost ACK means either

lost or corrupted.
—————m

%%

Frame 0 1s discarded
because the receiver
expects frame 1.

Sending node

Network

L]

Data-link

Receiving node

=
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Data-link

Network




Piggybﬁacki‘ng

* Both Simple and Stop-and-
wait protocols are designed
for unidirectional
communication

e Data flows in one direction
and ACK travels in the
other

 To make the system
efficient, the data in one
direction is piggybacked
with the acknowledgment
in the other direction



High-level Data Link Control (HDLC)

Bit -oriented protocol for
communication over
point-to-point and
multipoint links

It implements Stop-and-
Wait protocol

Most of the concepts
defined in this protocol is
the basis for other
protocols such as PPP,
Ethernet, or wireless LANs



Configurations & Transfer Modes in HDLC

HDLC provides two
common transfer modes
that can be used in
different configurations:

v" Normal Response
Mode (NRM) &

v Asynchronous
Balanced Mode (ABM)



Normal Response Mode
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Combined

Asynchronous Balanced Mode

/

Command/response

4o

Combined

Command/response

/



 HDLC defines three
types of frames:

v information frames
(I-frames)

v’ Supervisory frames
(S-frames)

v" Unnumbered frames
(U-frames)



HDLC Frames

b acloliery one/pwe gyb/o > FLE
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Point-to-Point Protocol (PPP)

Most common protocol
for point-to-point access

Millions of Internet users
who need to connect

their home computers to
the server of an Internet
service provider use PPP

To control and manage
the transfer of data,
there is a need for a PPP
at the data-link layer



Services provided by PPP

The designers of PPP have included several services to make
it suitable for a point-to-point protocol, but have ignored
some traditional services to make it simple

Services Included Services Not Included

Framing Flow Control

Link Establishment and Data Error Correction (PPP has
Exchange CRC detection only)
Authentication No Sequence Numbering
Multilink PPP Address Absence of sophisticated
configuration Addressing Mechanism

Network Address configuration



Point-to-Point Protocol (PPP)

Most common protocol
for point-to-point access

Millions of Internet users
who need to connect

their home computers to
the server of an Internet
service provider use PPP

To control and manage
the transfer of data,
there is a need for a PPP
at the data-link layer



PPP Frame Frmat

PPP uses a character-oriented (or byte-oriented) frame

b —

o p RC
& byl R
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(ITIT1111), — — (00000011), ?
H Flag ‘Address‘ Control \ Protocol Payload FCS | Flag
1 byte 1byte 1byte 1/2 bytes Variable 2/4 bytes 1 byte
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Multiplexing in PPP

e Although PPP is a link-
layer protocol, it uses
another set of protocols
to establish the link,
authenticate and carry
the network-layer data

* Three sets of protocols
are:

* Link Control Protocol
(LCP)

 Two Authentication
Protocols (APs)

e Several Network
Control Protocols
(NCPs)



Multiplexing in PPP

Protocol values:
LCP: 0xC021

AP : 0xC023 and 0xC223

NCP: 0x8021 and ....
Data: 0x0021 and ....

NP — IPCP

Network Data from differcht
layer networking protocols Data
NCP \/
. : AP
Data-link
o [OSICP CHAP Lcp 7
o IPCP PAP |
Flag | Address| Control Protocol\/ FCS Flagl
Legend z
(LCP: Link control protocol AP / PA{
AP : Authentication protocol
| NCP: Network control protocol ICHAP



LCP Packet encapsulated in a Frame

1 1 2 Variable
LCP packet |Code| ID | Length
\

Payload
(and padding)

Address

Control | 0xC021 FCS UL



LCP Packets

Code Packet Type Description

0x01 rConﬁgl.lre—1‘ef.lue.<st Contains the list of proposed options and their values
0x02 ﬁ \ Configure-ack Accepts all options proposed

0x03(+ Configure-nak Announces that some options are not acceptable
0x04 Configure-reject Announces that some options are not recognized
OXOS/(\ ﬂTe1‘minat.e—request Request to shut down the line

0x04 #/|| Terminate-ack Accept the shutdown request

0x07 f'i?ode—re_iect Announces an unknown code

Announces an unknown protocol

OXOSA Protocol-reject
0x0 /.;) Echo-request

A type of hello message to check if the other end is alive

Echo-reply

—

The response to the echo-request message

Discard-request

A request to discard the packet




Multiplexing in PPP

e Although PPP is a link-
layer protocol, it uses
another set of protocols
to establish the link,
authenticate and carry
the network-layer data

* Three sets of protocols
are:

* Link Control Protocol
(LCP)

 Two Authentication
Protocols (APs)

e Several Network
Control Protocols
(NCPs)



Authentication Protocols in PPP

PPP
Authentication

Password Challenge
Authentication Handshake
Protocol Authentication
(PAP) Protocol
(CHAP)




PAP packets encapsulated in a PPP frame

Authentic ate@

N——"

Authenticate-ack or authenticate-nak

| 1 1 2 1 Variable 1 Variable |
|
|
| Authenticate-request )C ode: 1| ID | Length Usier HAME ser name Password Password !
| ength length |
| |
|
| Authenticate-ack |§ode: 2| ID | Length Message User name |
(7 | length |
ot '
|
|
Q V g | Authenticate-@ Code: 3| ID | Length Message User name |
| length PAP packets |
. |

\

Payload

Address | Control

(and paddlng)



CHAP Packets encapsulated in a PPP frame

Challenge

( Response \

’..
~ e
1 1 2 1 Variable  Variable
Challenge | Code: 1| ID | Length Challenge | Challenge Name
length value
g Response | Response
Response | Code: 2| ID | Length Name
length value
Success [Code: 3| ID | Length | Message
Failure |Code: 4| ID | Length | Message
CHAP packets

Address

Control

0xC223

Payload

(and padding)




Internet Protocol Control Protocol (IPCP)

! 1 2 Variable
piﬁi Code | ID | Length IPCP information

Payload

0x8021 (and padding)




Code values for IP(_ZP Packets

Code IPCP Pfit"k{f’f
0x01 Configure-request
0x02 Configure-ack \/
0x03 Configure-nak e
0x04 Configure-reject
0x05 Terminate-request e
0x06 Terminate-ack /
0x07 Code-reject o )




IP datagram encapsulated«in a PPP frame

0
Ui’ IP packet User data

Address | Control

Payload

bmbizl (and padding)




Media Access Control (MAC) Sub-Layer

e When nodes use a
multipoint or
broadcast link, we
need a multiple-access
protocol to coordinate
access to the link

 Many protocols have
been devised to handle
access to a shared link

* All of these protocols
belong to Media Access
Control (MAC) sub-layer



Taxonomy of Multiple-Access Protocols

Multiple-access
protocols
[ |
Random-access Controlled-access Channelization
protocols protocols protocols

ALOHA — Reservation —— FDMA
CSMA/CD — Polling —— TDMA
CSMA/CA —— Token passing —— CDMA



Random Access

In random-access or
contention no station is
superior to the other and
none is assigned control
over the other

Station that has data to
send uses a procedure
defined by the protocol to
make a decision on
whether or not to send

This decision depends on
the state of the medium
(idle or busy)



ALOHA

e ALOHA, the earliest
random access method,

was developed in early
1970s

* Designed for a radio
(wireless) LAN, but it can
be used on any shared
medium

* Potential collisions in
this arrangement as the
medium is shared
between the stations



When a station sends
data, another station
may attempt to do so at
the same time

The data from the two
stations collide and
become garbled



Station 1
Station 2 | 5
Station 3 (. ;

Station 4 |25

Frames in a pure ALOHA network

we ALOHA —s Shittid Ao

~—_" Vv N4
[ ] [ ]
\vaa V
. (=
va -
[ ] ]
— » Time
Collision Collision
duration duration

725_’ BaCkﬁﬂTme S T4 ﬁmdom NAA;é



ALOHA

e ALOHA, the earliest
random access method,

was developed in early
1970s

* Designed for a radio
(wireless) LAN, but it can
be used on any shared
medium

* Potential collisions in
this arrangement as the
medium is shared
between the stations



Procedure for pure ALOHA protocol

Legend

/ K { ¢\6 Station has
K : Number of attempts V4 e ? a frs )
a frame to send

T, : Maximum propagation time
Ttr Average transmission time

Tp: (Back-off time): R x T or R x Ty, K=0 —_
R : (Random number): 0t0 25— 1 //mt M
|

T\ Send the _
Walt Qe & framte / 2 X
(A I
l Choose !O h”)
R
v

[false]

T Iﬁ """ 0<—( K=K+1)
‘A 7%»0«( [true]

Abo t@

| ACK lj
recerved?




Vulnerable Time for pure ALOHA protocol

[=2e}

A’s end B’send °
collides with collides with
B’s beginning C’s beginning
| | ¢ ¢ |
: A | |
| : |
|
: \_/ B //\)
: | \[/<
" — » Time
0 D
\7/ Vulnerable time =2 x Ty, v

Et 1. = Tine wdn B (¢)
4 iv’y & /lfulsk //amﬁ

v medivn



Slotted ALQHA

 We divide time into slots
of Ti#r sec and force the
station to send only at
the beginning of the slot

* Invented to improve the
efficiency of pure ALOHA

* If a station misses the
time slot, it must wait
until beginning of next
time slot reducing
vulnerable time to T# (vs.
2 x T+ for pure ALOHA)



Station 1 ¢ '
Station 2 |
Station 3

Station 4

Frames in a Slotted ALHA Network

Collision Collision
duration duration

o=

> Time

Slot 1 Slot2 Slot3 Slot 4

L_-—f—)\,_._)l__,_J

:
fo h.

Slot5 Slot 6



Vulnerable Time for Iotted ALOHA

B collides with C

| : : » Time
t— Tfr t t+T i
Vulnerable time = T,

>
Vi = T;Y (Vr ((wAwHﬂ)zzx@



Carrier Sense Multiple Access (CSMA)

To minimize the chance
of collision and,
therefore, increase the
performance, CSMA was
developed

The chance of collision is
reduced as the station is
required to sense/listen
to the medium before
sending data

‘sense before transmit’
or ‘listen before talk’



Space/Time Model of a oIIision in CSMA

pmfajm% D starts 1))'13 C start

S
t1me®] at time t,
A (B}-, — )‘ C L D

NS

R == '.I — ————————— tZ
Area where — 7

B’s signal exists

Area where —

both signals exist ._\
Y ,Arr:ea Whern? v
Time C’s signal exists Time



Vulnerable Tim in CSMA

G-T,

C senses " D senses
here here

B senses
here

Vulnerable time

-\"3 propagation time
Frame propagation

Time Time



Behavior of Three Persisence Methods

v

Transmit Transmit
Continuously sense Sense Sense
LY — I
= > Time S — - > Time
Busy | Busy PR
z, a. 1-persistent /W : b. Nonpersistent (ﬁ(ba;) m
(E/ HERNE Tj &’Ma ; CW? J
Send if Send if Send if
R <p. R <p. R <p.
A
Continuously sense | Wait a time slot | Wait a backoff | Wait a time slot
lllllllll l P otherwise o time A otherwise -
Y ’l" FIN »
— i | — — > Time
Busy Busy

C. p-persistent

¥ &a&% Foudue ¢



Carrier Sense Multiple Access/Collision Detection

CSMA method does not
specify the procedure
following a collision

CSMA/CD augments the
algorithm to handle the
collision

The station monitors the
medium after it sends a
frame to see if the
transmission was
successful. If there is a
collision, the frame is
sent again



Collision of the First Bits in CSMA/CD

Transmission : : ==--------4\27 Transmission
time -~ T A Me=cc------- time

: detection
v and abortion Collision
Time occurs Time
/4 — t +— éj OMW g
C > &, éz T bronsmeyneny
J




Collision and Abortion in CSMA/CD

Collision
occurs

Transmission
time

Transmission
time

A detects / :
collision and
aborts C detects

M collision A
Time and aborts Time




Flow Diagram for the CSMA/CD

Legend

/Tfr: Frame average transmission A
time
K : Number of attempts
R : (random number): 0 to 2¥ _ 1
(Tg: (Back-off time) =R x Ty,

Station has
a frame to send

_/

Wait T Apply one of the
seconds persistence methods

A

Create random
number R

Done or
collision?

B

Send a
jamming

_.-{ Collision
detected?




Energy Level During Transmission, Idleness and Collision

A Collision

Energy PZN

— >
Frame transmission Frame transmission) Time
@

IoMbps Etharnt
Somdacd




Carrier Sense Multiple Access/Collision Avoidance

« CSMA/CA was invented
for Wireless Networks

e Collisions are avoided
through the use of three
strategies:

v The Interfame Space

v" The Contention
Window

v' Acknowledgements



Flow Diagram for CSMA/CA

Legend

K: Number of attempts
Tg: Backoff time

IFS: Interframe Space
RTS: Request to send
CTS: Clear to send

[T

Abort

Station has
a frame to send

¢

[true]

[false]

[false] [true] Carrier sense I
AN
et " Sone (TFS
Choose a random number /

Contention

R between 0 and 25X — 1

=t ‘ -
window and use the Rth slot

CTS received
before time-out?

Wait IFS

Send ..
N Transmission
the frame
M
.-| ACK received
before time-out?

Success

K=K+1 )« x




Carrier Sense Multiple Access/Collision Avoidance

« CSMA/CA was invented
for Wireless Networks

e Collisions are avoided
through the use of three
strategies:

v The Interfame Space

v" The Contention
Window

v' Acknowledgements



CSMA/CA

Interframe Space (IFS):
Collisions are avoided by
deferring transmission
even if the channel is
idle

Contention Window:
Amount of time divided
into slots. Station
chooses a random
number of slots as its
wait time (one slot first
time and double each
time system cannot
detect an idle channel)



Contention Window

Size:

binary exponential
€ >

Continuously sense

i

Busv #1 Contention window/l\ Time




CSMA/CA

* Acknowledgement:
Positive
acknowledgement and
time-out timer can help
guarantee that the
receiver has received the
frame



CSMA/CA and Network Allocation Vector (NAV)

Source Destination All other stations

Time Time Time Time



CONTROLLED ACCESS

 The stations consult one
another to find which
station has the right to
send

A station cannot send
unless authorized by
other stations

e We discuss three
controlled-access
methods:

v Reservation
v' Polling
v’ Token Passing



Reservation

In the reservation
method, a station needs
to make a reservation
before sending data

Time is divided into
intervals

In each interval, a
reservation frame
precedes the data
frames sent in that
interval



Reservation Access Method

N Shaduons

N = oind glots ()”Mmﬁn)
s Direction of packet movement
54321 v 54321 / \/ \/ 54321
Data Data Data Data
010101010 station 1 01019104 station 4 station 3 station 1 0 ®‘d0€
Reservation T T T
frame

f

/

f

ks

[tvns




Polling

Polling works with
topologies in which one
device is designated as a
primary station and the
other devices are
secondary stations

All data exchanges must
be made through
primary device even
when the ultimate
destination is a
secondary device



Polling

* The primary device
controls the link; the
secondary devices follow
its instructions






CONTROLLED ACCESS

* Three controlled-access
methods:

v Reservation
v’ Polling
v Token Passing



Token Passing

* In the token-passing
method, the stations in
a network are organized
in a logical ring

* For each station, there
is a predecessor and a
successor

 The predecessor is the
station which is
logically before the
station in the ring; the
successor is the station
which is after the
station in the ring



Token Passing

* Special packet called
TOKEN circulates
through the ring

* Possession of TOKEN
gives the station the
right to send the data

* TOKEN Management is
required to manage
possession time, Token
monitoring, priority
assignment etc.



Logical Ring & Physical Topology in Token-Passing Method

3 A 4 3 #\ 4
___\ ’ < & < — ,"-{_, S J

a. Physical ring b. Dual ring |~

jor
;"V',".-_.' """ "‘,".-‘"; L
1 1
1 I
| % I
1 | -~ .
A3 A4 p! |, ol
- Ay - ———-- Z - w. C [
c. Bus ring ’ro\”’" Buw d. Star ring (/6/\4)

———



CHANNELIZATION (Channel Partition)

 The available bandwidth of
a link is shared in time,
frequency, or through code,
among different stations

 We discuss three protocols:
v Frequency Division
Multiple Access (FDMA)

v Time Division multiple
Access (TDMA)

v’ Code Division Multiple
Access (CDMA)



Frequency-Division Multiple Access (FDMA)

In FDMA, the available

bandwidth is divided
into frequency bands

Each station is allocated
a band to send its data
i.e. each band is reserved
for a specific station, and
it belongs to the station
all the time

Each station also uses a
bandpass filter to
confine the transmitter
frequencies



Frequency-Division Multiple Access (FDMA)

Uauen
Station 1 \_, [t Method MuK :I\/ s, Station 2
l _________ | ” r kd’u _________ | ” r Y
A %
:1\/ Common
I— v‘; / channel

Station 3 \» > |

4

Silent




CHANNELIZATION (Channel Partition)

* Three protocols:

v Frequency Division
Multiple Access (FDMA)

v Time Division Multiple
Access (TDMA)

v’ Code Division Multiple
Access (CDMA)



Stations share the
bandwidth of the
channel in time

Each station is allocated
a time slot during which
it can send data

Each station transmits its
data in its assigned time
slot



Time-Division Multiple Access (TDMA)

pmb&m - yyﬂfj’fww
Ouaid hmes };:) 7 /o]i-ata

Data

l / |
Station 1 b @ ! : Station 2
l TR }r L >t |
! \//\é pwbébjﬁ/ Common
channel
| f{ Tb’M/ omp } |
Station 3 = 2 @ —] — @ ~ = Station 4
| o anvall

Silent Data




CHANNELIZATION (Channel Partition)

* Three protocols:

v Frequency Division
Multiple Access (FDMA)

v Time Division Multiple
Access (TDMA)

v’ Code Division Multiple
Access (CDMA)



Code Division Multiple Access (CDMA)

CDMA differs from
FDMA in that only one
channel occupies the
entire bandwidth of the
link

CDMA differs from
TDMA in that all
stations can send data
simultaneously; there is
no timesharing



Simple idea of Communication with Code
C,-C, =0 (&G <u)

Data C 1’ C] = [{(Na %S/a_&]y{j Data
Station 1 \ =2 _» Station 2

Common

dyrcp + dyr¢cy + dy-c3 + dycy
channel

. ‘ (d C, +0( Cy +0(3 CB«LJQ,C)Q .
® = 1(0(,@_)4 . (?// C ) + (Jc/ﬁ) Data

/-\.L ol/Cu

3.2 o i g

/

. ', » Station 4




Data Representation in CDMA

Data bit 0 > —] Data b1t 1 > +1

Silence > 0



Ethernet Protocol

* Data-link layer and the
physical layer are the
territory of the local
and wide area networks

e We can have wired or
wireless networks



IEEE Project 802

* In 1985, the Computer
Society of the IEEE
started a project, called
Project 802, to set
standards to enable
inter-communication
among equipment from
a variety of
manufacturers

* Project 802 did not seek
to replace any part of the
OSI model or TCP/IP
protocol suite



IEEE Project 802

* A way of specifying
functions of the
physical layer and the
data-link layer of major
LAN protocols



IEEE Standard or LANs

o
W
LLC: Logical link control MAC: Media access control /) W/\M

_______ LLC A Pmt 06
o)

Data-link 1
ata-link layer /Ethernet | Token ring | Token bus

csmh) Y| MAC MAC MAC

aﬁ Ethernet | Token ring | Token bus
Physical layer / /m ' physical | physical physical | e«

layer layer layer
() Transmission media ) Transmission media )

OSI or TCP/IP Suite IEEE Standard




Ethernet EvoI‘ution

 The Ethernet LAN was
developed in the 1970s

* Since then, it has gone
through four
generations:

v’ Standard Ethernet (10
Mbps)

v’ Fast Ethernet (100
Mbps)

v’ Gigabit Ethernet (1
Gbps)

v’ 10 Gigabit Ethernet
(10 Gbps)



Ethernet Evolution

Ethernet
evolution

Standard Fast Gigabit 10 Gigabit
Ethernet Ethernet Ethernet Ethernet
10 l\Ibps 100 Mbps 1 Gbps 10 Gbps




Standard Ethernet

* The original Ethernet
technology with the
data rate of 10 Mbps is
called Standard Ethernet

* Most implementations
have moved to later
evolutions

e Still some features of
the Standard Ethernet
that have not changed
during the evolution



Connectionless & Unreliable Service

Each frame is
independent of other

No connection
establishment or tear
down process

The sender may
overwhelm receiver with
frames and frames are
dropped

If frame drops, sender
will not know about it
unless we are using TCP
(Transport)



Connectionless & Unreliable Service

 Ethernet is unreliable
like IP and UDP

e |If a frame is corrupted,
receiver silently drops it

e Left to high level
protocols to find out
abut it



Standard Ethernet

* The original Ethernet
technology with the
data rate of 10 Mbps is
called Standard Ethernet



Ethernet Frame Format

/8'% j heads,

Preamble: 56 bits of alternating 1s and Os

1518 ~18

Minimum payload length

46 bytes

/5@%6;

Maximum payload length( 1500 byteS

IJ N
SFD: Start frame delimiter, flag((10101011)) B Qoo thonib~ f“"(”l"?f KR
e S g
estination ource :
« IF) address address e Dl i e e
7 bytes 1 byte 6 bytes 6 bytes 2 bytes 4 bytes

Physical-layer
header

Minimum frame length: 512 bits or 64 bytes
Maximum frame length: 12,144 bits or 1518 bytes

2 = 512bis (64541
L i

—/LPQ%



Addressing in Standard Ethernet

e Each station on Ethernet
has its own network
interface card (NIC)

* The NIC fits inside the
station and provides the
station with a link-
layer/physical address

* The Ethernet address is 6
bytes (48 bits), normally
written in hexadecimal
notation, with a colon
between the bytes



Addressing

* For example, the
following shows an
Ethernet MAC

address:

4A:30:10:21:10:1A



Transmission of ddress Bits

How the address 47:20:1B:2E:08:EE is sent out online.

The address is sent left to right, byte by byte; for each
byte, it is sent right to left, bit by bit, as shown below:

Hexadecimal @ 20 1B 2E 08 EE
Binarys 01000111 00100000 00011011 00101110 00001000 11101110

Transmitted «— 11100010 00000100 11011000 01110100 00010000 01110111
4 E
g MS
- nudlcald
> Drococont



Unicast and Multicast Addresses

P addiers ol
pave. .

[uni‘c,:ast:O multicast:l) . s
MMM — wcenl

mellicoad
byvoolcot

| | e |

Byte 1 Byte 2 Byte 6




Example 13.2

Define the type of the following destination addresses:
a. 4A:30:1021:10:1Av" 4A A [010(0-03)

b. 47:20:1B:2E:08:EEL" 7
- oI/ LS
c. FF:FF:FF:FF:FF:FF 4 (272L)

P N ) o, cm— —

To find the type of the address, we need to look at the second hexadecimal
digit from the left. If it is even, the address is unicast. If it is odd, the address
is multicast. If all digits are Fs, the address is broadcast. Therefore, we have
the following:

a. Thisis a unicast address because A in binary is 1010 (even).
b. This is a multicast address because 7 in binary is 0111 (odd).
c. Thisis a broadcast address because all digits are Fs in hexadecimal.




Implementation of Standard Ethernet

a. A LAN with a bus topology using a coaxial cable
A B C D

Legend
— N

\. = Ahost (of any type)

| ‘ @ A hub

A cable tap

, | |:| A cable end
7 7 7 7 = (Coaxial cable
Hub ’ ’ ‘ ;

Twisted pair cable

E F G H  Oyoedeer!

b. A LAN with a star topology using a hub

- - - -

J




Access Method in Standard Ethernet

Since the network that
uses the standard
Ethernet protocol is a
broadcast network, we
need to use an access
method to control access
to the sharing medium

The standard Ethernet
chose CSMA/CD with 1-
Persistent Method



Access Method in Stadard Ethernet

a. A LAN with a bus topology using a coaxial cable

D Shdim A —> penyedl precdim Cs|ma /B

. fill duodons v o %7;
q ;zgi,wﬂ ?WMW/MﬂS)
@WMA — e o (ellws,

Ls @adtaﬁ (US-bat Jaum QM)



Efficiency of Standard Ethernet

* The ratio of the time used
by a station to send data
to the time the medium is
occupied by this station

 The practical efficiency of
standard Ethernet has
been measured to be:

Efficiency = 1/(1+ 6.4 x a)

where a = number of frames
that can fit on a medium



In the Standard Ethernet with the transmission rate
of 10 Mbps, we assume that the length of the
medium is 2500 m and the size of the frame is 512
bits. The propagation speed of a signal in a cable is

rTo7mallv,,x_1Ms . 0l
579@4 25<mm _1)5usec| a=
o/D Ddai /d %

2x/0 "5 K
[ ormnssugy Deboy = 5/2 = 51) psec

/D 02‘/1{4&/{047
a = ﬁ%&@, 15 _ 024 — E
=5 - Steugpits =1

mocluals
; (llééxa) ¥ / nly 61]) 4 lim




Implementation of Standard Ethernet

 The Standard Ethernet
defined several
implementations, but
only four of them became
popular during the 1980s



Summary of Standard Ethernet implementations

Implementation Medium Medium Length Encoding

10Base5 v~ Thick coaxV 500m Vv Manchester
10Base2 Thin coax 185m Manchester
[0Base-T [/ 2UTP V| 100m Manchester
[0Base-F  / 2 Fiber v/ 2000 v~ Manchester




Encoding in Standard Ethernet

/
10 Mbps data¥ 10 Mbps data

Manchester Manchester
encoder decoder

Media



10Base5 implementation

— '@/M‘(
Baseband

(digital)
@ @ | @
‘ Trans'celver cable T
Cable ,/- N maximum 50 m. Cable
end end

TransceAver  Thick coaxial cable
maximum 500 m



10Base2 implementation
= Thin. EHunat

10 Mbps

Baseban
1g1tal

Watah

Thin coaxial cable,
maximum 185 m

—

Cable

end



10Base-T implementation

.. ~ Towirdid Vi
10 Mbps @ éM
Baseband
(digital)
@ =

wo pairs of
UTP cable




10Base-F implementation

10Base
10 Mbps Fiber
s

Baseband
(digital)

Two fiber-optic
cables

10Base-F hub



Changes in 'ghe Standard

* The changes that
occurred to the 10-Mbps
Standard Ethernet
opened the road to the
evolution of the
Ethernet to become
compatible with other
high-data-rate LANs

v’ Bridged Ethernet
v’ Switched Ethernet
v' Full-Duplex Ethernet



Bridged Ethernet- Sharing Bandwidth
/OMbes — Onestalion

Rate
Agne One One One 7:00 m @ 5 Mb/Q!
frame frame frame frame 0
10 Mbps »
0
SMbps—+—t——————t+—-t—71- 7
-
Time

a. First station

Rate

A
One One One One

frame frame frame frame

10 Mbps
S5Mbps -—F—t+—+——-—--t+-F—+-
>
Time

b. Second station



A Network with and without Bridging

10 be% b. With bridging |O 'V/ bﬁ ﬂé
el b /0
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Changes in 'ghe Standard

* The changes that
occurred to the 10-Mbps
Standard Ethernet
opened the road to the
evolution of the
Ethernet to become
compatible with other
high-data-rate LANs

v’ Bridged Ethernet
v’ Switched Ethernet
v' Full-Duplex Ethernet



\

Switched Ethernet

Laya ZW/"NPM

. \ Switch 07(

EJE,

o _5'«""‘;, o
Domain . 7 Domam

-

rb Domain P

L D



Full - Duplex Switched Ethernet

Transmit

Transmit

>

SYNEREN

Receive

¢

—



Fast Ethernet

* |Inthe 1990s, Ethernet
made a big jump by
increasing the
transmission rate to 100
Mbps, and the new
generation was called
the Fast Ethernet

 To make it compatible
with the Standard
Ethernet, the MAC
sublayer was left
unchanged



Fast Ethernet

But the features of the
Standard Ethernet that
depend on the
transmission rate, had to
be changed

Goals of Fast Ethernet:

v' Upgrade data rate to
100Mbps

v' Make it compatible with
Standard Ethernet

v" Keep same 48-bit
address

v' Keep same frame format



Physical Layer

* To be able to handle a
100 Mbps data rate,
several changes need to
be made at the physical
layer



Encoding for Fast Ethernet

(oosasetRy UTP/SH @

—
1 1 11 y 4 1 3|
0 1 1 1] 0 1 1 4 |
Yy ¥y t 444 REY 444
4B/5B encoder 4B/5B decoder AB/5B encoder AB/5B decoder
MLT-3 sncoder MLT-3 Adecoder NRZ-I encoder NRZ-I decoder
S 2 A

8
f

W -
Mation + + Station + +

Two UTP category 5 Two fibers
00Base-T4
100 Mbps 100 Mbps
—au 8B/6T encoder 8B/6T decoder
7 A
| |

Station '\l r—”—‘

4 category 3 UTP



Implementation of Fast Ethernet implementations

[mplementation | Medium Medium Length Wires Encoding
BaseTX V| s | 10m | 2 | 4BSB+ ML
00Base-FX /| Fiber /| 185m | 2/ | 4BSB+NRZI
0Base-T4 ./ | UTPV. 10m 47 | TwoSBI6T




Gigabit Ethernet

* Need for an even higher
data rate resulted in the
design of IEEE Standard
802.3z Gigabit Ethernet
Protocol (1000 Mbps)



Gigabit fEthe‘rnet

* The goals of the Gigabit
Ethernet were:
v' Upgrade the data rate
to 1 Gbps
v' Make it compatible
with standard or Fast
Ethernet
v' Use same 48 bit
address
v’ Use the same frame
format
v' Keep same minimum
and maximum frame
lengths



MAC Sub-layer

A main consideration in
the evolution of
Ethernet was to keep the
MAC sublayer untouched

 To achieve a data rate of
1 Gbps, this was no
longer possible

e Gigabit Ethernet has two
distinctive approaches
for medium access:

v’ Half-duplex
v" Full-duplex



Physical Layer

* The physical layer in
Gigabit Ethernet is
more complicated than
that in Standard or Fast
Ethernet

 We briefly discuss some
features of this layer:



Encoding in Gigabit Ethernet
Fibec —> 1000 8ase. SK

1000Base-SX, 1000Base-1.X, and 1000Base-CX

8 x 125 Mbps 8 x 125 Mbps

VYV V VYV Y A AAAAAL

8B/10B block encoder| |8B/10B block decoder

1.25 Gbps  1.25 Gbps
NRZ line encoder NRZ line decoder
W A

Station + +

Two fibers or two STPs

UTP  —> 1000 Bage T

1000 Boge (X

STP — Jooo Ba_(cC.X

( 1000]3@

8 x 125 Mbps 8 x 125 Mbps

VYV YV Y AR AAAAL

4D-PAMS encoder 4D-PAMS decoder

I

N7 N7

i [HEIETE
7

D

4 UTP cables




Summary of Gigabit Ethernet Implementations

Implementation Medium Medium Length re. Encoding

1000Base SX// | FiberSWV | 550m SB/10B + NRZ
1000Base-LXv/|  Fiber L-W o/ 3B/10B + NRZ

1000Base-CX 8B/10B + NRZ




10-gigabit Ehternet

 The idea is to extend the
technology, the data
rate, and the coverage
distance so that the
Ethernet can be used in
LANs and MANSs
(metropolitan area
network)

* The IEEE committee
created 10 Gigabit
Ethernet and called it
Standard 802.3ae



Implementation

* 10 Gigabit Ethernet
operates only in full-
duplex mode, which
means there is no need
for contention; CSMA/CD
is not used in 10 Gigabit
Ethernet

* Four implementations
are most common:



Implementation

Medium
Fiber 850 nm vV’
Fiber 1310 nm
Fiber 1350 nmv/
Fiber 1310 nm
va

Implementation
10GBase-SR
10GBase-LR
10GBase-EW
10GBase-X4

Medium Length
300m v
10Km v/
40Km

300 m to 10 Km

Number of wires

Encoding
64B66B A~
64B66B T
SONET /
8B10B



Other Wired Networks

* Access Networks
v" Networks that
connect a small LAN
to an ISP

 Wide Area Networks
v Wired networks
used to transfer
data over long
distances



Telephone Network

* The telephone network
had its beginnings in the
late 1800s

* Plain Old Telephone
System (POTS) was
originally an analog
system using analog
signals to transmit voice

e With the advent of the
computer era, the
network, in the 1980s,
began to carry data in
addition to voice



Telephone Network

* During the last
decade, the telephone
network has
undergone many
technical changes and
the network is now
Digital as well as
Analog



Major Components

* The telephone network
is made of three major
components:

v’ Local Loops
v Trunks
v’ Switching offices

* The telephone network
has several levels of
switching offices:

v End offices
v Tandem offices
v’ Regional offices



Trunk .
Tandem

offices Regional offices
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Local-Access Transport Areas (LATAs)

* A LATA can be a small
or large metropolitan
area

* A small state may have
a single LATA; a large
state may have several
LATAs

A LATA boundary may
overlap with state
boundary; part of a
LATA can be in one
state, part in another
state



Intra-LATA and Inter-LATA Services

* Services offered by

Telephone companies
inside a LATA are called
Intra-LATA services and
between LATAs are
called Inter-LATA
services

Carrier that handles
Intra-LATA are called a
Local Exchange Carrier
(LEC) and the ones that
handle Inter-LATA are
called Interexchange
Carriers (IXCs)



Switching Offices in a LATA




Points of Presence (POPs)

IXCA IXCA
Network Toll offige

IXCB IXCB IXCB
Toll office Network Toll office

pop (@) POP POP @ ror

Tandem \/

offices

Tandem
offices

\</DO7D > IXCs
(inkaLATH)




Signaling

* The telephone network
in the beginning, used a
circuit-switched network
with dedicated links to
transfer voice
communication

* The operator connected
the two parties by using
a wire with two plugs
inserted into the
corresponding two jacks

* Later, the signaling
system became
automatic



Signaling

Rotary telephones were
invented that sent a
digital signal defining
each digit in a multi-digit
telephone number

As telephone networks
evolved into a complex
network, the
functionality of the
signaling system
increased



Data Transfer and Signaling Network

SCP M WW

SP: Signal point atabase
STP: Signal transfer point ‘ Aw
SCP: Service control point

Signaling network

Data transfer network



MTP: Message transfer part

SCCP: Signaling connection control point
TCAP: Transaction capabilities application port
TUP: Telephone user port

ISUP: ISDN user port

Upper layers

o

Network layer
Data-link layer

Physical layer
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 Telephone companies
provide two types of
services:

v' Analog Services
» Analog Switched
Services
» Analog Leased
Services
v’ Digital Services
» Switched /56
Service
» Digital Data
Service



Digital Subscriber‘Line (DSL)

After traditional dial-
up modems reached
their peak data rate,
telephone companies
developed another
technology, DSL, to
provide higher-speed
access to the Internet

DSL supports high-
speed digital
communication over
the existing telephone



Digital Subscriber Line (DSL)

DSL technology is a
set of technologies,
each differing in the
first letter (ADSL,
VDSL, HDSL, and
SDSL)



ADSL Point-to-Poin Network
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Cable Network

The Cable TV networks
were initially created to
provide remote
subscribers access to TV
programs

Cable networks enabled
access to remote
broadcasting stations via
microwave connections

Cable TV also found a
good ISP market by using
some of the channels
originally designed for
video



Traditional Cable Networks

Cable TV started to
distribute broadcast
video signals to
locations with poor or
no reception in the late
1940s

It was called community
antenna television
(CATV) because an
antenna at the top of a
tall hill or building
received the signals
from the TV stations



Traditional Cable TV Network
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Hybrid Fiber Coaxial (HFC) Network

e Second generation of
cable network is called
a Hybrid Fiber-Coaxial
(HFC) network

e The network uses a
combination of fiber-
optic and coaxial cable



Hybrid Fiber-Coaxial (HFC) Network
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Cable TV for Data Transfer

Cable companies are
now competing with

‘telephone companies

for the residential
customer who wants
high-speed data
transfer

DSL technology
provides high-data-
rate connections for
residential subscribers
over the local loop BUT
UTP is susceptible to
Interfence



Cable TV for Data Transfer

* This imposes an upper
limit on the data rate.
A solution is the use
of the cable TV
network
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Cable Modem Transmission System (CMTS)
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Synchronous Optical Network (SONET)

A wide area network
(WAN) that is used as
a transport network to
carry loads from other
WANSs

ITU-T standard called
Synchronous Digital
Hierarchy (SDH)

Architecture of a
SONET system consists
of signals, devices, and
connections



SONET Architecture

* Signals
v Synchronous Transport
Signals (STS)
v Optical Carriers (OCs)
v Synchronous Transport
Module (STM)

* SONET Devcies
v" STS Mux/Demux
v' Regenerators
v' Add-Drop Multiplexer
and Terminals

e Connections
v' Section
v' Line
v' Path



SONET Signals

USA
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SONET Architecture

* Signals
v Synchronous Transport
Signals (STS)
v Optical Carriers (OCs)
v Synchronous Transport
Module (STM)

* SONET Devcies
v" STS Mux/Demux
v' Regenerators
v' Add-Drop Multiplexer
and Terminals

e Connections
v' Section
v' Line
v' Path



SONET Devices

ADM: Add/drop multiplexer \/ R: Regenerator /
STS MUX: Synchronous transport signal multiplexer T: Terminal /
(};,Ol TS DEMUX: Synchronous transport signal demultiplexer(, ~
a!,

Sy 2l
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SONET Connetions

ADM: Add/drop multiplexer R: Regenerator
STS MUX: Synchronous transport signal multiplexer T: Terminal

STS DEMUX: Synchronous transport signal demultiplexer

STS

R R R
>’ >> > ADM 4>>—> STS
DEMUX
AddT l Drop
A A4 LA 0 0 rooA 0




SONET Layers

 The SONET standard
includes four
functional layers:

v The Path Layer

v The Line Layer

v The Section Layer

v The Photonic
Layer

* The layers correspond
to both the physical
and the data-link
layers



SONET Layes

Path layer
Data link Line layer |7 pf% 172y

. (79
Section layer | 5 7move ‘“"’“”3 -

Physical | Photonic layer




Device-Layer Relationship in SONET

Electric signal Electric signal
r Path / Path
Line Line
Section Section
Photonic Photonic

Optical signal

ptical signal ~ Optical signal

Regenerator Regenerator

Add/drop
multiplexer



SONET Frames

 Each synchronous
transport signal STS-n is
composed of 8000
frames

 Each frame is a two-
dimensional matrix of
bytes with 9 rows by
90X n columns

e STS-1frame is 9 rows by
90 columns (810 bytes),
and an STS-3 is 9 rows
by 270 columns (2430
bytes)



An STS-1 and an STS-n Fram

90xn -90x1
< ?Obzb'o

810 bytes bytes B/ 0 bf%?

a. STS-1 frame

810 x n bytes

b. STS-n frame



STS-1 Frames in Transition

First gt —
byte

Cefttorioht

a. Byte transmission

$8000 frames/second e

N\
N\

b. Frame transmission




Find the data rate of an STS-1 signal
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Find the data rate of an STS-3 signal @

Dok Kol = 8000 x 9 @K%}
= /5—552 Mb/DS

)
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_ S$T3-3 et Rl
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STS Multiplexing

* In SONET, frames of
lower rate can be
synchronously time-
division multiplexed
into a higher-rate frame

* For example, three STS-
1 signals (channels) can
be combined into one
STS-3 signal (channel),
four STS-3s can be
multiplexed into one
STS-12, and so on



STS Multiplexing/Demultiplexing

k\ 54X Mbw

STS-3




Byte Interleaving

3j-2 31 3

\ STS-3

X

270 bytes




Add/Drop Multiplexer

STS-3 SPE —>» ADM P ' '

STS-3 SPE

Third STS-1 New STS-1
1s dropped 1s added




SONET Networks

e SONET network can be
used as a high-speed
backbone carrying
loads from other
networks such as ATM
or IP

 We can roughly divide
SONET networks into
three categories:

v’ Linear Networks
v' Ring Networks
v Mesh networks



Taxonomy of SONET Networks

Linear Ring Mesh
networks networks networks

— Point-to-point — UPSR
— Multipoint — BLSR




SONET Networks — Linar Networks
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SONET Networks — Ring Networks
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SONET Networks — Ring Networks

BLSK
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Working
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SONET Networks — Msh Networks

\Y
J I' H G
a. SONET mesh network
-
i

b. Cross-connect switch



* Asynchronous Transfer
Mode (ATM) is a
switched wide area
network based on the
cell relay protocol
designed by the ATM
forum

* The combination of ATM
and SONET will allow
high-speed
interconnection of
networks



* Some of the problems
associated with existing
systems are:

v Frame Networks

v" Mixed Network
Traffic
e Solution
v’ Cell Networks

v Asynchronous TDM



Multiplexing using Difrent Frame Size




Multiplexing using Cells
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ATM Multiplexing
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Architectu‘re

ATM is a cell-switched
network

The user access devices,
called the endpoints, are
connected through a
user-to-network
interface (UNI) to the
switches inside the
network

The switches are
connected through
network-to-network
interfaces (NNIs)



Architecture of an AT Network

! 1 | |
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Virtual connection identifirs in UNIs & NNIs

(8 bis)
VP
(
24 bit

a. VPI and VCI in a@

—
(12 bits ) 16 bits
SvRT VCI

<

viaiia

b. VPI and VCI in aw



An ATM eII

Header Payload/
< [VPI[VCI v/
@ 48 bytes
< 53 bytes

ATM el ﬁwfﬂ



ATM Layers

AALLI \// AAL2 V/

AAL3/4 |/
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ATM layer |
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Introductipn

Wireless communication

is one of the fastest-
growing technologies

The demand for
connecting devices
without the use of
cables is increasing
everywhere

Wireless LANSs can be
found on college
campuses, in office
buildings, and in many
public areas



Architectural Comparison

* Architecture
comparison of wired
and wireless LANs

v' Medium
v" Hosts

v Isolated LANs

v" Connection to other
Networks

v' Moving between
Environments



Isolated LANs: Wired versus Wireless

Isolated LAN

7 XTOVY \ _#
Host Host 3 Ad hoc network "3

Wired

Host Host

Host Host

Wireless



Connection of a Wired/Wireless LAN to other networks
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.Wired
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Wired LAN
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Characteristics of a Wireless LAN

Several characteristics
of wireless LANs either
do not apply to wired
LANs or the existence of
these is negligible and
can be ignored

v' Attenuation
v’ Interference

v Multipath
Propagation

v Error



Access Control

Most important issue in
a wireless LAN is how a
wireless host can get
access to the shared
medium (air)

CSMA/CD does not
work in wireless LANs
for three reasons:

1. Wireless hosts
don’t have power
to send and receive
at the same time



Access Control

2. The hidden station
problem prevents
collision detection

3. The distance between
stations can be large



Hidden StationProbIem

Range of B Range of C

a. Stations B and C are not in each
other’s range.

(obstncly) N

. = =
- -

B A

b. Stations B and C are hidden
from each other.



IEEE 802.11 PROJECT

* |EEE has defined the
specifications for a
wireless LAN, called
IEEE 802.11, which
covers the physical and
data-link layers

e |tis sometimes called
Wireless Ethernet

 The term WiFi (short
for wireless fidelity) as
a synonym for wireless
LAN (certified by WiFi
alliance)



Architecture

* The standard defines
two kinds of services:

v" The basic service
set (BSS); and

v The Extended
service set (ESS)



Basic Service Sets (BSSs)
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Extended Service Set (ESS)

Server or ~ \S' %Mj
gateway
Distribution
system
(" A4 A




Types of Stations

* No-Transition
Mobility

e BSS-Transition
Mobility

e ESS-Transition
Mobility



MAC Sub-layer

e |EEE 802.11 defines two
MAC sub-layers:

v" The Distributed
Coordination
Function (DCF) ; and

v The Point
Coordination
Function (PCF)



MAC Layers in IEEE 802.11 Standard

A
LL
sublaye(il IEEE 802.1
Contention-free
Data-link _ 4 service Contention
layer A service
Point coordination function (PCF)
MAC 4
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MAC Sub-layer

e |EEE 802.11 defines two
MAC sub-layers:

v" The Distributed
Coordination
Function (DCF) ; and

v The Point
Coordination
Function (PCF)



Frame Format

2 bytes (2 bytes) 6 bytes

6 bytes

6 bytes 2 bytes 6 bytes
Address 2 | Address 3

SC | Address 4

0 to 2312 bytes

Frame body

Pwr |More
mgt | data

To |From|More

Protocol Type Subtype DS | DS | frag Retry

version

2bits 2 bits 4 bits Ibit Ibit Ibit Ibit 1bit 1bit 1bit Ibit

WEP | Rsvd



Subfields in FC field

Field Explanation
Version Current version is 0
Type Type of information: management (00), control (01), or data (10)
Subtype Subtype of each type (see Table 6.2)
To DS Defined later
From DS Defined later
More flag When set to 1, means more fragments
Retry When set to 1, means retransmitted frame
Pwr mgt When set to 1, means station is in power management mode
More data When set to 1, means station has more data to send
WEP Wired equivalent privacy (encryption implemented)

Rsvd

Reserved




Frame Types

* Management Frames
e Control Frames

* PData Frames



Control Frames

S s
2 bytes |\2b ‘ea 6 bytes 6 bytes 4 bytes

FC D Address 1 | Address 2

RTS

2 bytes 2 bytes 6 byte§/ 4 bytes

Address 1
CTS or ACK



Values of Subfields inControI Frames

Subtype Meaning
1011 Request to send (RTS)
1100 Clear to send (CTS) v
1101 Acknowledgment (ACK)



Physical Layer

* All physical
implementations,
except the infrared,
operate in the
industrial, scientific, and
medical (ISM) band,
which defines 3
unlicensed bands in 3
ranges:

v’ 902-928 MHz
v’ 2.400-4.835 GHz
v’ 5.725-5.850 GHz



Specifications

IEEE Technique , Band Modulation Rate (Mbps) ,
802.11 | FHSS v~ , | 2400-4.835GHz | FSK /| land2
DSSS v | 24004.835GHz | PSK v | land2 V
| None \/ Infrared PPM hd | and 2 v
802.11a | OFDM 5.725-5.850 GHz PSK or QAM 6 to 54
802.11b | DSSS 2.400-4.835 GHz PSK 55and 11
7802.11g | OFDM 2.400—4.835 GHz Different 22 and 54
e e — e r—
802.11n  |(OFDM ) /[ 5.725-5.850 GHz) [ Different 600
\/

/




BLUETOOTH

* Bluetooth is a wireless
LAN technology
designed to connect
devices of different
functions when they are
at a short distance from
each other

A Bluetooth LAN is an ad
hoc network

* The devices, sometimes
called gadgets, find each
other and make a
network called a Piconet



Architecture

e Bluetooth defines two
types of networks:

v" Piconet
v’ Scatternet
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Bluetooth Layers

* Bluetooth uses several
layers that do not
exactly match those of
the Internet model we

have defined in this
book



Bluetooth Layers

Applications
Profiles

o]
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-
L2CAP layer

Baseband layer

Control

Audio

Radio layer




L2CAP Data Packet Format

2 bytes 2 bytes 0 to 65,535 bytes

Length Channel ID Data and control



Single-Secondary Communication
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Frame Format Types

72 bits 54 bits 0 to N bits
Access code | Hcader Payload
Address| Type [F|A[S HEC
3bits 4bits 111 8 bits

This 18-bit part is repeated 3 times.

N =240 for 1-slot frame
N = 1490 for 3-slot frame
N =2740 for 5-slot frame



Bluetoot‘h

* Bluetooth is a wireless
LAN technology
designed to connect
devices of different
functions when they are
at a short distance from
each other

e A Bluetooth LAN is an
ad hoc network

* The devices, sometimes
called gadgets, find each
other and make a
network called a Piconet



Bluetoot‘h

* Bluetooth technology is
the implementation of a
protocol defined by the
IEEE 802.15 standard

e The standard defines a
wireless Personal-Area
Network (PAN) operable
in an area the size of a
room or a hall



Architecture

 Bluetooth defines
two types of
networks:

v" Piconet
v Scatternet
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Bluetooth Devices

A Bluetooth device has
a built-in short-range
radio transmitter

* The current data rate
is 1 Mbps with a 2.4-
GHz bandwidth

* This means that there
is a possibility of
interference between
the IEEE 802.11b
wireless LANs and
Bluetooth LANs



Bluetooth Layers

* Bluetooth uses
several layers that do
not exactly match
those of the Internet
model we have
defined already



Bluetooth Layers
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L2CAP Data Pacet Format

2 bytes 2 bytes 0 to 65,535 bytes

Length Channel ID Data and control




Single-Secondary Communication
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Connecting Devices

Hosts and networks do
not normally operate in
isolation

Connecting devices
connect hosts together
to make a network or
connect networks
together to make an
internet

Connecting devices can
operate in different
layers of the Internet
model



Connecting Devices

* Three kinds of
connecting devices:

v Hubs
v’ Link-layer switches
v Routers



Three Categories of Connecting Devices

Application

Transport

Network

Data-link

Physical

Application

Transport

Router

|+ Network

Data-link

Physical



Hub is a device that
operates only in the
physical layer

Signals that carry
information within a
network can travel a
fixed distance before
attenuation impacts the
data

A hub (repeater)
receives a signal and,
before it becomes too
weak or corrupted,
regenerates it



 Hub is a device that
operates only in the
physical layer



aintained Discarded




Link-Layer Switches

* A link-layer switch (or

switch) operates in both
the physical and the
data-link layers

As a physical-layer
device, it regenerates
the signal it receives

As a link-layer device,
the link-layer switch can
check the MAC
addresses (source and
destination) contained
in the frame



Switch has the
‘Filtering’ capability

Unlike hub, a switch
can check the
destination address of
a frame and decide on
outgoing port

Switch eliminates
collisions and does not
require carrier sensing

Switches connect
heterogeneous devices



Link-Layer Switch
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Link-Layer Switches

* A link-layer switch (or
switch) operates in both
the physical and the
data-link layers



Learning Switch

Address Port
71:2B:13:45:61:41 |
6428135011 (YA |
: After D sends a frame to B &
~ g

Address\// @/OE)_

71:2B:13:45:61:41 1 C
b. After@sends a frame to D

Address | Port |

a. Original

Address Pox
71:2B:13:45:61:41

Address Port

71:2B:13:45:61:41 1
64:2B:13:45:61:13 4 V]

d. After B sends a frame to A

71:2B:13:45:61:42| 20U

1
04:2B:13:45:61:13| | 4
71:2B:13:45:61:42] \2
64:2B:13:45:61:12| \3

e. After C sends a frame\{o D.

Gradual building of Table

e
— AL

. L. Lo

- -

. s Switch

1P4

- -

71:2B:13:45:61:41 71:2B:13:45:61:42 64:2B:13:45:61:12 64:2B:13:45:61:13



Loop Problem in a Switch

Redundant switches
create Loops in the
system

Created when two or
more broadcasting LANs
are connected by more
than one switch



Loop Problem in a Learning Switch (Part a)

a. Station A sends a frame to station D
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Loop Problem in a Learn_in Switch (Part b)

b. Both switches forward the frame
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Loop Problem in a Learning Switch (Part c)

¢. Both switches forward the frame
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Loop Problem in a Learning Switch (part d)

d. Both switches forward the frame
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Spanning Tree Algorithm

* In graph theory,
Spanning Tree is a graph
in which there is no loop

* |In aswitched LAN, this
means creating a
topology in which each
LAN can be reached
from any other LAN
through one path only
(no loop)

* To find the spanning
tree, we assign a cost
(metric) to each LAN link



A system of Connected LANs and its Graph (Part a)
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A System of Connected LANs and its Graph (Part b)

b. Graph representation with cost assigned to each arc



Finding Shortest Path/Spanning Tree for a Switch




Forwarding & Blocking Ports after using Spanning Tree

Ports 2 and 3 of bridge S3 are blocking ports (no frame is sent out of these ports).
Port 1 of bridge SS is also a blocking port (no frame is sent out of this port).

LAN 3
Blocking




We compare routers to

two-layer switch and a
hub

A router is a three-
layer device; it
operates in the
physical, data-link, and
network layers



Router vs. Switch

Three differences between a router and a repeater or a switch:
1. Arouter has a physical and logical (IP) address for each of its interfaces.

2. Arouter acts only on those packet§ﬁwhich the link-layer destination
address matches the address of the interface at which the packet
arrives.

3. Arouter changes the link-layer address of the packet (both source and
destination) when it forwards the packet.

To the rest of Internet 3

Gigabit LAN
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VIRTUAL LANS (VLAN])

A VLAN is a LAN
configured by software,
not by physical wiring

A station is considered
part of a LAN if it
physically belongs to
that LAN i.e. The
criterion of membership
is geographic

Provides a virtual
connection between
two stations belonging
to two different physical
LANs



A Switch Connectin three LANSs
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A Switch using VLAN Software
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Two Switches in a Backbone using VLAN Software
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Membership of a VLAN

What characteristic can
be used to group
stations in a VLAN?

Vendors use different
characteristics such as
interface numbers, port
numbers, MAC
addresses, IP addresses,
IP multicast addresses,
or a combination of two
or more of these



Configuration of a VLAN

* How are the stations
grouped into different
VLANSs?

e Stations are configured
in one of three ways:

v' Manually
v' Semi-Automatically
v Automatically



Communication between Switches

* In a multi-switched
backbone, each switch
must know:

v Which station
belongs to which
VLAN; and

v" The membership
of stations
connected to other
switches



Communication between Switches

ackbone
/ SWitCh /

Switch A Switch B

VLAN 1

VLAN 2

VLAN 3

Switch A must know the membership status of stations connected to switch B,

and switch é.mu&?know\the same about switch A. Three mm

devised for this purpose: table maintenance, frame tagging, and time-division
o o f
multiplexing. .




Advantages of using VLANSs

e Cost and Time
Reduction

* Creating virtual
Workgroups

* Security



Comparison of Modern Access Technologies

* Telco

* HFC

« FTTx



Comparison of Modern Access Technologies

Overlay /" /" s

Fiber Coax UTP



Fiber — The Medium the Future!
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Fiber To Thg Cur‘b (FTTC)

* An access network in
which fiber is used for
part, but not the entire
link from the provider to
the end-user

* An optical to electrical
(O/E) conversion takes
place somewhere near
the end-user

* The terminal network
segment of a FTTC
network is usually
twisted pair or coaxial
cable



Fiber To The Curb (FTTC)

* The final optical receiver
in a FTTC network

typically serves several
customers



Fiber To The Curb (FTTC)

Twisted-pair
distribution cable

Analog cable TV

ONU - Optical network unit
UTP - Unshielded twisted pair

o

P |

e G

Coax drop-analog TV

Y/ spv, POTS, and datay/isted pair

NT — Network termination

ONU - Optical network unit

POTS - Plain old telephone service
SDV - Switched digital video

UTP - Unshielded twisted pair

Splitter

ONU




Fiber To The Home (FTTH)

* Need: High-speed data,
reliable voice and high-
quality video

* Problems:

v How to get high
speed lines out to
each customer?

v" How to future-proof
the architecture?

e Solution: FTTH



Fiber To The Home (FTTH)

* Fiber-to-the-home
(FTTH) is the installation
of optical fiber from a
telephone switch directly
into the subscriber’s
home

* Itis one of the latest
access technologies

* FTTH is also referred to
as Fiber-to-the-Building
(FTTB)



Fiber To The Home (FTTH)

Optical fibers Metallic cables

JETTC
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