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Madulc—Ol: Software Quality Engincering Discipline

A. Quality Engineering Basics gk ;*SG\ . .

w.hat is software quality? What are the characteristics of high quality software solutions? What
defines quality? These arc some of the subjccllv'lcl q?,;::;,{?e:-e field of Software Quatity
: usua ions of multiple underlyi
Engineering. Modern Software Sy)s/tems are y Wing

software_and due to lack of standardization and varie)d nature it's really difficult to define

qualityCSoftware Quality Engineering involv Sl o
ensure that that any agreed-upon processes, standards and procedures are being followed to

get desired results and there should be no cherry picking of standard9

g. Roles and Responsibility
people may have different expectations related to software quality assurance based on their

roles and responsibility. The stakeholders for software development are di!ided into two ang

their expectations are as follows:

C. Consumer @ CLHQ—Q bluo Cudton &y ses @

consumers of a software product are further categorized into the following:

net ey . |
o Users are the group which use the services acquired by the customer; The quality

4 v expectations on the side of users are as follows:
9/4' -“N','c‘; o It performs all the functions_as specified in the software requirements, which
v a s fits/meets the user’s needs.
o Performs all the specified functions correctly over repeated use or over a long
L period of time, or performs its functions reliably.
@o Custo:#ér usually acquire the Software and Services: The quality expectations on the

———

) Y side of consumer are as follows: Puvelale g\,mde\ir'l
o4 0 Z‘ o Basic expectations of the consumer are similar to that of users with additional
concentration on the cost of the software solution.
P Oﬂe ki Side sy mdelue nalv cu\,i Pesion
D. Producer ->'1\nonU¢ v BEul th&c‘&
Producer of the software solutions includes person involved in the development, management,
maintenance and service of the software product. It also includes third party software product
and ogganizations. For producers, the expectations are as follows: ’

e Their biggest concern is to fulfill their contractual obligations by producing software
products that confonmk)__ﬁgg_ggt specifications.

* Proper choice of software methodologies, languages, tools, software usability and
modifiability and other factors are closely related to quality for this category of
stakeholders.
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' _and-play roducts an . i v
These are PLEE0EC ¢ software solutions: Thi ‘ be/d/eﬂﬂgifaf' software product(s)

:dependently O s can
.‘ coftware produc -mhe eed to conduct developmen
functionality. and used W! on regarding selection OTS g

Ot; . el
available for an¥ US# s form while making decis! -
. ) 'C’ - i
gk 1““‘1‘](]. Chosagly

activities”.)Proper analysis should be per
Eva\uation it provides llielafC‘liC?:\‘ framewor
’ 0 k

one solution does not fit all. o
. Wie olemalt
haracteristics: There a(gjiﬁgﬁlevelﬂqua“ty

hadt W a{gwcl 150-9126 Quality FrameworK

1S0-9126 is International standard for Software

Qe . )
gu}’\\& for quality definition, organized into quality ¢

characteristics that aré summarized below:
nara e

1) F. Functionality Q |
roduct or servncez

: The function ity characteristic
Functionality is the essential purpose of an . C
es

ahd performs desired functions.

allows drawing conclusions about th__. : s o d
«  The functions are those that satisfy stated or implied needs. The more functions a p as,

. . = ol
e.g. a sale order processing system, then the more complicated it becomes to define it's

functionality. Continuing with the same example, the sales order syste ble to record
duct may have

sales, price, quantity, tax ipping and inventory details. The software pro
multiple functions, but functionality is expressed as a totality of essential functions that the
software product provides.
( = i ’ T Al
/- (36. Reliability gimple mearurf bk difgecd (htogp o7
pfaﬂ—? 8 [ U{The set of attributes related to the capability of software tg maintain its level of performance
" d{{fq under stated conditions for a stated period of time. The reliability Characteri'stic tells the
( . T : .
I & gt St:rkfzkr]z::cr: icbj::dhj\ﬂ:j :rffeCt'\{?Yd';mtdte;flﬂen:.»'. a software solution maintains the level of
i nder spe iabili
p pecified/stated conditions. Reliability can be used to evaluate the

N

dcﬂ( v performance of whole or part of software and based

Dt Bnes p on that suggest corrective measures to
ensure continued software performance. A

s
s&)t e’ (ZH. Usability

17}\\9 Usability can be defined @the ease to use@f\y function especially fro
Usability refers to the se of attributes of any software solution rehte? user vi.ew-pOInt.
assessment of different function by the sta(:ébusers. The usability Charactto- tr)e individual
stakeholders to conc}ude about how easily the-sblutions can be learned, ung eristic allows the
A good example to understand the concept is the revolutionary switcﬁ fr’om Kzr;%_‘;:ddand used.
rd to

screen in 2007, and that makes Steve Jobs quote “Machines can be user Friend]
——Tendly too”

touch-
a reality,
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Efficiency is a set of attributes ¢oncerning with the relationship between the level g?software
erformance and the amount o fources used, under stated conditions. This characteristic is

P I -

\Sncerned with the system resources (amount of disk space, memory, network etc.) used when
providing the required functionality. This attribute examines how well the software provides
required level of performance relative to the amount of resources used. For example, Good Ul
Design can take several minute to load due to bad internet connection and it may happen that
Heavy weight Ul might take more time to load in presence of good internet connection.

@) J. Maintainability

Maintainability refers to the set of attributes that bear on the effort needed to make specified

modifications. In other words, the ability to identify and repair a fault within a software solution

or any part of it is what the maintainability characteristic tackles. In simple words, the
maintainability characteristic allows to conclude about how well software can be maintained.
The analyzability, changeability, testability and stability are subcomponents of maintainability.
This feature is easier said than done because it is directly related to how well or bad software is
designed, documented and reviewed periodically.

@K. Portability
Portability refers to the set of attributes related to the ability of soﬂwa{e to be transferred
from one environment to another. The portability characteristic tells abdtf how well and easily
software ¢ i other. Presence of functionality is required
to measure. This attribute also refers to how well the software can adopt to changes in its
requirements as well. Due to available to multiple platforms these days in 2017 this feature is
very critical for the success because it might happen that one feature might work in one version

of OS but fails to work proader{xkig another version of OS of same platform

L. Whatis Error? "<£g;?~wi&tt &', b\[m 3 %XXD“(

Error is @ human action that produces an incorrect result and/or the mistakes made by
programmer is known a mﬁrror is usually somegmby developer but it can
be bothfSyntax and semantic error] This could happen because of the following reasons: some
confusion in understanding the requirement of the software; some miscalculation of the values;

or/and misinterpretation of any value, etc. Cost of fixing the logical error increases with line of
codes to be analyzed.

M. Example of Error
Examine the following lines of code:

SemanticError  Corrected Version
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Exit();?> EXIH: 22

ek bu}uﬁ[ 7
N. Whatis Defect? QDLNP\Q ement. Mostly Defects are found in y,

. uir :

Defect refars tai thie deviation fam cusiomer =1 oduction site. Defect is th departureeM('Q\
Software after oftware is shipped to the customerkt Pf ults in a product not satisfying T3

of a quality characteristic from its specified value that res

normal usage requirements.

Q. Example of Defect i
. ; would explain the ys
Let’s assume a software solution for online payments. Following table = - o

expectation vs. defect.

 User Expectations | softwareDefect
* The software will allow me to make The option of selectlng th? d.eblF card
- online payments using debit/credit cards - for making payments is missing in

_production Software

P. WhatisBug? Q- agglm \Q}Uﬁ?

Gugs are the errors found before the software is shipped into production. Famously the defects

ccepted by developers are bugs and software is shipped with known bugs. The ugly fact in the
software development is that there is nothing like Bug Free Software. Most bugs results from
mistakes and errors made in either a program's source code or its design, or in components and
operating systems used by such programs. Bug is rarely traceable by Compiler té) its nearest

place.) MQQ.A

—
Q. Examplie of Bug

MﬂA ; July 28, 1962\-- Mariner | space probe. A bug in the flight software for th
rocket to divert from its intended path on launch. Mission contro| destr
Atlantic Ocean. The investigation into the accident discovers that a for
pencil was improperly transcribed into computer code, causing the
the rocket's trajectory.

@ Mariner 1 causes the
OYs the rocket over the
Mula written on Paper in
COmputer to miscalculate
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R. What is Fault? 408
" An incorrect step, process, or data definition in a computer program is known as fault. Faults
re fundamental condition within software that causes certain failure(s) to occur. Faults are

i i i due to which
known to be result of errors. In simple terms, Fault is an incorrect step or process .
oulpul Adue o eyvoy

unanticipated resultarises.  SpLC - Pheds® = s 1
[
eptanc '{Lg(- (C"‘CQ Gher) (‘_ﬂ\@q ga,LLU-/

sulput &} o
S. Example of Fault
Let’s assume that the requirement is to write a program to add two numbers. In order to meet

the requirement, the developer writes the following code:

#include<stdio.h>

S, g e gt e

{

int valuel, value2, ans;

Valuel =5; ) ]
vaiue2 = 3: eryoV Due to wrong sign there is

ans=value - value2; deviation from expected result
printf("The addition of 5\+} =%d.”, ans);
retun:n 0; _ .
} Chath (5'} \L'L]ma/s Jhal ol denfe (j elhg
T. Whatis Failurg?
Failure is a result of fault; failure is inability of the
program to behave as expected within given performance requirement. According to Laprie “a
system failure occurs when the delivered service no longer complies with the specifications, the
latter being an agreed description of the system's expected function and/or service”. As
mentioned above that |failure is_the result of fault) the followin example would help
understand this concept.

<
;8
U. Example of Failure \ M (\a\\
SRty

#include<stdio.h>

int main ()

{ o'b}
int valuel, value2, ans;

Valuel = 5;

value2 = 3;

ans=valuel - value2;

g
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printf("The addition
return 0;

}

Al

c-g ‘ . . . fr()m exp |
i there is deviation
Faurmmng sign . i
e output. Instead of adding the two e, it' ch
¥

ault there is failure in th

Failure: Due to F
subtracting the two numbers.

\ PUV
| 9M’A<&’%w |

V. Defect Prevention
Recurring defects are very costly Joy

same hand the challenge in any software pro

defects.‘Defect Prevention is strategy to identify ro

recurring. Defect prevention is one
of the important activities in any

software project. It i@to
identify the root causes of defects
and improve the process to avoid
introducing defects, which help to
improve the quality of the software

product.

On_a macro level defects can be
classified and filtered as depicted in
the Figure. But still there is no bug
free product i.e. 99.99% does not
mean 100%

W. Defect Detection or Reduction

Defect Dertection and Reduction is process to minimize d
Aunrealistic}to expect project or roduct witH 0 bug count Def

the competing processes of defect i jection and removal
process (H ; ‘—Mﬁj
defect prevention activities to be 100% Ebhiey, 1995). It is(unrealistic }o expect e

during the software development

of 5+3=%d.") ans);

ected result

nature and mere wastage of time and budget ang 8

duict development lies in minimizing the "Umber; 3

ot causes of defect and prevent thep, )
————Litop |

Customer Requirements (100"/)
9,

0% | 60%

93.9 % Bug Fres Product

Explain defedl Deoalcs™

efects but in a real scenario it is ven

effective in preventing accidental fault injectio™
page|8



Therefore, we need effective techniques to remove as many of the injected faults as possible
under project constraints.

X. Defect Removal or Containment
Due to nature of Software there are some defects which are produced under rare conditions.

W\'\
H‘L QDeJ ct Containment aims to reduce the chance of passing of defects from one phase to

hlbf” ‘ &a\no her. Due to large-size and highly complex software systems, the defect reduction
techniques only reduce the numbers of faults, though, to a very low level but this is not

{’) enough. The remaining faults may be triggered under certain and rare conditions. Thus it is
necessary to prevent failures by breaking the causal relations between these faults and the

resulting failures, thus “tolerating” these faults, or to contain the failures by reducing the

resulting damage.



Module 02: Cost of Software Quality
quality is always hard to define and in the case of software quality, it’s more difficult. For any

software application, the term quality may have different perception and definition among the
developer, users, clients, managers, software quality engineers and other related stakeholders.
Definition of quality often becomes even more complicated when quality depends upon the
circumstances/environment in which it is being used. Literature reveals that software has the
highest failure rate in the history of all the products resulting in loss of millions of dollars and

this is one reason that makes quality important.
A. Economics of Software Quality Engineering |
High concerns and challenges in the software quality engineering, one must realize the

following facts in order to cope with the quality task: ,
Everything in the process of software development ends up in the{ys/er%s‘%

-]
Satisfaction of the user is dependent on the overall behavior of the system, and

L
software product comes at first |

® The behavior of any software product is defined and comprehended through features
and quality ‘ -

® Features and quality of the software product are defined/determined through

M(,QS - ["Tequirements \
® Any behavior related requirement of the software product can only be actualized

through code that execute the behavior



associated with it.

| cQ lubject-
B. Function-QuaIity-Cest(FCQ)\/;QMP m L&j

S ity | oftware prody
The discussion on financial ramification of engineering quality into any S product can p,
summarized through the following statement:

In most development projects,[functionality and quality | QA precisely) ar elnatural @

Projects with open budgets are very rare, usually the budget is fixed and here the functnonality

and quality compete with each other in order to get a bigger share from budget. The Functiop.
Quality-Cost comes out to be:

Where

A & B = Level of investment
F = Features/Functions

Q = Quality N
- 5 (
It is very much clear that increasing feature in 3 closed-budget Broject will certainly decrease
the budget share for quality of the product. The followi
more clearly.

C. Quality vs. Pre-defined Budget
Let’s take the example of project with fixed budset <av 10n Ann -
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jater in February 201.7, Verizon and Yahoo announced that the deal will s’;i.lln f ‘ g,

dropping the sale price by $350 million and new offer was $4.48 Billion Ong:heon::rd’ det
: . other side,

user’s conﬁdential information including email, credit card details, bank account detai
ers hit the market putting millions of users on stake. EEEla e

many oth

Analysis Based Approach
software Application has direct impact on People and Organizations as seen

ntioned in the above lines. Measuring such cost is critical to calculate impact
ontrol otherwise the conditions will turn worst. Along with financial
9)

and proceed with damage C
s as well. According tqrippler and Helfert principles the costs are
(}0‘5‘(5 :

cost, there aré other costs ©
classified in two-categoriesd W _ ()113 {Q( OO - 6}\
. . Q. -
A% ‘j £
SRS Aoy W

iract Cost of missing Quality )
tly linked to the missing quality. The direct costs are

s the name suggest, are direc
servable/measureable and they occur immediately after any
ludes; financial loss & physical injury and related. In short,

F. Cost
Missing Quality in
by the example me

Direct Costs
offects that are easily ob

unfortunate event. Examples inc

dWIe; visible an

H. Indirect Cost of missing Ouality
Indirect Costs_are_invisible cost ‘of miss

sometime, difficult to realize or identify ast
includes: Loss of market share _or_reputation,

d measureable.

ult to calculate. It is also,
e of the incident. Example
d shareholders trust and

ing quality and hence diffic
hey'occugr after a long tim
loss of market an
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\-A-I;J;T't take appropriate action on rignt Litiie ==

J. Risk Analysis Approach | ¢ missing quality. As in ma

Risk analysis approach is essential in determini g the cost-ol N better meth Zyca

the time and place of missing quality events is difficult to deter ! od of
ned by its probability (p) and its i impag,

fi
evaluation is risk analysis approach. The risk is de LS e
otential loss (L). Risk exposure (RE (RE) is the product of the rlsk probabllltv and its potentig| |0

The equation could be: 44(‘[?0\_;\{9/_5 &% %b@b% K ?M \.S)A ‘> |

K\W»

The probability and loss are directly and strongly related to the level of criticality of th
software solution under observation. The different levels of risks are elaborated below. |

|

K. Level of Risk” N devom Jeudd L\—]( Yulke 7 }‘

The IEEE Standard for Software Verification and Validation has published the most broadly\
known scale of crltlcallty in the IT domain. The standardized IT system criticality levels are as |

follows:
)y %LM .. kag@\rtugﬁ//v’/ \\
@ Level A: Catastro L" '
o Continuous usage (24 hours per day)

o Irreversible environmental damages
O Loss of human lives

Page | 12
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o Disastrous economic or social impact r“’& Ne -

@o Level B: CriticalM Aoﬂ—/& " A
o Continuous usage (version change interruptions) 9/6
o Environmental damages {\}
o Serious threats to human lives
o Perinanent ir;jury or severe illness

Important economic or social impact.

@ Levelc Marginall (7 2 (S% |

o Continuous usage with fix interruption periods
o Property damages
o Minor injury orillness

o Significant economic or social i |m act [wJ
@ Level D: Negligible  \80 wnutf 2

o Time-to-time usage

o Low property damages
o No risks on human lives gaﬂgﬂ
o

Negligible economic or social impact. ',\0\} \
* -1’\0\
2 Sob ,/}S S
Ys

Module 03: Standards and Models
O: inhet e o fz(@/z/:(mn/d

A. Rationale for Quality Management System
A-quality management system is a formalized system to achieve Quality and the absence of
which may lead to tragic situation or even product/system failure. A quality management
system ensures documentation of Processes, Policies and work flows required to achieve
desired standard of quality. One of the famous quality definitions - conformance to
requirements - is a very unfortunate one because requirements are sometimes fill with defects,
_normally known as ftoxic requuremen_} It is for sure that conformance to those toxic
requirements is not equivalent to quality. So the software engineering community has a moral
obligation to eliminate such requirements.- a—

B. Quality Leverage Points

One such framework to implement quality mindset is the concept of People - Process -
. = R . \

Technology. It has also been referred to as the [golden trianglef-itreveals that finest Talent is

ROF Page | 13
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orpilahon

C. Why Process is needed? 7/ d process firstQ\ process js
iscussi ' d, let’s understan e Y
Before the discussion of why a process is neede tly practices are unifon,

set of practices performed to achieve a given purpose more importan srasTanyinteaat

and same across organization to perform a specific task. A process SERE . . E 1o
E]Eoini which ensures synergy. Process doesn’t work as a magic stick; it needs time o rea' lz.e the
skills and training of

sresults. Process provides alconstructive Jhigh-leverage focus on quali;cy. The
the workforce is not always enough and working hard is not the optimal solution. A well.

defined and implemented process can provide the means to work smarter, utilizing people and
technology at optimal level. Technology, by itself, will most likely not be used effectively.
Technology, in the context of an appropriate process roadmap, can provide the most benefit.

DE]: Process Benz;hmé}rk@ Ve ‘9‘(’/\() 'QSUJLL}‘QTHJQ_ [Qbaj,

Processbenchmarking is a very important part of process improvement initiati :

a variety of benefits including very critical and empirical data re'm\e’efjr;d ‘ltiezs

current processes and open room for improvements. Benchmarking e Comparign anai.:lo.nS

processes and performance metrics to industry’s best processes Practices frg existing

companies. But this should be kept in mind that there is not good or pgq oroc O.IT.I other

limitation, circumstances and resources must be evaluated before adopting €ss; internal
Ny external

process that seems to be optimal because what works in one situation Might
in

others.
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@ F. Mature vs. Immature Organization .
/ Mature organizations are system oriented and they ensu .
processes, With clear sense of roles an_d_i-_e_spgnsibility,at_jlueyels. .On the opposite side,
immature organizations rely orj gut feelings.JEven if they have processes in place, they do not
follow or implement them rigorously. Following table identifies major difference between

mature and immature organizations: )(\M

&r Immature Organization SYT\? é}.k Mature Organization

| Inter-group communication and coordination :

re stability. They rely on documented

‘Process improvised during project

" Approved processes being ignored " Work accomplished according to plan
" Reactive, not proactive T practices consistent with processes ]
© Unrealistic budget and schedule | ‘Processes updated as necessary
~ Quality sacrificed for schedule - " Well-defined roles/responsibilities
Nf)ﬁbj/egtflv_emeasure Ofalﬂuélity i\/‘lanagemer{{'form.éil_{l_tomfﬁits > -

C—_—

Me B3 ,
G. Process Model Overview of CMMI \>Q ‘\AM“ SMVA’S %QY ?

Capability Maturity Model Integration (CMMI) is a collection or a model of best practices in

systems, product and software development. CMM is not a process and it does not tell how to

do your work rather it tell what to do ta achieve high quality. CMMI is based on the premise of / N\b@
Process Management. The CMMI provides a framework for’ organizing small steps into{five

[maturity levels that lay successive foundations for continuous process improvement. The

maturity levels have associated process areas. CMMI holds the following beliefs:

Page | 15



T Liange inust come with future in mind, crisis prevention is better than recovering fro

Crisis. — ) ' — o ‘
Al a0t df(-,/}@z, oend (Mnf/ /170'&,(//@,(,21?’7 lo
H. Behavior of Different Levels of CviMI

Each maturity level Comes with set of best practices for implementation. When those begt
practices are implemented, each behavior is evaluated and appraised to measure it
effectiveness. The results are compared with Metric (quantitative) based evaluation Criteria
which pre-defined for every behavior. Both the software process and products are
quantitatively understood and controlled and the quantitative feedback enables cOntinuous
improvements. Further details of CMMI levels are given below.

[ A CMNM Maturity Level 1 - Initial
At this level, the organization’s envircnment is_unstable for software development and
maintenance. The processes - if any - well imperfectly defined and are reactive in nature. The
organization, in overall is, unstable and unpredictable at this stage because the software
process is constantly changed or modified as the work progresses. There is@ roadmap)for
software development i.e., the process is ad hoc. Such organizations do face difficulties in
r;taining talented resources because of unstructured work and/or uncertainty in the

organization. Let’s examine a scenario:

-~/

J. Example CMIMI Maturity Level 1 | |

In a Software House, there are multiple projects in progress and projects can be assigned to
ingle or multiple Project Manager, Assume there is new project which Is assigned to two

si 5

Pro?ect Managers, Client asks for what are next steps to proceed:

Answer:



#Aa

Ry
Vianagaye
§v=\ \bg_}.,.

At this stage, the nges and related frameworks are established for software develcpment

pro;ects Organizations at this level d_e_f_lgg@;_enumttalemeate work plans) and] monitor]
\'e?Td"c:Un‘?UTTTTE‘Work to ensure the service is delivered as planned. Besides work activities and

processes are managed and ensured that they are planned in accordance with the policy.
to avoid situation mentioned above and aiso provide

s
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Organization defines responsioilities
adequate resources and training to the workforce so they can smoothly execute the process

This is still not the optimal stage as the process here are often reactive and organizations rely
heavily on Heroes and when they are gone, process and performance are gone. Read the

following scenario.

vty i aval %
N )




COMPANY IS WAITING rOR AERC.

Result: Client is shouting at Marketing Team and eventually stops using the Product

This results in supplier’s credibility level going down to zero, leading to failure ultimately.
Usually lack of documentation is justified with the intelligence and that’s actually not true.

/. CMMI Maturity Level 3 - Defined _
At the third Level, the standard process for developing and maintaining scftware are
established and documented. The processes including both software engineering and
magagement processes and they help workforce to perform more effectively. The reliance is on
the defined process instead of Heroes. This stage can be considered as standard and consistent
and people understand, support and follow the process and they are well aware of thgir roles
and responsibilities. The major difference in Level 2 and 3 is as follows .‘v Q:@J\QQ’ W

S—— O-inlhad -3 e maja ret——

¢_ o level2 VYT 7 | Leve
The process, standards and procedures are The process, standards and procedures fora
quite different for each instance of the - project are tailored from the organization's set
process. The process can be differentfora = of standard processes to suit a particular
project or specific organizational unit. | prOJect or orgamzatlonal umt ?( 5‘

Page | 17 |



aetliver ine project.

@Q, CVIMI Maturity Level 4 ~ Quantitatively Managed

3
D LR

At this level, Organizations quantitatively manage their process and software products.
Quantitative objectives are established to evaluate the

quality and process performance and
@hence they statisticallymanalyzed. Management can measure diffefent valuable metrics like

software process, quality and productivity and they can also tune them as requijred.
Quantitative boundaries are decided for the processes and organizations achijeve control over
their products and processes by narrowing the variation in their pProcess performance to fall
within acceptable range. During the evaluation, special variation Points are identified for
further improvements. |

A critical distinction between maturity levels 3 and 4 is the Predictability of process
performance. At maturity level 4, the performance of processes is controlled using statistical
and other quantitative techniques and predictions are based, in Part, on a statistical analysis of
fine-grained process data.
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Total Time in Hoijrs 9

of the story is: “Process without Stats can’t be improved”

Moral
Q. CMMI Mawﬂty Leveis Optimized @uﬁ:./ + Q&{
Thus is . the Mhere the Lus |s on contm_uous process’"lﬁﬁrm The

the variation in the process performance. This level is all about striving for continuous
improvements in the process capability and process performance. Such improvements occur in
incremental changes in the existing process and by adopting new technologies and methods.

Thedifference between level 4 -and5jis that: Q meu (mw b}w CMM) ’ldﬂ L i

M

LLevel 4 focus on two things: dddressing ‘special causes of variation and providing
tatistical predlctablhty of the'results.

o & T —

e Level 5 address common causes of{Variatichic @t jmgmg ‘the process to imprgve

e
e S

verformance and maintain the statistical predictabi gty

e —

b i S el ek

o32¢ 158771

R. Example CMIMI Maturity Level 5

Contmumg with the example stated in level 4, there can be two options for further

(\



KICK-UTT o,
(PM, Team Lead, |

Client) '

on KikOff (Minutes) |

S/Cgab lity Level %VCP i CMW&U }QM CU’ 8 i \Q)

Capability level is part of CMMI that isi€oncerned with=the capability of the or an

O_the process area. The capability level reflects on how well"an’ Orgamzatfy nization relative

ﬁemflc process drea. In CMMI there are- dlfferent Process areas and each. prr:) _is ?";gned‘ 3 a
= ceSS~a'«7eauh e

e d
e Al .
e s et el i g it A ETS
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4 teved

Hlffereq roce%s The capability level is consisting [ofgSpeécific’and generic ‘practices for a

jprocess area. a. Organizations can adopt those practice

f they want to improve their processes

assocnated with any process area. There are snx_capablhty‘levels des:gna@ the numbers 0/
[threugh5.and each level is a next step to the continuous improvement. M&g

) CMMI
T. Component of CMiMi Process Modni‘\/[} Wh‘d all Comfgm’uﬂl

There are three components of CMMI process model through which maturity and capablllty are

aded>

derived. These are as follows along with their actual definition and explanation as per CMMI:

@ Process Area: A cluster of related practices in an area that, when implemented
collectively, satisfies a set of goals considered important for making improvement in

that area.

@ Generic Practices: An expected model component that is considered important in
achieving the associated generic goal. The generic practices associated with a generic
goal describe the activities that are expected to result in achievement of the generic
goal and contribute to the institutionalization of the processes associated with a process

( -é ) area.

Specific Practice: An expected model component that is considered important in
achieving the associated specific goal. The specific practices describe the activities
expected to result in achievement of the specific goals of a process area.

U. Process Area, Goal and

Practices

There a:gﬁg_p_m.cess areas in totalj

and each process area is associated
with a maturity level. The optimal
level in each process area is
achieved in increments. Each
process area has a set of standards,
processes and guidelines that an
organization must need to follow in
order to achieve higher maturity

Continuous Representation

Yoo L e

4"'::: 37 Capability Lovels l
Specific Goals @ *4‘ Loopapilytoves .

- ~

Specific Practices

“““““““

level. Process areas are viewed differently in the two representations; continuous and staged.

@ ¢ Continuous: the organization chose the processes that are critical to its business and

achieve high capability levels.

@ Staged: Organization using this approach achieve the goals of the process areas

associated each maturity levell
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'(V\ (Ihe major purpgse of €NgiAEEting process group (EPG)Jis to improve theJ;,o_ce_ss_j;h_LQUGhout
the c@amzatlo FPGfirst evaluate the existing process] defindH #hat a process should be gnd

-

S ik el et e

then ovide suggestion for improvementl EPG also manage mult|p!e process action teams with
the purpose of improving different process areas simultaneously. PATS are! individaal” teands
cfeated " to addressespecific process improvernent and PAT teaims are: consisting-of teciyiic at

staff from throughout the organizations; How EPG work is shown in the figure below followed

by the details about process action teams.
¢ PAT stands At

Executive Sponsorship &
Management Committee

Transition Partner EPG Lead




@ E. Process Area: Requirement Management

and Goal M(ﬂ} M B4
Iﬂengﬁ@iﬁg‘relate’dfm% .
— e |

g, Differant process Areas

There are in 22 rocess areas ! b)Jt in this course on ed]

be discussed. As per cMMI definition; éij’g"iﬁéér’infgjpfoceg_s_fareqs_'qg!g[ th?ﬁ_éi".élf)'ﬁffiéﬁt?%
disciplifis. These are as follows:

paintenance actvities ad across engineering

fhat are share:
ol Requirement Management Process Area
o2-Requirement Development Process Area

o3 Technical Solution Process Area

ol Product Integration Process Area \/ &WP

o3 Software Validation Process Area
o[f' Software Verification Process Area

C. Process Action Teams (PAT) ? B

As mentioned above, {P’KT’,i’sf?é‘sLb’oﬁéiBléffc')'rffi‘rhbl'é‘r‘fl'éﬁfgtﬁié'n» of improveﬁé‘rﬁ:_iﬂn"ﬁ‘fams
'a'E;tigiﬁtEs;ir)‘Sp_eEiﬁ’c’fP'r'b“c‘esfoArj_e‘aq. In other words, Leach‘process’g.rvea h‘an’aEﬁé_&iﬁéﬂfﬁr’o‘c s
{action team. The'PATS are also known'as ‘ghe_:'_'wo:rke!'v_ﬁ’éég'] with immediate?focuson-_weiakn;ss
f’tﬁiiﬁfﬁ[ﬁ’f@?ﬁ@ﬂﬁé"_tﬁg_‘,é\'/‘aIuatiqng§§ag§§ their mandate is to write the procedureé; pilot
them, and update them as needed. Merbers-of PAT belong +o-different. domains and
meg‘ﬁaﬁm—ﬁgﬁﬁiﬁﬁaﬁs’jnd they may include project managers. There tasks list is

given below.

D. Task List of PAT
Process Action Teams (PAT) s

s Act [maLrLILtasketi {6 penerate “thie process improyement
fjclcfumentatlon;“policies, 'processes, -procedures,'”charters,' and Action Plans. ;or the
|mproveinfpn21?i§iaitiv¢s{ PAT neéd to take care of different stakeholders for different process
areas. One important task of PAT is to bring consistency. in "tﬁe.'documehfSMéhp t th
oxganiza_.tign‘in"order to improve quality so the may need_to work on drafting t ""”aj_z:_ﬁ;e
This will help in bringing same document structure for all processes and afoijnrls]writing ti;
o

documents. This is also referred to standardization of artifacts

This Erocessl'a’re’a" is"c’dnc‘érned‘With‘the“m' eme e entire -
B L A A oy anagement of ‘the entire re i t
=LAARIARENS entire requiremen r‘e‘cejged
- _—— e s e Or

g-én:éﬁt?;‘ilwherpmjeCQfEi.ther::tec_hnicaI:or-,non':tech’n'iE:'aﬂ? The major pur :

o T :AZZ::::-: th::jequ'rememrﬁ""je":t—*ﬁli s aind the fina ﬁﬁ-ﬂfﬁ;ihg: . ot

a1t it Bl - Chano;u.ment the entire requirement, an chéﬁm in',-e ui part of

aterin=thevexis "'Fé;ﬁirém'iﬁ:,rrer? u"emeﬁ can také DEfGFms S it!ﬁ?hanqge';erzent

behind requirement management pro~cess :\:;rzje a:::jln’t;.avdaé’ “fo the“projeat. MOtivarlic{:sr
ows:

e

/{| (o] i i
@ ge INCi S|StenCIeS betW npr ¢ lS a r ts
T a ncon ee p Od nd R i
man EQUI emen

@/('To manage different versions of Requirements
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To manage correlation between different project deliverable and requirements
Traceability Matrix to be used to manage cross referencing

Action Item for Requirement Management
The goals of requirement management and practices to be followed are mentioned below c& ‘

, bo {ollow
Goal: Manageinaint Requirement LQV\(Q;(AiMN:DOlM W e N%W

call W NLOpUINe

Practice: In order to achieve the goal, following practices'dre to be followed:

B
(o™

Understanding Requirements? Develop an understanding with the requirements
providers on the meaning of the requirements.

Obtam ‘Commitment to ‘Requirements: Obtain commitment to requirements from
pro;ect stakeholders. In other words, this specific practice deals with agreements and
commitments among those who carry out activities necessary to implement
requirements.

Manager Requirements Changes: Manage changes to requirements as they evolve
during the project using Change Management Process by performing Impact Analysis.
Mg:ptglq ‘Bidirectional Traceability of Requirements: When requirements are managed
well, traceability can be established from a source requirement to its lower level
requirements and from those lower level requirements back to their source
requirements.

[dentify Inconsistericies; Ensure that project plans and work products remain aligned

with requirements. 5\[ Johb W

F. Example of Requirement Management

Requirement Management O 5 Q— 6 / g 577%/

Consider a real-time scenario below:

ﬁﬂla?—ZOﬁ: Client and Project Manager agree on Requirements and Client approves it
{14-Mar-2017§ Requirements are passed on to Technical Team by Project Manager so
they can work further

28*Mar-2017j Demo to be given to client and it was communicated to client
@ﬁﬂ\{lg_ﬁZOl‘]: Client and Project Manager agree on new set of requirements
28:Mar-2017:aClient Reject the Demo by saying that Demo was not what was
committed and rejected the Demo

( Root Cause Analysis 7.

ClieRt, “ProjectManager; Technical "Team and QA Were Jlooking ~at- different. versiop of

n QY




G. Process Area: Requirement Development

The purpose of this process aredJis to analyze and ‘establish-customer, .prOd"!C.t.?‘ﬁd_fp‘@uq

Tomponent requirements. Customer requirements are further divided intojProduct th@fﬁfﬁ\g
@rementgﬁRequirements are identified and refined throughout the phases of the produg

lifecycle so all the requirements should be documented, analyzed and approved by the cligp
and the source trace should be maintained. )

5\}\(/@5) -Major artifact for this process area is Development of "-'S:—c')"fﬂ;‘;'-éfé"é—iﬁédﬂlﬁlﬁaﬁéﬁ‘ﬁ%'éaﬁeaﬁon

PN (SRS).

. ; o
Action ltem for Requirement Management -

The goals of requirement development and practices to be followed are mentioned below:

SsvalaE - -
— © DevelopTCustomer.Requirements:; Stakeholder needs, expectations, constraints, and

Q‘%\ interfaces are collected and translated into customer requirements
-~ e Develop Product Requirements:iCustomer requi L |
: e : " quirements ar i
/ develop product and product component requirements e refined and elaborated to
® [Analyze and Validate RequirementsijThe requirements are analyzed and validated
t and validated.
H. Example of Requirement Development
The most important thing is that SRS should explicitly be ap

cause problem later in the Project. Proved by Client othisraice i Wil

The following images serve as good example of Require ;
PMment

————.
e

v b s te
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Farsi font is applied to the whele text.

/ Process Area: Techﬂé"gfa,e%t;'t;@sts 5 O}IQOU\*L ’
' ~ess 555 area is allwabout “selection;“design- and"%pIementatlon*t)f"s'oluu@ the

R
T

;.tgaLceabIe Wlth ‘the re requ1rement sgin other words, the selected solutlon should produre the

required output (requirement) and the solution must also tell that which requirement it is going
to fulfill. This process area focuses on evaluating different solution or design approaches that
satisfy functional and quality requirement WireFrame are aIso considered through partially, to

DAt N

R P el e i B Topera &

o [Select  Product Component Solutionsy Product or product component solutions are

selected from alternative solutions.
o Developithe DesigngProduct or product component designs are developed.

\—-

o Implement "the Product- Des:gn. iProduct components, and associated support
documentation, are lmplemented from their designs.
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w s -—v«w‘ A d . . . eSl n UULUIIIL‘""' - : @ aGOPLCU AT .
The main artfact is Teche? gt (iroduct). Al the details Off roduct rchitecture along with
' Jtely gives @ picture orp ment is attached in

project plans and final out .
documented in this artifact which ultim " BagiE o

: Technica
the traceability with the requirement. Sample

Appendix - |
components and this: process ar ??;ﬁ:f'&?i@m
e onents and-ensuring ’Ehat}t.be_p.tgdikt (asa

o enirementsy Major failure

| and quality require |
te with each other or partially

heterogeneous

K. [Process Area: Product integratioy

Software products are made of different. .
assembling the product from multiple product compe
whole)behaves properly and satisfy all the functiona
occurs when the product components are either failed to integra .

’

integrate which results in defects due to misaligned interfaces. . .
Development environment is a major risk in this area. Product integration IS not one-time

assembling of the product components; in fact it can be done incrementally. In other words,
instead of simultaneous integration of all the components, only few components are integrated
and tested first and then more components are assembled. Usually Sanity is performed to
ensure that integration is successfully completed no further issues/defects are introduced due

to it. -
e RGeS oF oG preduct  Inligraler >
@ Prepare'for Product Integration:Preparation for product integration is cond
Ensure Interface Compatibility: The product component interfac A _Ucted.
external, are compatible. ’ Internal and

O Assemble-Product Components and Deliver the Produict: Verifie 4 prod
are assembled and the integrated, verified, and validated product i e uct COmponents
. vered.

L. Example of Product Integration




£ BAIEETTme - ToiEEEER DY nree differe
Components are integrated by software configuration team and the mergegt tesms. These
Code based is

forwarded for sanity testing. Product integration also includes removal of issyes
On merged

codebase: sanity testing on merged codebase will evaluate the integration and ch
s are introduced due to integration. - Check that no

~ v
__ sArearSoftware Validation K\LQ}SQCM/
M ea has the purpose of @nsuring that the final Brodictar:
This process aL,_,,,T{.‘? e BBAEC e final PrOHUEor s Eompenentis)full
fefrequirements-andits intendeduse-when-deployed:gThe product oF its componentg are 4/} iy’
@!@a{e’aﬁﬁ’_‘gﬁ@fintended environment be it m"a_n'Ufa'ctI_Jri_hg, operations-or-any-other\The major Nlt‘h
goal is to capture client requirements correctly from client and then nTe_gtin'g that requirement c{ OCUQ\
——the right thing. No code is required f o — =,
e, building g required for software validation as it is just to check
whether the product is doing what it should be doing (as per requirements) in the intended

environment. Once again, Proof of Concept, WireFrames, and Requirement Modeling are key to—
validation. The'major goal for these process areasincludesthe 'félibwing:éfw 5,2; &;’i! NEL VJM
Prepare fOTiVa[idartiOﬁ‘:jPrepa ration for validation is conducted by selecting the product,
validation environment and validation criteria ‘
@ Validate Product or Product Componertsj The product or product components are
validated to ensure they are suitable for use in their intended ?Z;;lg environment.

N. Example of Software Validation . JJLM 773

Sample Requirements Bg . / Sf /
0326°

¢ Admin (Employee) should be able to login

* Employee should be able to register another employee in the organization
* Employee should be able to mark the attendance on daily basis

defect




ioyee and mark

to login, register anothe
y for software validation is

| product is built and

r emp

rement; employee is able
loper build the right pro

that prototypes are shown to the customer and after appro

delivered. £
é ) FPFocess Area: software Verification  § } e &\’w
concerned with the engineering/proggamming

Software Verification process area is more
nsure that the final i
product is error free'and

laspects of the project with the purpose to e
fselected work products/components meet their specified requirements. Verification does not
. | no

duct. One good strateg

As per the requi
val the actua

attendance i.e. deve
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evaluate usefulness of the system instead verification is concerned with whether the system is
well-engineered, error-free, and so on. So verification is more concerned with building the
product right way. Software verification includes testing, design analysis, lnspectaons and code

reviews. The major goals for these process areas are as under:

[Le \Prepare for Verificationt Preparation for verification is conducted.
Verify Selected Work Products: Selected work products are verified against their

specified requirements.

P, Exampie of Software Verification



fter recelving the shipment from Developmen,
p after re

e £P0
@ Q. Engincering Process Group () (ocal point to implement software pracgsses to
d iR S 0 '. e %
(‘E"R'“cef'“s process group. 15 OrEan izjniow EPG also Act as oversight committee tornfonitor,
andardg E - in coordinating Procgss activity

i ajor player
it is a major p hnical and management

[ tec
of this group belongs to :
S j s the existing process, provide and

he effectiveness of the improved

» pach ste
In verlfication QA team will execute (th

team

fensure compliance with quality st

evaluate and improve processcs’and
‘throughout the organlzatlor}lfﬂembcr .
sides of the organization and they are responsible to asseé

implement suggestion for improvement and measure t

processes.

'y
@f R. IWhat are Audits? Q}Lw{e O e
Audit is tool to measure the organizational-compliance level with the estabiished process.
Assessment and then improvements in any processes ﬂ\@n't do any good for the srganization.if
tthe process is not being followeds Through audits, organizations not only check the level of
compliance, but the reason behind the nonconformance. The reasons can come up in many
shapes like people are not provided with required resources or training to follow the process or
th-e”prqf:ess is mi»;aligned with the working model and so on.¥Audits are conducted by
lindependent auditor who first study the process, evaluate the conformance levéliéng then

|assign ratings to the process after the audity

S. Rationale for Audits

Audits are required to keep check ard balance on organizational process-and Practices.
audits become more important in_volatile-working environments. Results of audits b S uch
\starting point for process improvement and it gives valuable insights related to —— r:c;om? a
can also tell where improvement is needed; in process design, process oo §nc$e. It
working conditions or the staff who are required to follow the process. Mentation,

T. Audit Process



DQJB\ " M \9@% @a‘;&m\f\ Jghf@

I~~xr 1: Continuous Audil hinplementa

U. AuditTypeS ) ‘SmP

There are EWMIQS'ahd:thesg’,‘ialong with brief explanation, are as follows:

tion Step

First-Party"Auditsy These are oftenfdescribed as'mternal auditsh) Someone from the

i organization itself audits a process to measure compliance and/or effectiveness.

Second ‘Party Audits This is arﬂ\external audit yvhere the audit is being performed on
suppller by a customer @r'by'a'contracted organization on behalf of a customer with the

intention to ensure that the supplier is meeting contract s ecification. 0
@o Third™ Party Audit: “this is also af\external audit and it's performed by an audit \ ,’
orgamzatlon independentof supplier-customer relationship. B\‘ Sab Sg"rl“(\

V. Audit Roles and Responsibilities

Audit team includes a certified lead auditor who leads the glidit/activities and a team of 2. t33
mgmbers supporting the leadin performing audit: Bach member is equipped with ngfme
and skills to measure the process results and performing the process audit to ensure

compliance. Further in tough scenarios, domain experts become a part of this team to deal with
the technicalities of such scenarios.

‘& w.lcMMII'Appraisal !“/6 R ‘(,U«\ﬁ CrANL @rt?qa{au\au

,/Kppralsal is defined as'a processtu collect, review and analyzes data’t ‘to measure performance
jorcompliance level) The collected data is then compared with'the'desired or'standard datarte
identify the gap between the actual and desiredyif any with the main purpose of measuring the
effectiveness of the framework or process. CMMI appraisals provide ratings that accurately
t&ﬂﬁ the capability level or maturity level'of the processesiin usep

X. Process Reviews

ocess Teviews are frequently carried out in the'organizations:to-measure the effectwgnes:, i)
the pl’wd to ensure that it is-being.completely-followed; he frequency of process audit
depends upon many factors but usually it's biannual or quarterly or on need basis. The process
reviews also helps in identifying the required actions to improve the process results. Those
required action may vary based on the results and it can be related to change/update in
process objectives or design, training of stakeholders, technological advancement and many
othersty,




module 05: Process Management Process Area

A, Need for project Improvement (PM) Framework

Besides\teghnical aspects, there are certain management facets of software development and
thosc are managed with the frameworks of project management. Project management covers
4ll the management related concerns of software development and sales. The main purpose is
1o standardize every step of software development life cycle (SDLC) and this can be achieved by
developing company-wide consistent artifacts and frameworks. Instead of arbitrary software
development, Project management suggests a systematic and consistent approach to be
ado

pted throughout SDLC to ensure desired results. e ) |.\o:,

o ' WYses. ANy
B. Project Management {PM) Framewm%\g}gg "\(xc\h ?3%‘3@,? \\/PY\ ' a/‘p’\U’\l ?f“
Project Management Framework is a p=r_igge between Development, Sales, Finance and :'
Management. A project contains handsome number of factors contributing for desired results
and none of them can be put in isolation as it may harm the project. Project management is an
approach to connect technical and management facets of software development so the
product is delivered with the dei:-sired quality and time, span while reducing costs. The project
managemen% involves project\ lanning and execution of plans,~management of software
developme& eams, project docuentation and project mokmgo@g. Auditable data is
incorporated in all phases of project management. i

vt o SR ..

%Component of Project Management Framework :_7 {;
ZThe following document sample would help a lot to get a fair and practical idea about the :

project management framework. "34) O}jﬁd*\\}@ KL)\/\U(‘UQY\QL (3') ?5{5@{\ 1(‘4\0\7\&@ %'e P;'hw ’
: ] .

)

7 I W 40 f - DN o /« %
— ORRgT ot © Rerdl Mep @ Derre e ® (Cpedal® lon

Project Management Framewor

3. Objectives: To ensure visibility of Project Progress to be Audited any time during Project lifecycle \

E- :udience_:HigherManagement , g




[ In case there is deviation from plan or if a deadline is missed following steps are to be done: i
iii.
iv.

Note: For Invite detail Date / time is needed to be mentioned.

Updated Plan to be shared by PM
Updated deadline to be shared with Client and Finance by PM

D. Artifacts of Project Management Framework

.‘V'-”/ E

®© © 0 © © 0 /o™

" @ I WWAS§ “. &
- , (;LQL9> é)(
There are following artifacts of PM Framework: M :

Signed Contract ~ V\\M‘

Specification Documents

Estimations QVJ\ - “1 SA“A

Gap Analysis

Project Plan %\”

Demo Plan \\/L - OBLQ
Invoice Plaﬁ, : R o . W el i’ P
( ,

' - \ A ) o YO
AN ALV FIS S -@}:( l 1/\&\&\(\\

/
Pro;ec:.Plam"xmg - Sy, \& | ?D

~—Project planning includes a wide range of activities including development efforts, quality
_assurance and de dates._Planning for develonment activities remiiirac actimaatine ~mes st _




