
CS625 PROFESSIONAL PRACTICES 

MCQS of Final term 

1. ---------------- Rights are often the most valuable assets owned, used and developed by a 

software house. 

Intellectual property 

2. They protect information stored by --------------and all of the paperwork which 

accompanies a program 

Electronic means 

3. Great care should be taken to protect, exploit and enforce------------------. 

Intellectual property 

4. The name under which a product is sold may be registered as a---------------------. 

Trade mark 

5. The hardware or a process used in its manufacture may be protected by a------------------. 

Patent 

6. The look of the product may be registered in the -----------------. 

Designs Registry 

7. Software can be protected by----------------. 

Copyright  

8. The know-how which goes into the development of the product may be protected as ------

---------------------------.  

Confidential information 

9. -----------------use of intellectual property can be stopped by injunction and damages may 

be sought for infringement of these rights 

Unauthorized 

10. The --------------is constantly changing with technological advance. 

Law 

11. GATT stands by---------------------. 

General Agreement on Tariffs and Trade 

12. GATT concerned the protection of ----------------------------in the face of widespread 

piracy of software products. 

Intellectual property rights 

13. Information “which is not public property and public knowledge”. 

Confidential Information 

14. Information will be protected only if it is------------------. 

Confidential  

15. A government authority conferring a right or title for a set period. 

Patents 

16. A ---------------- gives to an inventor a monopoly in an invention. 

Patents 



17. The monopoly granted by ---------------is so strong. 

Patent law 

18. --------------------merely sets out a number of criteria which must be satisfied before an 

invention can be patented. 

Patent Act 

19. The exclusive legal right, given to an originator or an assignee to print, publish, perform 

material, and to authorize others to do the same. 

Copyright 

20. -----------------protects more items generated by businesses. 

Copyright 

21. --------------------- can protect business letters, manuals, diagrams, computer programs. 

Copyright 

22. Copyright law gives ------------------ exclusive rights to the owner of copyright: 

Six 

23. Some acts are permitted under the------------- even though they would otherwise amount 

to breach of copyright. 

1988 Act 

24. The practice of taking someone else's work or ideas and passing them off as one's own is 

called ---------------. 

Plagiarism 

25. Changing words but copying the sentence structure of a source without giving credit. 

By using Plagiarism 

26. An agreement between two or more parties for the doing or not doing of something 

specified as-------------. 

Contracts 

27. If the ---------------are too harsh or unfair causing any issue between parties to be 

unresolved 

Contracts 

28. There is almost never disputes over-------------- which run perfectly. 

Contracts 

29. Appropriate ways to terminate the -------------required. 

Contract-notice 

30. Contract should be clear, concise and------------------. 

Consistent 

31. ----------------must include any document stated like SRS. 

Annexes 

32. Annexes must include any document stated like-----------. 

SRS 

33. There are ----------------------- of contractual arrangement which are widely used in 

connection with the provision of software services. 



Four types 

34. There are four types of contractual arrangement which are widely used in connection 

with the provision of software services are as following. 

Fixed price  contract hire  time and materials  consultancy 

35. The -------------- agrees to provide the services of one or more staff to work for the client. 

Supplier 

36. The -------------work under the direction of the client. 

Staff 

37. ---------------- is on the basis of a fixed rate for each man day worked. 

Payment 

38. --------------------- are typically used to assess some aspect of an organization and to make 

proposals for improvements. 

Consultants 

39. ------------------- are usually undertaken for a fixed price but the form of contract is very 

much simpler. 

Consultancy projects 

40. It is somewhere between a ---------------------- and a fixed price contract. 

Contract hire agreement 

41. Use of appropriate--------------- is both a familiar and traditional technique for regulating 

hazardous activities. 

Standards 

42. ----------------requires that either the product or the practitioner conforms to some 

specified standard. 

               Certification  

43. ----------------means that the product cannot go on the market at all, or the practitioner 

operate. 

Licensing 

44. Professional and ---------associations should devise codes of practice to govern their 

members. 

Trade 

45. The law may exert a regulatory effect either directly or by requiring ------------with other 

forms of regulation. 

Compliance 

46. --------------and software engineers may have legal responsibilities under statutes such as 

the Health and Safety. 

System designers 

47. Product liability and the Consumer Protection Act -------------------. 

1987 



48. -----------------is the area of law in which manufacturers, distributors, suppliers and 

retailers are held responsible for any injuries products cause. 

Product liability 

49. if a product or any of its component parts are defective its manufacturer may be liable for 

damage under the -------------------------or the common law of negligence. 

Consumer Protection Act (CPA) 

50. ----------------means “knowledge and the ability to apply that knowledge” 

Competence 

51. Modern business process is done through utilizing computer ---------------- and -------------

---? 

Software and hardware 

52. Under the study of the English criminal law, the Law Commission highlighted a number 

of categories of ----------------? 

Misuse of computers 

53. Under the study of the -------------------, the Law Commission highlighted a number of 

categories of misuse of computers 

English criminal law 

54. ---------------------- Or destruction of information stored on a computer. 

Unauthorized alteration 

55. The Law Commission defined ---------------- as conduct which involves the manipulation 

of a 

Computer or internet. 

Computer fraud 

56. ------------------------ Intentionally entering false data or amending data into the computer? 

Input frauds 

57. ---------------- involves stealing or misusing system output? 

Output fraud 

58. ------------------ involves the dishonest alteration of a computer program? 

Program fraud 

59. The second form of misuse identified by the Law Commission was ----------------- of 

Information from a computer. 

Unauthorized obtaining 

60. Accessing a computer without the authorization of the owner. 

Computer hacking 

61. The person accesses the computer secretly for stealing information, data or manipulation 

of data for diverse purposes is called --------------------? 

Computer hacking 

62. Literal meaning listening or spying secretly is----------------? 

Eavesdropping 



63. ---------------------- refers to how your personal information is used by the organization or 

being an 

Organization. 

Data protection 

64. ----------------- refers to the privilege provided to an individual by law or by the 

organization policy where the individual can keep the information secret to or from a 

specific group. 

Privacy 

65. The process of attempting to gain or successfully gaining, unauthorized access to 

computer resources is called------------------. 

Hacking 

66. The process of modifying the features of a system, in order to accomplish a goal outside 

of the creator's original purpose----------------. 

Hacking 

67. A ----------------is someone who develops, changes or attempts to circumvent computer 

security hardware or software. 

Computer hacker 

68. --------------develop computer malware or spyware to gain access to confidential 

information. 

Criminal hackers 

69. How many types of hackers are--------------? 

7(Website Hacking, Net Hacking, Password Hacking, Software Hacking, Ethical 

Hacking, Email Hacking, Computer Hacking) 

70. ----------------means taking control from the website owner to a person who hacks the 

website. 

Hacking a website 

71. Gathering information about the domain is called --------------- hacker? 

Net  

72. It is -----------------on your computer which hacker can use to enter in the system 

Logical port 

73. ---------------------is the process of recovering secret passwords from data that has been 

stored in or transmitted by a computer system. 

Password hacking or Password cracking 

74. Hackers try out all the combination of all keyboard letters is called ----------------force? 

Brute force 

75. Hackers use predefines passwords. It is unsuccessful -------------method ? 

Dictionary based  

76. ----------------------that hackers changes the look & execution way of that software. For 

example change the demo version into the full version of that software. 

Software Hacking  



77. The process in which a person hacks to find weakness in a system and then usually 

patches them. 

Ethical Hacking  

78. ----------------- Also called white hat computer hacking. 

Ethical Hacking  

79. ------------------is unauthorized access to an email account or email correspondence.. 

Email hacking 

80. --------------------is when files on computer are viewed, created, edited or deleted without 

authorization. 

Computer Hacking 

81. A program that automatically detects security weakness in remote host by using -------- 

tool? 

Scanners 

82. ------------------ net It is terminal emulation program that allows us to connect to remote 

system 

Telnet 

83. ---------------- is one type of protocol but some time it is used as hacking tool, port 21 for 

the ftp. 

FTP 

84. FTP is one type of protocol but some time it is used as hacking tool, port --------- for the 

ftp  

21 

85. For connecting ftp we need some ftp s/w known as -----------------? 

Ftp client 

86. For connecting ftp server you have to ---------------that server. 

Hammer 

87. Being -------------- is not necessarily following one’s feelings; “feelings frequently 

deviate from what is ethical“. 

Ethical  

88. -----------------is not confined to religion nor is the same as religion. 

Ethics 

89. -------------------- is the Performs most of the same activities but with owner’s permission 

such as penetration tests 

Ethical hacker  

90. ------------------Legal attempt to break into a company’s network to find its weakest link 

Tester only reports findings 

Penetration test mean 

91. Tester is told everything about the network topology and technology is called --------------

----model? 

White box 



92. Company staff does not know about the test is called ----------model? 

Black box 

93. In which model tester is not given detail about the network so the burden is on the tester 

to find out the details. 

Black box 

94. ------------------mode of test is combination of both white and black box models. 

Gray Model 

95. In which model the company provides the tester with partial information about the 

network. 

Gray Model 

96. (Steven Levy’s “Hackers: Heroes of Computer Revolution” in ------------------year. 

1984 

97. Certified Ethical Hackers Developed by the---------------------? 

International Council of Electronic Commerce Consultants (EC-Council) 

98. Based on -------------domains (subject areas) 

21 

99. -------------------- Composed of people with varied skills. 

Red team 

100. ------------------------sometimes shortened to InfoSec. 

Information security 

101. ---------------------- is the practice of defending information from 

unauthorized access, use,          disclosure, disruption, modification, inspection, recording 

or destruction. 

Information security 

102. The CIA principle  

Confidentiality     Integrity              Availability 

1. Risk Management is ---------------------- risk organization. 

• identifying,  

• evaluating,  

•  mitigating 

• All of above 

 

2. A systematic process of evaluating the -------------- that may be involved in a projected 

activity. 

• Potential  risk  

3. Risk management is a --------------- process. 

• Cyclic, Continuous   

 

Important definition:  



 
 

4. : What are the three components of risk identification? 

• . Assets, threats, and vulnerabilities 

•  Assets, threats, and controls.  

• Threats, vulnerabilities, and controls Assets, threats,  

• vulnerabilities, and controls 

5.  What are the two types of threat-sources? 

 

• -made and natural 

• . Internal and external 

•  Intentional and unintentional 

•  All of the above 

6.  What is a weakness? 

• . A flaw in an asset that could be exploited by a threat  

• A control that is not effective in preventing or mitigating a risk 

•  A threat that is not likely to occur. 

•  A vulnerability that is not known to the organization 

7. What is a safeguard? 

• . A control that is designed to prevent or mitigate a risk  

• A weakness that is known to the organization 

• A threat that is not likely to occur  

• A vulnerability that is not known to the organization 

8.  What is the purpose of risk assessment? 



• . To identify and assess the risks to an organization's assets 

• . To determine the likelihood and consequences of a risk occurring 

• To prioritize risks for mitigation 

• All of the above 

9.  What is the difference between likelihood and consequences? 

• Likelihood is the probability that a risk will occur, while consequences are the impact 

of a risk if it does occur. 

• . Likelihood is the impact of a risk if it does occur, while consequences are the 

probability that a risk will occur. 

• Likelihood and consequences are two different ways of measuring the same thing. 

• There is no difference between likelihood and consequences. 

10.  What is uncertainty? 

•  The degree to which the likelihood and consequences of a risk are known. 

•  The degree to which the likelihood and consequences of a risk are not known. 

• The degree to which the likelihood and consequences of a risk are both known and 

not known. 

• There is no such thing as uncertainty. 

11.  What is risk determination? 

•  The process of assessing the likelihood and consequences of a risk. 

•  The process of prioritizing risks for mitigation. 

• The process of implementing controls to mitigate risks. 

• All of the above. 

12.  What are the three general categories of controls? 

•  Policies, programs, and technical controls 

• . Policies, procedures, and technical controls 

• . Programs, procedures, and technical controls 

•  Policies, procedures, and training 

13.  What is a policy? 

• . A set of rules or guidelines that govern how an organization operates 

•  A set of procedures that describe how to implement a policy 

•  A set of technical controls that are used to protect an organization's assets 

• All of the above 

14.  What is a program? 

• A set of policies and procedures that are used to mitigate a specific risk 

• A set of technical controls that are used to protect an organization's assets 



•  A set of training materials that are used to educate employees about risk management 

• . All of the above 

15.  What is a technical control? 

•  A set of rules or guidelines that govern how an organization operates 

•  A set of procedures that describe how to implement a policy 

•  A set of software or hardware that is used to protect an organization's assets 

• All of the above 

16.  What is a social network? 

•  A set of machines connected by a set of cables 

•  A set of people (or organizations or other social entities) connected by a set of social 

relationships 

•  A set of people who are friends on Facebook 

•  All of the above 

17.  What are some examples of social relationships? 

•  Friendship, coworking, information exchange 

•  Marriage, family, employment 

• All of the above 

18.  How are social networks used? 

•  To connect people with similar interests 

•  To share information 

• To collaborate on projects 

•  All of the above 

19. : What are the benefits of using social networks? 

•  Increased connectivity 

• Improved communication 

• Enhanced collaboration 

• All of the above 

20.  What is Web 2.0? 

•  A new generation of internet-based services that emphasize user-generated content 

and collaboration 

•  A set of social networking websites 

•  A type of blog 

•  A way to download audio broadcasts 

21. What are some examples of Web 2.0 services? 

•  Facebook, Twitter, YouTube, Flickr 

•  Blog, podcast, social networking websites 

•  All of the above 



•  None of the above 

22.  What are the benefits of using Web 2.0 services? 

• . Increased connectivity 

• Improved communication 

• Enhanced collaboration 

• All of the above 

23.  What are the challenges of using Web 2.0 services? 

•  Security and privacy concerns 

• The spread of misinformation 

• The addictive nature of these services 

• All of the above 

: 

24.  What is the most important thing you can do to protect your privacy on social media? *  

•  Keep your private information private.  

•  Use caution when you click links.  

•  Be wary of unknown friends (strangers).  

•  All of the above. 

25.  What are some pieces of private information that you should not post on social media?  

•  Your address, social security number, phone number, financial information, your 

schedule, and full birth date.  

• Your favorite pet and your mother's maiden name.  

• . All of the above.  

• None of the above. 

26.  What should you do if you receive a friend request from someone you don't know?  

•  Accept the friend request immediately.  

•  Ignore the friend request.  

•  Google the person's name to see if you can find any information about them.  

•  All of the above. 

27.  What is the best way to protect your account from being hacked? 

•  Use a strong password and don't use the same password for multiple accounts.  

•  Enable two-factor authentication.  

•  Keep your anti-virus software up to date.  

•  All of the above. 

28.  What should you do if you think that your account has been hacked?  

• Change your password immediately.  

•  Report the hack to the social media site.  

•  Monitor your account for suspicious activity.  

•  All of the above. 

29.  What is the most important thing you can do to protect your children online? 

•  Talk to them about the risks of online predators and cyberbullying. 

•  Set limits on their screen time. 



• . Monitor their online activity. 

•  All of the above. 

30. The Use of -------------by individuals and organizations has raised a number of issues 

that need to be considered. 

• Internet  

31. Setting up websites containing ------------------------. People may rely on and use this 

information thinking it is correct. 

• Incorrect information 

32. Using ----------------- to give bad news when explaining face to face would have been 

better. 

• E-mail 

33. Moral issues are:  

• Plagiarism  

• Sending spam.  

• People waste time deleting spam if the spam filter allows it through  

•  Companies monitoring staff use of the internet and e-mail  

• Using someone’s wireless internet connection without permission  

•  Using photo editing software to distort realite. 

• All of above. 

34. The Internet has a lot of ----------- materials? 

• Illicit  

35. The availability of ------------------------ on the Internet. 

• illegal or unethical material  

36. The same service can be provided -------------- using the internet and internet phone 

links. 

• Cheaply 

37. ------------------- Moving call centre abroad. 

• Organization  

38. Don’t use the same -------------------- for a social networking site and for your email 

• Password  

39. There is a ---------------- that  able to filter out this material but we're not completely that 

sure. 

• Special Software 

40. The material is ------------------ in other countries, so we can't really stop it. 

• Perfectly legal  

41. There are laws covering the ---------------------------- of this material.  

• Production and distributions 

42. The disadvantages  of internet is ? 

• - Lack of social interaction - social networking, computer games etc.  

• - Local shops shutting - more orders for goods are placed using the internet so local shops 

close FIN 



• All of above  

43. ------------------t is for everybody and no one actually owns it: 

• Internet  

44.  -------------------- have started to control what can be seen on it? 

• Governments  

45. The lack of policing of the internet means that -----------------to make sure that it is 

accurate. 

• information is not checked 

46. The lack of  -----------------means that information is not checked to make sure that it is 

accurate 

• policing of the internet 

47. What are some of the issues raised by the use of the internet? 
• A. The spread of misinformation.  
•  Cyberbullying.  
•  Access to inappropriate content.  
•  The use of email to give bad news.  
• The spread of rumors.  
• All of the above.  

 

48. What are some of the advantages of the internet for communities?  

•  Blogs and chats for communities to discuss local issues. * 

• . Housebound members of the community are less isolated as people contact 

them to check everything is okay. * 

• . Employment opportunities. *  

•  All of the above. 

49. What are some of the disadvantages of the internet for communities? * 

• . The spread of misinformation. * 

•  The availability of offensive, illegal, or unethical material. * 

•  The potential for cyberbullying. * 

• . All of the above. 

 

50. What are some of the ways to address the negative effects of the internet on 

communities? * 

• . Education about the risks of the internet. * 

• Use of parental controls. * 

•  Support for victims of cyberbullying. * 

•  All of the above. 

51. What are some of the disadvantages of the internet for individuals? * 

• . Lack of social interaction.  

• Increased risk of cyberbullying.  

• . Exposure to offensive, illegal, or unethical material. 



• . All of the above 

52. What are some of the disadvantages of the internet for society?  

• . The spread of misinformation.  

•  The availability of offensive, illegal, or unethical material.  

• . The potential for cyberbullying.  

•  All of the above. 

53. What are some of the ways to address the negative effects of the internet on 

individuals and society?  

•  Education about the risks of the internet.  

• . Use of parental controls.  

• . Support for victims of cyberbullying.  

•  All of the above 

 

54. What are some of the disadvantages of the internet for individuals in terms of 

social interaction?  

•  People may become isolated from others and lose touch with their social 

networks. 

• People may become addicted to social networking sites and computer game 

• People may be exposed to offensive or harmful content online. 

• . All of the above.                     

55. What are some of the ways to protect yourself from cyberbullying? 
• . Be careful about what information you share online. 
•  Don't respond to cyberbullying messages. 
•  Report cyberbullying to the website or app where it is happening. 
•  Talk to a trusted adult about cyberbullying. 
• All of above  
56. What are some of the risks that children face online? 
• Online predators 
• Cyberbullying 
• Sexting 
• Exposure to inappropriate content 
• All of the above. 

 

   *************************************** 

                     

                    Important Basic Points :  
 

Question 1:  What is the most important thing you can do to protect your 

children online?  

 A. Talk to them about the risks of online predators and cyberbullying.  



 B. Set limits on their screen time.  

 C. Monitor their online activity. 

Question 2: What are some of the risks that children face online?  

* Online predators  

* Cyberbullying  

* Sexting  

* Exposure to inappropriate content 

Question 3: What are some tips for talking to your children about the risks 

of online predators?  

*  Be open and honest with them about the dangers. 

 * Use age-appropriate language.  

* Talk to them about how to stay safe online.  

* Answer their questions honestly. 

Question 4: What are some tips for setting limits on your children's screen 

time?  

• Set a specific amount of time that they are allowed to spend online each day.  

•  Make sure that they are using their time wisely.  

•  Monitor their online activity to make sure that they are not accessing 

inappropriate content. 

Question 5: What are some tips for monitoring your children's online 

activity?  

•  Talk to them about what they are doing online.  

•  Look at their online profiles. * 

• Check their text messages and emails. * 

• Use parental controls to monitor their online activity. 

Question 6 : What are some tips for monitoring your children's online 

activity? 

• Talk to them about what they are doing online. 

• Look at their online profiles. 

• Check their text messages and emails. 

• Use parental controls to monitor their online activity. 

 

 

 

 


